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Introduction
Classical cryptography

» Factoring-based (RSA): given n = pq, find p.
» Dlog-based (DSA): given b = g2, find a.
Maybe one day there will be a large quantum computer...
They solve problems (maybe) not in P: BQP (e.g. simulation of quantum systems).
P C BPP C BQP C PP C PSPACE

There are already algorithms (since ~25 years ago), Shor's algorithm, which break most
crypto of everyday (all internet/email/cellphone/etc communications).
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Source: https://en.wikipedia.org/wiki/BQP#/media/File:

BQP_complexity_class_diagram.svg
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Introduction
New era of cryptography

Solution. Replace all the underlying “hard” problems with one of the following:

1. Quantum cryptography (which uses intrinsic quantum properties).

2. Post-quantum cryptography (which is classical and not at all quantum).
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Introduction
Quantum cryptography

Standard example: Key distribution — BB84
» Information encoded in non-orthogonal states {|1),|—=)}, {|.7),\) }
» No-cloning theorem: Eve can only get information by disturbing the signal.

» Perfect security given an authenticated channel.

Protocol

1. Alice takes random classical bit and random basis {|1),|—=)} or {|,7)), |\ }-
Alice encodes bit in polarization (i.e. which basis vector encodes 0 and 1).
Alice transmits photon to Bob, using the quantum channel.
Bob selects a basis at random and measures the photon.
Repeat.

ok W

Public communication of the bases used.

4/13



Introduction
Post-quantum cryptography

Classical computational problems that quantum computers might not break:
» Code-based cryptography
» Lattice-based cryptography
» Hash-based cryptography
» Supersingular isogeny elliptic curve cryptography

» and more.

Objective: Replace current standards with cryptossystems based on these.
Pro: No need to change the current infrastructure.
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Project Overview

% PROJECT LINKS

NIST has initiated a process to solicit, evaluate, and i or more qi i public-key i
algorithms. Full details can be found in the Q < ization page. FAQs

The Round 2 candidates were announced January 30, 2019. NIST has developed a Guldeline for Submitting Tweaks for 2nd News & Updates
Round candldates. NISTIR 8240, Status Report on the First Round of the NIST Post-Quantum Cryptography B

Standardization Process is now available.
Background

Inrecent years, there has been a substantfal amount of research on quantum computers - machines that explolt quantum
Pl to solve ical problerns that are difficult o nal computers. If large-
scale quantum computers are ever built, they will be able to break many of the public-key cryptosystems currently in use

tractable for convent

This would seriously compromise the confidentiality and integrity of digital communications on the Internet and elsewhere
The goal of (also called g is to develop cr ic systems
that are secure against both quantum and classical computers, and can i with existing communications protocols
and networks.

The question of when a large-scale quantum computer will be built is a complicated one. While in the past it was less clear
that large quantum computers are a physical possibility, many scientists now believe it to be merely a significant engineering
challenge. Some engineers even predict that within the next twenty or so years sufficiently large quantum computers will be
built to break essentially all public key schemes currently in use. Historically, it has taken almost two decades to deploy our
modern public key cryptography infrastructure. Therefore, regardless of whether we can estimate the exact time of the
arrival of the quantum computing era, we must begin now to prepare our information security systems to be able to resist
quantum computing.

Publications
Presentations

ADDITIONAL PAGES

Call for Proposals
Example Files
Round 1 Submissions
Round 2 Submisslons
Workshops and Timeline
Contact Info
Email List (PQC Farum)
Hash-Based Signatures
PQC Archive

& CONTACTS

Source: https://csrc.nist.gov/Projects/Post-Quantum-Cryptography
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Secure Multiparty Computation (MPC)

Brief description

Basic properties:
1. Input privacy: One party can't get the other’s private information.

2. Correctness: Colluding adversaries can’t force honest parties to output a wrong result.

v

Yao's Millionaires’ Problem.

v

Applications in e-voting, auction, private data mining, etc...
» Heavy interest in theoretic as well as implementation optimizations.
Oblivious Transfer = MPC

v
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Secure Multiparty Computation

1-out-of-2 Oblivious Transfer

1. Alice inputs my, mo.

2. Bob inputs b.

3. Bob receives my,.

m, b

——— <
m, my

— —

Example: OT based on RSA

RSA: (pk = (e, N),sk = d). Such that ed =1 mod ¢(N).
RSA soundness: (m®)? = m mod N

Alice

Input: mg, m;

(pk, sk) « KeyGenRSA
X0, X1 ¢ U

ko — (V — Xo)d mod N
k1 — (V —Xl)d mod N
m6 <~ mg + ko

m'lemlJrkl

mo, m}

Bob

Input: b € {0,1}

k<—$u
v < (xp + k) mod N

mp < mj, — k
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Secure Multiparty Computation

2-party computation — garbled circuits

1. Alice and Bob generate function as boolean circuit.
2. Alice (the garbler) garbles the circuit, e.g. NAND gate:

C
a b ¢ a b ¢ . EnCX&Xé’(XlC)
0 0 1 - X5 Xo Xf Encrypt label EnCXg’le(ch)
0 1 1 Assign random X3 XP Xf X© with keys Encxy xp(XT)
1 0 1 labels to each bit X7 Xxf Xf xa_ xb Ench7X1b(XOC)
1 10 X; XboXx§ ’ Permuting
afterwards
4. Alice sends garbled tables and the labels (X?) corresponding to her input to Bob.
5. Bob receives the labels of his input (X?) through OT.
6. Bob (the evaluator) decrypts the circuit and obtains output labels (X€).
7. Both communicate to learn the output.
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Secure Multiparty Computation

Optimizations

>

>

Improve security: Cut-and-choose requires many circuits to be generated and sent.
Improve OT: OT is a bottleneck in MPC — develop new and better algorithms.
OT extension: turn few OTs into many, by cheap symmetric cryptographic operations.

Point-and-permute: Alice adds ancilla bits to random labels and permutes accordingly.
Pointing Bob to what row he must decrypt.

Free XOR: XOR, XNOR gates evaluated without any communication or encryption.
Compute X7 = X§ @ R, so X¢ = X? @ XP. Prefer circuits with fewer AND gates.

Row-reduction: Make output label as a function of the input labels for 0, such that
Encyz x6(X5) = 0 and X§ = Decx; xs(0).

Fixed-key block cipher: Use a fixed-key block cipher like AES to efficiently garble and
evaluate AND gates.

Half Gates: extend Free-XOR to require only two ciphertexts per AND gate.
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Secure Multiparty Computation

N-party computation

» Uses secret sharing to split the each wire's data amongst all parties.

v

No longer binary circuits: Function defined as a “circuit” over a finite field
(arithmetic circuit).

Gates are addition and multiplication; values are defined over a finite field.

v

v

Secret's shares are random elements of a FF that add up to the secret (in the field).

v

Security: any non-qualifying set of shares must look randomly distributed.
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Other interesting topics

v

Secret sharing — Reconstruct a secret with p-out-of-n shares of a split secret.
Verifiable secret sharing — Also, allow a party to check if its share is good.

v

Multisignatures — How to optimize space and compress multiple signatures.

v

New cryptography based on Coding Theory (which is quantum secure).

v

Pseudo-random distinguishers.
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