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ABSTRACT

Software verification is a key principle for building and deploying reliable and correct
software. Multiple verification techniques are employed successfully nowadays: theorem
proving, model checking, and testing, each with strengths and trade-offs. These methods
help ensure that systems behave as expected and meet reliability standards.

Runtime Verification is a verification technique that became popular and known for
its lightweight and complementary approach to guarantee assurance over a system under
scrutiny. Unlike the other traditional methods, runtime verification leverages the ability
to perform checks over the system while it is running, enabling the dynamic monitoring
of the behaviour of a system. This adds the capability to verify and alert the system
whenever it begins to behave in an unexpected or undesirable manner, enhancing the
overall reliability and correctness.

In this thesis, we tackled the problem of runtime verification in actor-based systems,
a programming paradigm used by languages like Erlang. We define a specification
language, WALTZ, that enables the specification of properties that span multiple actors
and performs causal aware verification. After designing and implementing the compiler
for WALTZ by generating Erlang monitor executables, we implemented the orchestration
needed to maintain causal relations between systems that follow the OTP guidelines,
by surgically injecting code into the system. With these two components, we built
ACTORCHESTRA, the tool that allows a user to specify properties and automatically monitor
them at runtime.

We performed an evaluation over two case studies, proving the range of the specifi-
cation language and the tool, and studied the overhead caused by the tool compared to
the vanilla version of the code, explaining the trade-offs between having an extra layer of
safety in our programs.

Keywords: runtime verification - monitoring - actor-based programming model - property
monitoring - monitorable properties



REsumMoO

A verificagdo de software é um principio fundamental para a construgao e implementagao
de software fiavel e correto. Atualmente, varias técnicas de verificagdo sdo empregues
com sucesso: prova de teoremas, verificagdo de modelos (model checking) e testes, cada
uma com 0s seus pontos fortes e compromissos. Estes métodos ajudam a garantir que os
sistemas se comportam conforme o esperado e cumprem os padrdes de fiabilidade.

A Verificacdo em Tempo de Execugdo (Runtime Verification) é uma técnica de veri-
ficacdo que se tornou popular e conhecida pela sua abordagem leve e complementar,
oferecendo garantias adicionais sobre um sistema em andlise. Ao contrario dos métodos
tradicionais, a verificagdo em tempo de execugdo tira partido da capacidade de realizar
verificagdes enquanto o sistema estd em funcionamento, permitindo a monitorizagao
dindmica do comportamento do sistema. Isto acrescenta a possibilidade de verificar e
alertar sempre que o sistema comega a comportar-se de forma inesperada ou indesejada,
reforcando assim a fiabilidade e corregdo global.

Nesta tese, aborddmos o problema da verificagdo em tempo de execugdo em sistemas
baseados em atores, um paradigma de programacao utilizado por linguagens como o
Erlang. Definimos uma linguagem de especificacio, WALTZ, que permite a definicdo de
propriedades que abrangem multiplos actores e realiza uma verificagdo sensivel a causali-
dade. Apds conceber e implementar o compilador para WALTZ, gerando executaveis de
monitor em Erlang, implementdmos a orquestracdo necessaria para manter as relacdes de
causalidade entre sistemas que seguem as diretrizes OTP, através da injegdo cirtrgica de c6-
digo no sistema. Com estes dois componentes, construimos 0 ACTORCHESTRA, a ferramenta
que permite ao utilizador especificar propriedades e monitorizé-las automaticamente em
tempo de execugao.

Realizdmos uma avaliagdo com base em dois estudos de caso, demonstrando o alcance
da linguagem de especificacdo e da ferramenta, e analisdmos a sobrecarga causada pela
ferramenta em comparag¢do com a versdo original do c6digo, explicando os compromissos

associados a ter uma camada adicional de seguranca nos nossos programas.

Palavras-chave: verificacdo em tempo real - monitorizacdo de propriedades

Vi
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CHAPTER

INTRODUCTION

Ensuring the production of correct, reliable and safe software is crucial for developing
robust and safe software systems. This requirement has become even more critical as
software increasingly influences critical areas like healthcare, transportation, and finance.
To address the need for thorough verification of software behaviour and correctness,
formal methods [32] have emerged.

Formally ensuring correctness of a given piece of software can be performed by several
techniques adopted such as, theorem proving [20], model checking [33] and testing [64], each
with its strengths and trade-offs. Theorem proving is a static formal verification technique
that uses mathematical logic to rigorously prove the correctness of software, ensuring it
meets its specifications and is free from critical errors. One might use the classical pen-
and-paper approach, but specialized software has been developed to assist and automate
these proofs using computational proof assistants, one well-know example is the Coq [20]

proof assistant.

Model checking is an alternative, that attempts to automate the process of verifying
software. It explores the system states, for a given model, to ensure they meet the specified
properties, detecting errors early in development. It is also a static technique providing
the advantages of not adding overhead into the system that it is analyzing.

Testing, in contrast to the previously mentioned methods, is a dynamic approach to
verifying software correctness. It typically involves selecting a finite set of input-output
sequences, known as a test suite [37], to exercise the program. By comparing the outputs
given by the system against the expected outcomes defined in the test suite, testing
methods determine whether the software behaves as intended.

Theorem proving provides the highest safety assurance at the cost of being time-
consuming, cumbersome, and requires a high level of expertise. By contrast, model

checking provides an automated way of exploring the state space, although it is often
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CHAPTER 1. INTRODUCTION

constrained by the state explosion problem [58], limiting its applicability to large-scale
systems. On the other hand, testing employs diverse methods to check that the program’s
outputs meet the expected results, yet it cannot definitively guarantee the absence of

errors, as Dijkstra observed, "Testing shows the presence of bugs, not their absence".

1.1 Motivation

To address the limitations of the previously discussed methods, a new technique emerged
called runtime verification [11, 17, 66, 58]. Runtime Verification (RV) studies methods that
analyse a computation system’s dynamic behaviour with several application scenarios.
It can complement other techniques, providing an extra level of assurance for software,
enabling us to verify and prevent failures by leveraging its runtime benefits [42]. RV
can go beyond simple verification and might steer the system when there is unwanted
behaviour. Additionally, it can be applied to collect information on a given running system
for posterior analysis [41].

Atits core, an RV approach begins with a running system and involves defining a set of
properties that need to be verified. The novel aspect of this approach is that it automatically
synthesises a monitor from these properties, typically expressed in a formal specification
language like LTL (Linear Temporal Logic) [67]. This monitor operates alongside the
system to verify whether the specified properties are met or not.

Instrumentation techniques manage the communication logic between the monitor and
the system, enabling interaction with the system under scrutiny (SUS). By analysing the
system’s behaviour, the monitor determines whether it aligns with the defined correctness
properties or deviates from them, ultimately delivering a verdict based on what the
monitor observed from the execution trace produced by the SUS.

As a lightweight method that requires low computational resources, RV may serve as
an alternative to the verification techniques previously discussed. Another advantage of
RV is its ability to account for specific behaviours that occur only during runtime, which can
often be unpredictable. Other methods may not adequately address this unpredictability.

Since RV examines the current run of a system, it can detect such unexpected behaviour
in real-time and respond appropriately, either by alerting the system that something has
gone wrong or applying a more refined corrective measure, like guiding the system onto
the correct path.

The overall aim of RV is to ensure that a system’s execution complies with its correctness
properties as it unfolds through time. Achieving this in practice, however, is far from trivial.
It requires several interdependent steps: systematically observing the system’s behaviour,
interpreting raw execution data, and evaluating it against the specified properties. When
violations are detected, the monitor must not only raise timely alerts but also support the
system in determining an appropriate response, whether that means triggering safeguards,
initiating recovery strategies, or adapting future behaviour. Each of these stages introduces

2



1.2. CHALLENGES

its own technical and practical challenges, making RV both a powerful and complex
verification approach.

1.2 Challenges

Numerous works have been developed in the field of RV, addressing a variety of topics.
These topics include defining specification languages for expressing the properties to be
monitored, developing the instrumentation process that outlines how the monitor and the
system will operate together, designing algorithms to generate monitors based on given
specifications, investigating which properties can be monitored, and analysing the impact
of RV on the system. One drawback of RV is the potential overhead it may impose on the
analysed system, which can lead to degraded performance.

One of the central challenges in RV lies in defining what exactly constitutes a trace [41].
A trace is the raw material from which properties are checked. However, its scope and
granularity can vary greatly: should it capture low-level events, state transitions, or
higher-level interactions? Most existing RV frameworks resolve this by relying on log
files with a predefined syntax, which allows them to parse, analyse, and reason about
system executions. While effective in controlled settings, this approach often imposes
rigid constraints on how systems must expose their behaviour and can be brittle when
dealing with highly concurrent or distributed environments.

An alternative perspective emerges from the actor-based model [4], a foundational
paradigm followed by languages such as Erlang [73] and Elixir [38]. In this model,
computation is structured around independent actors, each encapsulating its own state,
and communicating solely via asynchronous message passing. This communication
structure provides a natural and semantically rich notion of a trace: the stream of messages
exchanged between actors. Unlike static logs, these message flows directly reflect the
causal structure of concurrent executions, making them particularly well-suited for RV. By
observing interactions at this level, it becomes possible not only to reconstruct execution
traces more faithfully butalso to reason about correctness properties over the real execution
trace of the system.

Verifying these concurrent systems for formal correctness with static verification
techniques, such as model checking, can be challenging due to the state explosion problem.
RV makes it possible to verify these systems on the fly by analysing their current execution
and analysing the messages sent and received by actors.

Nevertheless, applying RV in such asynchronous settings introduces significant chal-
lenges. A primary challenge is the inherent delay in detecting violations: since the monitor
operates externally to the system, it can easily become “out of sync” with ongoing exe-
cutions. This misalignment is particularly problematic when a violated property leads
to a critical failure, where timely intervention is essential. A second challenge arises
when scaling beyond a small number of actors. As the number of components grows, so

too does the complexity of the traces, which must account for a vast space of possible
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CHAPTER 1. INTRODUCTION

interleavings and message orderings. Extracting meaningful information from such traces
quickly becomes cumbersome, complicating the monitoring process. The key question,
then, is how to instrument an RV framework in a way that minimises detection latency

while keeping runtime overhead low enough to preserve the system’s responsiveness.

1.3 Contributions

The contributions of this dissertation address key challenges in applying runtime verifica-
tion to highly concurrent, actor-based systems. A first contribution is the design of WALTZ,
a specification language that reflects the semantics of the actor model. By embedding
causal context directly into its evaluation, WALTZ makes it possible to specify correctness
properties that span multiple interacting actors without conflating independent message
flows. This addresses a central limitation of traditional trace-based approaches, which
often struggle with the ambiguities introduced by asynchronous interleavings.

Building upon this foundation, we developed a compiler that translates WALTZ speci-
fications into executable Erlang monitors. Because the language is closely aligned with
the concurrency model of Erlang, the compilation process preserves both scalability and
non-intrusiveness. The resulting monitors can follow distinct causal chains independently,
producing timely verdicts while leaving the execution of the target system unaffected.

A further contribution is the design of the conductor, a causality-tracking entity that
enriches system traces with contextual information before they are processed by the
monitors. Given that many actor-based systems in practice rely on the Open Telecom
Platform (OTP) framework for structuring concurrent applications, we also developed an
entity that can correlate messages belonging to the same causal chain for client-server
system architectures following OTP conventions. This allows for seamless property
verification by the monitor, without worrying about all the interleavings that are possible
in such highly concurrent and asynchronous Erlang systems.

Taken together, these components form ACTORCHESTRA, a framework that integrates
specification, compilation, and runtime verification into a unified approach. ACTORCHES-
TRA enables context-aware property verification over concurrent Erlang systems, advanc-
ing both the expressiveness and the practical feasibility of runtime verification in this
domain. Finally, the significance of this work has been acknowledged by the research
community, with the design of WALTZ accepted for publication at the INFOrum 2025

conference.

1.4 Document Outline

This document begins by introducing the background knowledge of runtime verification
in Chapter 2, which is going to be used as a pedagogical chapter to explain our take on
runtime verification, since there are many different interpretations in the literature. We

present the global concept of runtime verification and some of its key steps and challenges
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1.4. DOCUMENT OUTLINE

that must be addressed in general, as well as in our specific case. In the background, we
also present how Erlang systems behave and the explanation of OTP behaviour. The
novelty of our work is presented in Chapter 3 and Chapter 4, where we demonstrate
our specification language, the compilation process, and the distributed management of
causality developed. In Chapter 5, we showcase the impact of our implementation and
approach to case studies developed to test the usage of the tool. Then, in Chapter 6, we
compare our specification language and tool with other existing work in the literature,
showcasing the advancements made in the state of the art. Finally, in Chapter 7, we

present our conclusions and discuss potential paths of further research and improvement.



CHAPTER

BACKGROUND

This chapter will introduce the foundational knowledge necessary to understand run-
time verification. We will start by defining classical terminology, including specification
languages and monitors. We will clarify what it means for a process to be monitorable,
followed by discussing various deployment and instrumentation techniques that can be
utilized. Additionally, we will explore how the actor-based model can be leveraged within

runtime verification and why it is a good abstraction for runtime verification.

2.1 Runtime Verification

Runtime verification (RV) is a field in formal methods that deals with the study, orches-
tration, and application of techniques that grant one the ability to verify if a given run of
a system under scrutiny (SUS) satisfies or violates a given behaviour [58].

RV operates on the execution trace of a running system, verifying formal properties
with the traces of events incrementally generated by the system; this makes it distinguish-
able from other approaches [42].

The essence of RV lies in generating a monitor from a high-level specification language
that outlines the properties to be monitored during runtime; essentially, the properties that
the SUS must adhere to [11]. This process automatically synthesises a monitor based on a
correctness property, denoted as ¢, described in a specification language. The generated
monitor is then employed to observe either the ongoing execution of the system or a
recorded history of its execution to check whether it adheres to property ¢.

In more formal terms, if £(¢) represents the set of valid executions defined by the
property ¢, then runtime verification can be boiled down to verifying whether the current
execution, denoted as w, is part of that set, w € L(¢) [17]; this is known as the word

problem.



2.1. RUNTIME VERIFICATION

Runtime verification revolves around three core questions: how to formally define
desired and undesired behaviours, how to synthesise executable monitors from high-
level specifications, and how to instrument these monitors with the system under scrutiny
efficiently. Addressing these questions is essential for building any effective RV framework.

2.1.1 Terminology

In RV, terminology is often used broadly, and definitions can vary significantly depending
on the context. The terminology for concepts like monitorability varies widely, with
differing interpretations despite attempts at standardization [11, 58, 57, 43]. To ensure
clarity and simplicity in this part of the document, we will introduce some basic notions of
RV in straightforward terms, as presented in [41]. A more detailed discussion and precise
definitions will follow in subsequent sections, depending on the level of detail needed in
those contexts. In Figure 2.1 (adapted from [11]), we can see an overview of these concepts

and the main structure of RV frameworks.

Tastrumenta¥ion

J |

VvV
system  undes - B[ [ =] [
suutiny

> Monitot

/N
T L

Figure 2.1: A basic RV setup

An event refers to a produced action of a system that can be observed. A trace is a
sequence of events generated by the system. A trace is an abstraction of a single system
run, represented as a finite sequence of events. Although a system could run indefinitely
and produce an infinite trace, RV works with finite traces. Therefore, a trace in this context
will be a prefix of the infinite trace the system is producing.

A property is intuitively something that one expects the SUS to adhere to. These
properties can be formally defined using a specification language, which provides a
concrete property description. More rigorously, a property can be seen as a set of traces,
representing a partition of the set of all possible traces of the system, as described by Falcone
etal. [41]. A specification explicitly describes a property thatis defined using a specification
language. This language defines the expected behaviour of the system. A specification
language is a formalism that describes a property, such as regular expressions or automata,
each providing a different approach to specifying the same underlying behaviour.

A monitor is a runtime entity automatically derived from a formal property specifica-

tion. Executing in parallel with the system, it observes relevant events and determines
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CHAPTER 2. BACKGROUND

whether the property is satisfied or violated during execution. It reads the system’s trace
incrementally and produces a verdict, alerting the SUS or, in some cases, even steering it
when a property violation occurs. A verdict is the monitor’s result, usually expressed as a
value from a given truth domain. The simplest form of a verdict is a binary value, such as
true or false. However, as explored further in the document, truth domains may allow for
additional verdict values beyond these two.

Instrumentation is the computational link connecting the system’s execution with the
monitor’s analysis. It involves extracting traces from the system and feeding them into
the monitor. It also addresses how the system and monitor are deployed and run in
parallel [11].

Example 1. This chapter introduces a simple chat room system as the running example.
The system can be instrumented to capture both the events it produces and the messages
exchanged within the chat. These events need not be limited to primitive actions but
may also carry contextual information, such as the specific chat room in which a user
posts a message. On this basis, we can define several correctness properties to govern the
system’s behaviour. For instance, a user must login before entering a chat room; once
inside, the user may post messages; and before logging out, the user must first leave
the room. Taken together, these rules characterise the intended session behaviour of
the system. Such behaviour can be formally expressed in a specification language, for
example, through automata, as illustrated in Figure 2.2.

login enter
logout

()

logout leave

Figure 2.2: Chat room automata

2.2 Specification of a system’s behaviour

A system’s behaviour refers to how it operates and responds to specific external requests
or stimuli. These triggers cause the system to process the input, resulting in changes to its
internal state over time, and produce outcomes or effects which may also influence how
the system behaves in future interactions.

The behaviour of a system is something that one must take into account when working
with it or, in this case, verifying it. Besides that, it is important to know how that behaviour
is represented to interpret what the given system is doing [11].

8
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There are several methods to describe the behaviour of a given system, including
automata, regular expressions, grammars, and various types of logic. Even a hand-drawn
diagram can effectively represent a system.

The different possibilities to describe a system lead to important questions: What is
the correct way to describe a system? What properties do we want to verify at runtime,
and can they be expressed in a given specification language?

This section explores the system’s behaviour at varying levels of detail, providing
deeper insight and reinforcing key definitions introduced in Section 2.1.1.

In this document, we adopt the definition of a run given by Leucker [58], namely, as a
possibly infinite sequence of system events. The sequence may be infinite if the system
executes indefinitely; however, when execution traces are recorded into a log file and
analyzed offline by a monitor, the resulting trace is finite.

Here, an execution of a system is understood as a finite prefix of a run, and is therefore
referred to as a finite trace. RV primarily operates over such finite traces, analyzing
executions derived from an ongoing run. While the run itself is expected to satisfy the
specified property in its entirety, it is these finite executions that form the practical subject

of analysis for monitors.

Event. An observable action performed by a system [11]. If we consider X the alphabet
of the system then each element of X is an event. For example, if . = {evy, evy, ev3}

then a single event is ev;.

Events can be described at different levels of abstraction, be about internal or external
behaviour; the information they carry may have information about the whole system or
one specific part. The observable events to the exterior might even be a subset of the
alphabet of a given system because we might be only interested in monitoring a specific
part of the system [11]. The choice of how we represent these events and the associated
information is all part of the specification process and will depend on the goal in mind.

For instance, in Figure 2.2 an event could be enter but we could refine the information
present on that event by using a parametric approach and have information attached to
the payload on the event stating what is the name of the chat room being entered, such as
enter(channel_one). As presented in Section 2.7, the actor-based model has an excellent
abstraction for events. An event is a message exchanged between two actors and can carry

metadata inside it for further analysis from the monitor.

Trace. A trace is a sequence of events produced by the system. In RV, traces instrumented
to the monitor are always finite sequences. Therefore, we can think of a trace as
a prefix of the run of a given system since that run might be infinite and produce
an infinite growing trace. The trace the monitor will analyze is a prefix of that
infinitely growing trace of the system. For instance, if © = {a, b, ¢, d} is our alphabet
of observable events, then ¢ = aabcd is a trace produced by the system.

9
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Upon these traces, our monitor will dictate the verdicts about given properties. The
notion of trace is rather tricky in RV, as presented in [41]; most of the tools in the RV
community do not formally express the notion of a trace in a practical scenario and
hard-code the traces for simplicity, creating log files with a manually defined trace.

What is interesting is having a running system and extracting the events directly from
it rather than having a hard-coded trace. However, this is a challenging task since there
is no standard for systems to represent their output as events. Some efforts were made
towards this problem, such as trying to mine the properties out of the execution log of a
system, as it was performed in [55]. However, due to this challenging task, there are many
limitations on what can be extracted from the log file.

The reason to leverage the actor-based model is because of its paradigm; it is intuitive
to have a glimpse of what a trace is. It is the history of messages exchanged between
the different actors. With this paradigm, we can have a running system and examine its
execution at runtime with a standard notion of events and traces. Of course, instrumenta-
tion will always be required, but it is much more tangible than working with an utterly
non-standard notion of traces.

Now, having the notion of what the system produces, it is possible to define how to
specify things about our system, more precisely, what specifications and properties are.
A property, as stated in Section 2.1.1, is something that we want the system to satisfy, and

specifications are used to describe properties in a well-formed formalism.

There is a difference between these two terminologies because it is possible to describe
the same properties in multiple specification languages. For instance, following our
running example, we could define the following property "a user has to enter a chat room
before posting messages in a chat room" in plain English, or we could specify the same
thing using automata (like the one used in Figure 2.2). Not all specification languages have
the same expressive power; some are more expressive than others, like English. However,
due to this possibility of expressiveness, one might add ambiguity to the language, which
is something to avoid. The specification of a given property has to be clear, like the one
present in the automata or other specification languages, such as Linear Temporal Logic
(LTL) [67]. For example, in Figure 2.3, we could define the property mentioned above as
an LTL formula and a regular expression:

C(post — (enter S post)) (enter(post™))”
Figure 2.3: Specification of a property in LTL and in a regular expression
Usually, in the majority of the literature [11], the concepts of property and specification

are entangled because the specification itself is the only existing entity that describes the
given properties.
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2.21 Some specification language features

As defined in [41], there are two levels of defining a property. The implicit properties
are the ones that we do not define manually and are properties that we might want to
check in runtime. Such properties include, among others, deadlock freedom, no null
pointer dereferences, and the absence of data races. These properties can be considered
a collection of pre-set properties worth monitoring. No specification is written for these;

instead, ad-hoc algorithms are written to detect a violation of these properties [11].

On the other hand, explicit properties are the properties that the user can express in a
given specification language. Most of the work is focused on explicit properties since it

gives more freedom on what one might want to monitor.

There are two main classes of explicit specification paradigms that we might use in
order to define a property. On one hand, in a specification language like an automata,
the specification is directly executable; this is labelled as an operational language and
explicitly describes a given system’s behaviour. On the other hand, a language can be
declarative (e.g., a temporal logic formula) where instead of explicitly stating what is the
behaviour of the system, it simply declares what should happen, not how to check it [41],
and that specification is then used to generate an operational model to check the system

at runtime.

Operational specifications often have simpler monitoring algorithms but are generally
more low-level, making it challenging to express high-level properties and combine
multiple behaviours effectively [11]. In contrast, declarative specification languages
enable seamless composition of properties. For instance, if ¢ represents one behaviour
and 1 another, they can be easily combined into a new formula, 6 = ¢ — 1. Achieving the
same result with an automata would be less straightforward and could reduce readability.
However, the increased expressiveness of declarative approaches comes at the cost of a

more complex algorithm for generating a monitor.

It is also possible to incorporate time into our specifications, and it is possible to work
with logical and physical time. In the case of logical time, the specification only describes
a relative ordering between events [41]. In the case of physical time, the specification
describes the desired physical time that must be observed. For example, if we want a user
to post a message within the first 5 minutes after entering a chat, we can add that notion

to our specification.

Certain specification languages are more suited to specify properties over infinite
traces (such as LTL), while others work with finite traces (such as automata). As the
observations at runtime are finite, this often leads to creating new semantics or mapping

existing ones over infinite traces to work with finite traces [17].

It is also possible to employ parametric specifications, which incorporate data quantifi-
cation directly into the specification. This approach enables the expression of properties
that depend on dynamic data values observed at runtime [41, 11].

11



CHAPTER 2. BACKGROUND

2.3 Specification Languages

Properties can be specified in several ways; however, this section focuses on the most
widely used approach within the RV community: temporal logic, with linear temporal
logic (LTL) [67] being the most fundamental and commonly applied variant.

2.3.1 Linear Temporal Logic

Linear Temporal Logic (LTL) is the most widely used temporal logic in the field. As its
name suggests, it is concerned with the ordering of events rather than their absolute timing,
allowing the expression of temporal properties using logical quantifiers over sequences of
events. LTL also serves as the foundation for many other runtime specification languages,
such as TLTL [17], which extends LTL to systems where quantitative timing constraints
are important. Additional specification languages will be discussed in more detail in
Chapter 6.

Definition 2.3.1 (LTL formula [67]). The set of LTL formulas is inductively defined by the

following grammar:

pu=true|p|-ploVveleUe|Xep

where p is an atomic proposition (i.e. an event).

The base semantics for LTL are propositional variables, the logical operators — and Vv,
and the temporal operators until (U) and next (X). ¢ U y means that ¢ is true until y is
true, and X ¢ means that @ is true at the next point of a trace.

The additional logical operators can be defined as follows:

false = -true

pAY = (=g V)
Op £ ¢U false
Op = -O-¢

oY = —pVY

The most frequently used operators in this type of logic are those defined at the extent
of the base U and X operators.
The always operator, which intuitively states that something holds forever, is defined

as:

Op = ¢ U false

and, for simplification and understanding purposes, the simplified version will always be
used. But, intuitively this is true because ¢ is waiting for false to become true, but it
will never be true therefore ¢ holds forever.

12
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There is also the eventually operator, stating something eventually will be true.

Formally, it is defined as:
O = -U-¢p
These LTL operators are often called future-time LTL [11] due to their nature to look at
the future of the trace. There are also past-time LTL, which have symmetric operators for

each base operator of future-time LTLs. These are the e, previous operator, and S, as the

since operator, stating that some property is always true since another one was last true.

2.3.2 Satisfiability of LTL

A system S has an alphabet = containing all its observable events. Given an alphabet X, a
trace 0 = 0g01 . .., is a sequence of events containing elements of X. o0; is the i-th element
of 6, o' is the suffix of ¢ starting from i (i.e., 0;0;41...), 1" is the set of all possible finite
traces over X, and X is the set of all possible infinite traces over L.

Definition 2.3.2 (Semantics of LTL). Let us state that ¢ = 0103... € L% be an infinite
sequence of events. Then we can define the semantics of LTL formula inductively as

follows:

0 |= true
ol=-@iff o lF @
ol=p iff peog(i.eool=p)
olpVviiffcl=porol=¢
c=pAyYiffol=@pando = ¢
ol=Xgiffo' |= ¢
o= UYIfTinmg: 0 |59 and Yoeejci 1 0! = ¢

Intuitively, given a trace o, we can state the following: ¢ satisfies an atomic proposition
p if it is the initial event of the trace. o satisfies the negation of the LTL property ¢, if o
does not satisfy ¢. The trace satisfies the conjunction of two LTL properties if o satisfies
both properties and the disjunction of two LTL properties if it satisfies at least one. For
the more complicated ones, ¢ satisfies next-time ¢, if the suffix of ¢ starting in the next
step (o) satisfies @. Finally, a trace o satisfies the until operand ¢ U 1, if there exists a
suffix of o such that ¢ is satisfied, and for all suffixes before that one, ¢ holds.

These semantics can be extended by introducing the temporal operators eventually (O)

and always ((J), as shown below:
o |= Q@ iff 3i > 0 such that o' =
o |= Og iff Vi > 0 it is true that ¢" |= @

13



CHAPTER 2. BACKGROUND

|= is called the satisfaction relation, it is a relation between traces and formulas. It can
be read as: the trace o satisfies ¢, or in other words, ¢ is true in o.

Therefore, for a given property ¢, [¢] is the language of the property, i.e, the set of
all traces that satisfy ¢, and it can be represented as [¢]| = {0 | 0 |= ¢}. This is a regular
set of infinite traces which is accepted by a corresponding Biichi Automata [72, 57, 17].

In Figure 2.4 there is a visual representation of the satisfaction of some LTL formulas.

a * * *
ol=a

* a * *
o= Xa

—a —a a *
0 |=¢a

a a a a
o |=0a

Figure 2.4: Illustration of several property satisfactions

2.3.3 Automata

Automata are often used to specify properties and one of their key advantages is that they
do not require a synthesis algorithm, as they are directly executable. While the definition
of automata is well established in computer science, it is important to highlight a specific
type known as Biichi Automata [68]. These automata are commonly used in RV and are
typically generated from an algorithm that converts a LTL formula into a Biichi Automata.

Biichi Automata are incorporated into algorithms that synthesize a monitoring entity
that operates alongside the system [17, 70]. The key distinction between standard automata
and Biichi Automata is that the latter is designed to handle infinite inputs, making
it suitable for reactive systems, often the focus of RV. Biichi Automata can recognise

properties over infinite behaviours, emphasising their importance in this field of RV.

2.3.4 Regular Languages

As regular languages share similarities with automata, since we can convert one to an
automata; they also caught the eye of the RV community. Regular expressions are popular
in various fields of computer science, ranging from theory of computation to runtime
verification. Although not commonly used in RV frameworks, like temporal logics, they
are occasionally used alongside other specification languages. One example is suffix-
matching for violations [11], which, as the name suggests, tries to match the traces with
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a given suffix, and if they match, there is a violation. Whilst regular expressions have
been extended with a quantitative notion of time [71] and to handle data [59], these do

not receive much interest in RV [11].

2.4 Monitors

Monitors are active entities that analyze a SUS and produce a verdict based on the system’s
execution trace. It is essential to understand how a monitor evaluates a given trace and
determines whether it satisfies or violates a specified behaviour. This section presents the
general algorithm for generating a monitor.

2.4.1 Linear Temporal Logic for Runtime Verification

As stated, RV focuses on finite traces because they are observable at runtime. A problem
comes with this: LTL semantics are specified over infinite traces; we cannot use them
in a runtime setting. Pnueli’s LTL [67] is a well-accepted linear temporal logic used for
specifying properties over infinite traces, and we usually want to check the same properties
in runtime. However, to be able to use these specification languages, we must interpret
and map the semantics over infinite traces to finite prefixes of the system’s trace.

Bauer etal. [17] propose an extension of the LTL language, using it as a basis, presenting
LTL3, a three-valued semantics to evaluate standard LTL formula on finite words. The
main idea that we have to follow here is that the trace currently being examined, in a
runtime context, is a prefix of a so-far unknown infinite trace.

Thus, rather than evaluating a formula simply to true (T) or false (L), LTL3 distinguishes
three possible outcomes when analyzing a finite trace. First, the observed finite word
w may be sufficient to conclude that the monitored property is satisfied, regardless of
any future behaviour. Second, w may already demonstrate that the property cannot hold
in any possible continuation. Finally, if neither of these conditions is met, the trace is
inconclusive, and monitoring must continue as additional events are observed.

In LTL3, the syntax remains identical to that of standard LTL; however, the semantics
are adapted to account for the finite nature of observed traces. The formal definition is

given as follows:

Definition 2.4.1 (Semantics over LTL3 [17]). Let u € L* a finite word. The truth value of
a LTL3 formula ¢ with respect to u, denoted by [u |= ¢], is an element of B3 = {1, T,?}
defined as follows:

T ifVoeX? uecol=¢
[ul=@l=qL ifVYoeXe ueolto
?  otherwise

where e is the standard trace concatenation operator.
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Notice that now, instead of having only T and _L, there is a third value in this seman-
tics; the inconclusive value denoted by "?" which means that the so far observed trace
itself is insufficient to determine how a given property evaluates in any possible future
continuation of the currently observed trace.

For instance, the property Qp, over the alphabet X = {p, q}, and given the current trace
as 0 = qqq would be evaluated as false using the base LTL semantics defined by Pnueli.
On the other hand, in these new LTLj3 semantics, it would be evaluated as "?" because
there is no way up until the current visualized trace to determine with guarantees that
the property is either violated or satisfied.

Therefore, if every infinite trace extending the prefix u evaluates to the same truth value,
either L or T, then [u |= @] is assigned that value. Otherwise, if different continuations of
u lead to different truth values, the evaluation is inconclusive, denoted by “?”.

As studied in [52], a semantic for both LTL on finite and infinite words were given.
Nevertheless, runtime verification’s objective and primary goal is to check the properties
of infinite traces considering their finite prefixes. That is why base LTL is not appropriate
in these RV scenarios, which is why LTL3 is one of the key languages used in the context
of runtime programs. It also serves as a foundation for other specification languages
presented in Chapter 6.

Contrary to the LTL logic presented, LTL3 is not defined in an inductive manner; the
semantics of a given formula are not based on the semantics of its subformulas [17, 15]. For
example, consider the trace 0 = € and the alphabet = = {4, b, c}. The property represented
by ¢ = 0a Vv ¢—a evaluates to T when considered as a whole. However, if we evaluate
the sub-formulas separately, we get ? vV ?, which does not align with our expectations.
Similarly, both components of the formula ¢ = Ob V {—c yield ? for the given trace. Unlike
@, the overall evaluation of this formula also results in ? [6] . Thus, it has been argued that
LTL; is not defined inductively.

Later, Amjad et al. [6] prove that the claim from Bauer et al. [17] stating that it is
impossible to use inductive semantics over LTL3, is false. It is possible if one associates
sets of traces with each formula.

2.4.2 Defining a monitor

As stated previously, a run of a given system is understood as a potentially infinite
sequence of the system’s alphabet, denoted as X. In contrast, an execution refers to a
finite prefix of this infinite trace produced by the system. This execution is what provides
information to monitors in RV. Monitors are an essential components, as the primary
purpose of RV is to automatically generate them and deploy them to operate alongside
the SUS.

Checking whether an execution meets a correctness property is typically performed
using these monitors. Simply, a monitor determines if the current execution trace fulfils

a specified correctness property by producing a truth value. Therefore, a monitor is a
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device that reads a finite trace and yields a certain verdict [58]. The concept of what a
monitor can monitor at runtime will be discussed further.

Formally, when denoting the set of valid executions by [¢], the verification process
boils down to checking whether the current execution belongs to this set. As mentioned
earlier, this process is referred to as the word problem, and it is a less complex operation
than the model checking approach, which involves the subset problem [58].

Definition 2.4.2 (Monitor [43]). Let S be a system with alphabet X, and ¢ be an LTL
property. Then, a monitor for ¢ is a function M that maps a trace to a given value of a
truth domain:

T ifVoeX? ueoc ¢l
Myr(u)=4L ifYoeXZ?® ueo¢|[¢]

?  otherwise

where e is the standard trace concatenation operator.

The definition of a monitor and the semantics of LTL3 are closely aligned, since a
monitor is precisely the entity that evaluates a finite prefix of a trace and produces a
verdict corresponding to one of the three possible semantic values.

Intuitively, a monitor returns T if all possible continuations of the currently observed
trace satisfy the property, and L if all continuations violate it. In the context of runtime
verification, a monitor can also return an inconclusive verdict (“?”), indicating that, based
on the information observed so far, it is impossible to determine whether the property is
satisfied or violated. This inconclusiveness reflects the fact that RV operates on a system
that is still executing, which may yet produce events leading to a desirable outcome.

RV relies heavily on monitors since they are the pillars of the RV architecture. They are
the entities that will be deployed and are responsible for detecting violations or satisfactions.
Usually, we monitor for violations, but a monitor can also detect satisfactions [11].

2.4.3 Monitor Synthesis Algorithm

Defining the semantics of how a monitor verifies if a prefix of a trace satisfies a property is
an essential step to understanding monitor functionality. Having the specification written
in an LTL3 formula, how can we create an executable monitor that will monitor for that
property? This question will be answered in this section. Note that this is only one of the
many monitor synthesis algorithms; depending on the specification language chosen, the
algorithm might vary.

The algorithm to synthesise a monitor from an LTL3 formula was defined in Bauer
et.al [17]. The synthesis procedure will follow an automata-based approach by starting
from a LTL3 formula and producing a Moore Machine that will act as our monitor for a

given correctness property.

17



CHAPTER 2. BACKGROUND

A Moore Machine [16, 17], is a finite state machine where the output value of a state is
only determined by that given state. It can be defined as a tuple (Q, g0, 2, O, 6, y), where
Q is a finite set of states, g is the initial state, X is the input alphabet, O is the output
alphabet, 0 : Q X £ — Q is the transition function mapping a state and an event to the

next state, and y : Q — O is the function mapping state to the output alphabet.

The work of Bauer et al. is detailed in their article [17] and illustrated in Figure 2.5,
adapted from the same article. Briefly, the process involves the following steps: given
a property ¢, transformations are applied to the formula and its negation 2). These
transformations allow the construction of Biichi Automata for both ¢ and its negation,
generating one automata for each 3). This step leverages the Gerth et al. algorithm [48],
and the resulting automata recognize the sets of infinite traces that satisfy ¢ and violate
@, respectively.

After that, each step of the resulting automata is evaluated, and if the states that
are selected as initial states do not generate the empty language, they are added to the
following step of the algorithm 4). With those, a non-deterministic automata is generated,
which recognizes the finite traces (our prefixes) with at least one infinite continuation
satisfying ¢ and violating it, respectively 5). After that, by applying the famously used
Rabin-Scott algorithm, the deterministic version of this automata is built 6).

Finally, by having these two deterministic automata, one that recognizes finite traces
that satisfy ¢, and the other recognizes finite traces that violate ¢, we can built the Moore

Machine as a standard automata product between the two generated automatons 7).
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Figure 2.5: Diagram illustrating the algorithm of generating a monitor

This algorithm can generate a Moore Machine to monitor for a given property ¢
defined in LTL3. The authors of the algorithm implemented it in an on-the-fly fashion
to avoid some steps to be fully executed in order to obtain the final monitor, avoiding

exponential blow-ups, like the one presented in d’Amorim and Rosu [36].
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Example 2. Let us consider our chat room from Figure 2.2, and ¢ = —post¥ enter the
LTL property to verify, and the alphabet will be reduced to X = {enter, post}. Intuitively,
we can read ¢ as "a user must first enter a chat in order to perform a post", and the
violation of this property would be read as "if there is a post before an enter then the
monitor reports a violation". The Moore Machine that is generated from this property
using the algorithm depicted in Figure 2.5 can be seen in Figure 2.6.
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Figure 2.6: The resulting Moore Machine for ¢ = —postUenter

Observing the resulting Moore Machine, we can reason about its transitions and check
how a property might be satisfied, violated, or state inconclusiveness. Suppose we detect
that a post occurred and no enter was observed. In that case, no possible continuation
can satisfy the property from that point onwards because it was violated. All the possible
continuations of that trace will violate the property. The same goes for whenever we detect
an enter; from that point onwards, we know that all the possible continuation will not
violate the property (let us assume that a 1eave will never occur in this simple example).
If the monitor has not yet observed events to state that there was a violation or satisfaction,

it will continue to output an inconclusive verdict.

2.4.4 The two maxims

To ensure a monitor functions correctly in a runtime context, it must adhere to two
fundamental principles, or maxims, defined in [58, 18]. The first is impartiality, which
requires that a monitor never assigns a verdict of L or T to a finite trace if there exists
any infinite continuation that could lead to a different outcome. In other words, once
a monitor produces a definitive verdict, it must remain fixed and cannot be reversed.
The verdict must be irrevocable. Complementing this, the second maxim is anticipation.
Anticipation dictates that as soon as every possible infinite continuation of a finite trace
leads to the same verdict, the monitor should immediately assign that verdict to the trace.
This ensures that violations or satisfactions of properties are detected as early as possible
during runtime. Together, impartiality and anticipation provide a formal foundation for
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designing reliable monitors. A more detailed discussion and formal definitions of these
maxims can be found in [18]. Depending on the specification language that we choose,

these maxims might not be respected; for instance, LTL3 respects both the maxims [18].

Example 3. Let us consider ¢ = {a, over the alphabet X = {a,b}, and evaluate this
property over the LTL semantics and LTL3, respectively. Having a growing trace that
begins with, 0 = b, then 0 = bb and finally 0 = bba. Evaluating this growing trace using
the LTL semantics, we get the following verdicts, L LT, which violates the impartiality
maxim. Contrarily, evaluating the growing trace over the LTL3 semantics, one gets ? ? T,
and now every single possible continuation of this trace evaluates to T, therefore respecting
the impartiality maxim.

2.5 Monitorability

Unfortunately, some formal properties cannot be monitored at runtime. Intuitively, a
formal property is considered monitorable if a monitor can be synthesized to verify it;

otherwise, it is deemed non-monitorable.

Example 4. Consider the following properties: ¢ = Op and i = O(p — Og), stating that p
will eventually hold and that whenever p occurs, eventually g will hold. The first property
is said to be monitorable because, given that a monitor is currently examining the trace,
it can state that the property is satisfied whenever it observes the value p in the trace.
It is impossible to change the verdict from that point onwards; the monitor can easily
detect this behaviour. For the second property, a monitor cannot determine whether the
property will be violated or satisfied no matter what trace it has at its disposal; even if the
monitor observers that a ¢ happened after a p, it will never be able to state for sure that the
property was violated or not because it will always need more information. Therefore, we
might already note that this property is impossible to verify at runtime since no helpful
information can be gained by the monitor, leading the monitor to produce inconclusive
verdicts infinitely.

More formal definitions were created to define this property, but there is no consensus
among the community on the definition of monitorability [43, 2]. However, the most
common requirement is that a property should always allow a monitor to conclude either
a violation or satisfaction of the property, i.e., to reach a verdict. The first ever mention
of this definition appeared in Viswanathan and Kim [74], where the authors state that a
monitorable property is a property that can be recursively enumerable, and they defined
the computational constraints of monitorability.

Following the initial definition, Pnueli and Zaks provided another definition of mon-
itorability [66]. This definition serves as the basis for many subsequent definitions,
expanding upon the interpretation offered by Viswanathan and Kim. The definition by
Pnueli and Zaks will be utilized in this document to explain what monitorability is and
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how one can determine whether a given property is monitorable. As defined in Pnueli
and Zaks, a property ¢ is positively determined by trace o if it is the case that c e u |= ¢ for
all finite or infinite completions u. The same goes for negatively determined properties,
but instead of satisfaction of the property, it is a violation. With this comes the following

definition:

Definition 2.5.1 (c-monitorable). A property ¢ is o-monitorable, with o € X7, if there is
some u € L such that ¢ is positively or negatively determined by ¢ e u

Definition 2.5.1 states that a property is said to be o-monitorable with respect to a given
finite trace of events ¢, if we can find at least one continuation u, such that ¢ is satisfied or
violated. Note here, that the continuation has to be finite (1 € X*). Therefore, intuitively
a property is said to be o-monitorable if there is at least one possible continuation that
allows the monitor to yield a satisfactory or violation verdict.

Following this definition, several notions of monitorability have been proposed, which
vary depending on how restrictive we wish to be. Definition 2.5.2 presents the least restric-
tive form, known as existential monitorability. A property is existentially monitorable if
there exists at least one finite trace of events o € X* for which a continuation can be found
that either satisfies or violates the property. This relaxed notion, often referred to as weak
monitorability [31], allows a monitor to remain inconclusive on certain traces. While this
provides greater flexibility within the monitorability spectrum, it comes at the potential

cost of the monitor being indefinitely unable to reach a definitive verdict.

Definition 2.5.2 (3pz-monitorable). A property is 3pz-monitorable (existentially Pnueli-

Zaks) if it is o-monitorable for some finite trace o € *.

Example 5. Let us consider the property ¢ = (a A Ob) V (¢ A 00d), and the alphabet
X ={a,b,c,d} [43]. This is a 3pz-monitorable property since it is possible to find some
trace o for which ¢ is o-monitorable. For instance, any trace that begins with the symbol
a can eventually satisfy the left branch of the disjunction by observing b. However,
every trace starting with c is not o-monitorable for any possible trace since there is no
continuation u € I~ that positively or negatively determines the property. Figure 2.7
represents the monitor generated by the algorithm presented in Section 2.4.3. It becomes
easier to detect what is monitorable by looking at the Moore Machine because whenever
we have a state stuck forever in an inconclusive state, it can never be monitorable because
there is a possibility of never reaching a verdict.

Definition 2.5.2 is a more relaxed take on monitorability. Usually, in literature most

researches consider the true notion of monitorability as the one defined in Definition 2.5.3.

Definition 2.5.3 (Vpz-monitorable). A property is Ypz-monitorable (universally Pnueli-
Zaks) if it is o-monitorable for all finite trace 0 € L*.

Intuitively, a property is considered monitorable if, for every possible trace observed at
runtime, that is, for every progressively growing trace examined by a monitor, there exists
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*CT

Figure 2.7: The resulting Moore Machine for ¢ = (a A Ob) V (c A O0d)

a continuation that eventually leads to either a violation or satisfaction. This represents
the strongest notion of monitorability. Figure 2.8 illustrates a simple example of a property
that is Vpz-monitorable.

Example 6. Let us consider the property ¢ = (a and the alphabet X = {a,b,c}. This
property is Ypz-monitorable. For any continuation u € X7, it is always possible to either
satisfy or violate the property; in this case, in particular, we will always be able to find
a violation of the property. Furthermore, the property is o-monitorable for every ¢ € Z*.
Figure 2.8 illustrates the monitor generated by the algorithm presented in Section 2.4.3. It

is clear that the Moore Machine will never enter an inconclusive loop.

!
*\Na(_l 2 a T %

Figure 2.8: The resulting Moore Machine for ¢ = {a

Monitorable properties are usually defined according to Definition 2.5.3 in most
literature [17, 11, 58, 74]. There is a reason for that since this is the strictest definition
for monitorability because this definition guarantees that if a property is said to be
monitorable, a monitor that was synthesised to monitor for it will never be stuck with
inconclusive verdicts and will eventually be able to state that a given property was violated
or satisfied. Definition 2.5.3 comes at the price of having a higher strictness, reducing
the properties that can be expressed and stamped as monitorable, compared to its softer
definition presented in Definition 2.5.2.

When a less restrictive notion of monitorability is adopted, allowing for traces that
may yield inconclusive verdicts indefinitely, Bauer et al. [17], building on the concepts
of good and bad prefixes introduced by Kupferman and Vardi [54], introduce the notion
of an ugly prefix. An ugly prefix is a trace for which, regardless of how it is continued,
no definitive verdict can ever be reached. To avoid this limitation, stronger definitions
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of monitorability, such as that in Definition 2.5.3, are employed to determine whether
a property can be reliably monitored. Usually, all non-monitorable properties have one
thing in common: the notion of something happening infinitely often, as stated in Pnueli
and Zaks [66]. Consequently, a property of the form 00 ¢, which requires that ¢ occurs
infinitely often, is not monitorable. For a comprehensive classification of monitorable

properties, the reader is referred to Bauer et al. [17].

2.6 Instrumentation and Deployment

As shown in Figure 2.1, the instrumentation will govern the relevant information from the
running system and record them as events. These events can include various factors, such
as the written and read variables or even the method calls and returns. In the context of
the actor-based model, which will be explained further ahead, instrumentation can focus
specifically on the messages exchanged between processes, forwarding this information
to the monitor for analysis.

These events are delivered to the monitor in a way that aims to preserve the correct
execution order of the trace. However, in concurrent or distributed systems with multiple
processes, preserving a total order is not always possible. In such cases, a partial ordering
can be used, providing a reliable sequence for the monitor to observe [11].

Instrumentation determines how a monitor interacts with the system during execution.
Often referred to as monitor deployment, as mentioned in the taxonomy paper by Falcone
et al. [41], instrumentation addresses various challenges. For instance, the system may
need to pause its execution while the monitor processes incoming events. Alternatively, it
is possible to design an interleaving approach that allows the monitor and the system to
operate concurrently, avoiding execution stalls. In concurrent environments, the nature of
the instrumentation will influence how closely the monitor and the system are entangled.

Though the structure depicted in Figure 2.1 is the one that is commonly used in RV tools,
it is not at all the only way that we can monitor a system. Novel approaches that embed
the notions of RV in the code-writing paradigm have been studied. In Monitor-Oriented-
Programming (MOP) [51, 30], the notion of monitors is entangled with the creation of the
system and is followed as a design principle. The system’s code is organized and coded in
such a way that we do not have to worry about the instrumentation process of the monitor
because the monitor is embedded in the system, which is extremely invasive. In MOP, the
monitors are compelling tools that do more than alert the system whenever a violation
occurs; these monitors might react and inject adaptations to the system to avoid critical
scenarios from happening [51, 23, 21].

As shown, instrumentation determines how the monitor infrastructure interacts with
the SUS. It specifies what parts of the system are visible to the monitor for analysis, how
we organize the monitor and the system to work as a whole, and how the monitor operates
alongside the system. This section will focus on these two aspects: the instrumentation
itself and monitor deployment [11, 28, 41].
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2.6.1 Online and Offline Monitoring

There are two possible approaches to instrument our monitoring framework: online
and offline monitoring [11, 41]. The most basic form of "runtime" monitoring is offline
monitoring. This method occurs not during execution but after the system has finished
running. In offline monitoring, the primary strategy is to analyze log files that record the
system’s execution traces or other relevant data that can be used for further analysis.
During execution, the system is not directly monitored; pertinent events are logged in
a storage medium (such as a log file) and later examined by the offline monitor. Since the
offline monitor operates independently from the system, it does not add any overhead,
making it less intrusive than online monitoring. It only interacts with the system through

the event recording mechanism. The typical setup for offline monitoring is illustrated in

Figure 2.9.
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Figure 2.9: Offline monitoring

In this case, we always work with a finite trace because the information has been logged
into a file. Therefore, there is no need to worry about concepts such as non-monitorability
explored in Section 2.5, since everything is monitorable in such molds.

Offline monitoring introduces no overhead to the examined system, as it only analyzes
the system’s historical trace after execution. This method is beneficial for verifying proper-
ties that require a global view of the system, allowing insight into the complete execution
of a system. However, it cannot provide real-time alerts for property violations during
runtime nor adjust the system to prevent software faults that might lead to failures [58].
Hence, offline monitoring is usually used to double-check a system with high correctness
and confidence.

In contrast, online monitoring operates alongside the system, incrementally and
efficiently analyzing execution traces as they are produced. This approach is the most
widely adopted in RV, as it embodies its core principle: observing and reasoning about a
system while it is actively executing.

Online monitoring focuses on targeting the dynamic execution of a system, checking
for property violations or satisfactions throughout the entire program execution. This
incremental approach requires the monitor to receive notifications or events from the
system about relevant actions as they happen and to make decisions based on the data
collected so far, this interaction can be visualized in Figure 2.1.

The main advantage of online monitoring is its ability to address the late detection
issue associated with offline monitoring, where property violations are only identified
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after the system has stopped executing, losing the opportunity to alert or mitigate the
violation [42].

Due to the nature of these monitors, online monitors can detect issues early and notify
the system, which is essential when dealing with critical properties that the system must
adhere to. In such cases, immediate corrective actions may be required, or, in some
instances, the system may need to be halted until appropriate measures are taken to
prevent software failure.

Unlike the offline approach, online monitoring works with a partial system execution
that continues to grow over time. However, the orchestration required to run the monitor
alongside the system, introduces additional overhead to the overall system.

Although overhead is introduced during the execution of the monitor, the complexity
of building it can be overlooked since it is generated beforehand. In order to reduce the
overhead of online monitoring, the focus should be on the instrumentation of both the
monitor and the system to minimize the monitor’s impact on the SUS.

The main drawback is that the overhead from the online monitor is unavoidable.
While it allows for dynamic system checks, exchanging messages, analyzing traces, and
determining violations of correctness properties is cumbersome and introduces significant
overhead [27, 49, 11].

Addressing the overhead introduced by runtime monitoring requires substantial
effort [24, 46, 26]. Many approaches focus on optimizing the monitoring framework to
reduce this cost. Nevertheless, ensuring the security and reliability of a system at runtime
inherently incurs some overhead, which is a trade-off that must be accepted: it is preferable
to maintain a certain level of assurance than none at all. The actual overhead of an online
monitor depends on factors such as the deployment context and the specific actions taken

when a property violation is detected.

2.6.2 Synchronous and Asynchronous Monitoring

As previously stated, the deployment part dictates how the monitor executes in relation to
the monitored system, and this can be further explored in the case where we are dealing
with online monitoring. In the online monitoring scenario, we can choose whether the
monitor will execute synchronously with the system or asynchronously.

Depending on the decision made by a runtime tool, the system’s execution can either
pause, waiting for the monitor to allow it to continue, which represents synchrony, or
proceed asynchronously, with both components operating independently and detached
from one another.

In the synchronous scenario, the system produces events and waits for the monitor
to process them before proceeding with its execution. With this, we allow the monitor
to catch a violation and alert the system immediately when it is detected, but at the cost
of adding extra overhead to the monitored system since it has to wait every single time
before executing the next event and has to send that information to the monitor.
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Conversely, asynchronous monitoring reduces the high entanglement between the
monitor and the system. This approach is less intrusive than synchronized monitoring,
leading to lower overheads [24], but does so at the cost of potential delays in detection.

Since the monitoring process runs independently, it may take some time to identify a
property violation, the system might continue executing additional actions beyond the
one that caused the violation, potentially leading to a software failure even if the monitor
detects the violation.

It is also possible to adopt a partially synchronous approach, in which the monitor
synchronizes with the system for certain observations or at specific intervals. Hybrid strate-
gies that combine synchronous and asynchronous monitoring have also been explored,

as discussed in [28].

2.6.3 Inline and Outline Monitoring

Another choice that we can make in deployment is whether the monitor will be executed
inline or outline of the monitored system. Usually, inline monitoring means that the
monitor and the system are tightly coupled, and the monitor is executed in the same
address space as the monitored system.

The system and the monitor run alongside each other, allowing us to achieve lower
overheads. In contrast to its counterpart, this approach is typically more finely tuned
because it has complete access to the system code [39]. However, this makes it impractical
when access to the system code is unavailable.

On the other hand, outline monitoring treats the monitor as a separate unit from
the system; in this scenario, there is no entanglement between the monitor and the SUS.
There comes the need for an instrumentation, some interface, where these two entities
communicate and exchange information. Outline monitoring offers the ability to deploy
these monitors to other machines and the advantage of minimally altering the code of the
monitored system.

In the actor-based model, it is common to use outline monitoring where the monitor is
treated as a separate entity that communicates with the system, intercepting the messages
between the processes [9]. In other cases, such as JavaMOP [51], the inline approach is
applied because of the whole paradigm for monitor-oriented programming where we

have the system code completely entangled with the monitor code.

2.6.4 Centralised and Decentralised Monitoring

A monitor can be deployed separately, in a decentralised manner, or as a monolithic
component [41, 11]. The most common RV tool approach is generating a single monitor
from a high-level specification [17].

Alternatives have been investigated to enable multiple monitors to communicate with
the SUS, allowing for parallelism since the system is not confined to a single monolithic
object [19].
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Having this in mind, when working with decentralised monitoring, we can implement
and dictate how the monitors will behave and, more importantly, how the monitors will
work in a distributed manner.

Usually, there are two strategies to tackle the coordination needed in a distributed
scenario. Orchestration relies on a single coordinating entity that gathers the information
that is available and orchestrates the whole message exchanging between the parties
involved (the monitors and the system), whereas in choreography, every component
involved disseminates the task across each other [45].

Orchestration is the option that is usually taken in a RV tool, since it resembles the
monolithic approach and is simple to translate from that architecture. However, as a side
effect, it adds more network traffic to the system. It is less error-prone compared to the

choreography approach since it was designed specifically for distributed scenarios.

2.6.5 Passive and Active Monitoring

A monitor can work as a simple entity that only examines the SUS and does not interact
with it in any way; this is called passive reaction and means that the monitor does not
influence the execution of the system, usually simply observing and collecting information
from it.

These monitors can still issue a verdict, but that is their sole purpose: providing a
verdict on a specific property violation or satisfaction without taking further action or
alerting the system. There might also be an explanation attached to the verdict (e.g.,
the trace currently observed that led to that given verdict) or even statistics about the
observations of the monitor, for example, the number of violated properties.

In contrast, the monitor may take an active role when examining the system’s execution.
It can intervene whenever a violation occurs, steering the system to prevent further
violations of the detected property by communicating necessary adjustments.

The concept of actively steering a system at runtime falls within the area of runtime
enforcement [42, 60, 3, 40]. This field is being explored as a more proactive alternative
to traditional runtime verification. By operating alongside the system, enforcement
mechanisms can adapt its behaviour in real time to prevent property violations before
they occur. Such approaches involve not only enforcing specific behaviours but also
dynamically responding to ongoing actions [25] and mitigating the potential impact of

undesired executions.

2.6.6 Instrumentation Interference

As pointed out previously, the instrumentation is the connection wire between the monitor
and the system being monitored that extracts the events and other information that might
be useful to the monitor during the execution of the system to analyze and evaluate its
behaviour [11].
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The instrumentation can happen at two different levels: at the hardware level and the
software level. The focus will be on the latter version of instrumentation, which creates
software that monitors other software applications. In this case, the level of interference
will depend on the instrumentation techniques that we choose to use when building a RV
tool, ranging from the overhead caused to the system to the amount of reliability we want
on the monitored system by sacrificing some performance.

For example, offline monitoring is less intrusive because the system is only analyzed
after execution. In contrast, in online monitoring, we have to be more intrusive to a certain
degree depending on how the monitor will be deployed and the level of reaction chosen.

Hardware instrumentation involves integrating monitoring mechanisms directly into
physical hardware, where signals are transmitted to the monitor through analog systems
and physical connections [11]. This approach is highly invasive due to its tight coupling
with the underlying hardware.

2.7 Actor Based Model

The actor-based model [4] is a concurrency paradigm in which independent computation
units, called actors, encapsulate both state and behavior. Each actor operates autonomously,
communicating exclusively through asynchronous message passing. This design naturally
supports modularity and fault tolerance: components can fail or recover without affecting
the rest of the system.

Programming languages such as Erlang and Elixir [38, 8] are built on the actor
model, providing robust frameworks for creating and managing concurrent processes.
Actors can be dynamically spawned, enabling multiple concurrent entities to perform
tasks simultaneously. Each actor has a unique identifier, allowing precise tracking of
the sender, recipient, and content of exchanged messages. Communication occurs solely
through these messages, which are stored in individual actor mailboxes and delivered in
first-in, first-out (FIFO) order. Actors can selectively process messages from their mailbox,
further enhancing flexibility. Figure 2.10 illustrates this communication network.

We can take advantage of this paradigm since one of the biggest problems in runtime
verification is extracting and understanding a trace from the SUS [41]. Most tools hard-
code these traces in files and do not work with a system emitting the events at runtime.
Within this model, a system’s trace can be naturally understood as the sequence of
messages exchanged between actors. These messages have well-defined signatures and
can be monitored at runtime using Erlang’s tracing libraries [73]. Moreover, these tracing
mechanisms can be customized or instrumented to capture the specific events relevant to
runtime verification.

One of the standout features of Erlang’s actor model is its robust support for fault
tolerance, which is rooted in the "let it crash" philosophy [8]. Instead of attempting to
anticipate and handle every possible failure scenario within an actor, the system relies on

a hierarchical structure of supervisors. These special actors are tasked with monitoring
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their child actors and swiftly restarting them if they encounter errors. This design decision
significantly simplifies error handling, allowing systems to recover autonomously from
failures and return to a stable, known good state without requiring manual intervention.
It is important to note that the "let it crash" philosophy does not advocate for the total
collapse of the application; instead, it emphasizes the importance of transparency in failure
reporting, ensuring that issues are highlighted.

In an actor-based system, each actor operates as an independent unit of computation,
identified by a unique process ID, and its behavior is defined by a set of fundamental
operations. Actors communicate exclusively by sending messages to one another using
the ! operator, which delivers messages asynchronously. When an actor sends a message,
it does not wait for the recipient to process it, allowing both actors to continue executing
independently. Incoming messages are stored in a mailbox, and actors use a receive
operation to examine and process messages selectively, often employing pattern matching
to distinguish different types of messages. Actors can also dynamically create new actors
through a spawn operation, enabling systems to scale their computations by generating

multiple concurrent actors, each with its own state, behaviour, and mailbox.

Because actors encapsulate their state privately and do not share memory, many of
the concurrency issues that occur in shared-memory systems, such as race conditions,
are largely avoided. Together, these mechanisms—message passing, selective reception,
dynamic spawning, and isolated state—define how actors operate, interact, and evolve
over time, providing a foundation for modular, fault-tolerant, and highly concurrent
systems.

Figure 2.10: Actor based model

2.7.1 Erlang concurrency

To illustrate the actor model in practice, consider a simple Erlang program that manages
a counter. The code below defines a process that loops, handling two types of messages:
a synchronous get request and an asynchronous increment command.

In this manual implementation, presented in Listing 2.1, we explicitly spawn a new
process spawn(fun() -> loop(®) end) and register it under a name. The loop func-
tion implements a simple receive loop that handles messages. A call to inc sends an
{increment} message (fire-and-forget), while a call to get sends a {self(), get} mes-
sage and waits for a reply. The code must explicitly pattern-match on {From, get} and
send a reply tuple back. Although straightforward, this approach requires boilerplate
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-module (simple_counter).

1

2 -export([start/0, get/®, inc/0]).

4 start() ->

5 % Spawn a new process initialized with count value zero
6 register(simple_counter, spawn(fun() -> loop(0) end)).
g inc() ->

9 % Send an asynchronous increment message

10 simple_counter ! increment.

11

12 get() ->

13 % Send a synchronous get message and wait for the reply

14 simple_counter ! {self(), get},

15 receive

16 {simple_counter, Count} -> Count
17 end.

19 loop(Count) ->

20 receive

21 {From, get} ->

22 % On get, reply with current count
23 From ! {simple_counter, Count},

24 loop (Count);

25 increment ->

26 % On increment, update state

27 loop(Count + 1)

28 end.

Listing 2.1: Erlang counter system

since we manually maintain state in the loop, handle mailbox messages, and deal with
process restart logic if something goes wrong.

Notice how the counter process is an isolated actor: its state (Count) is private and can
only be accessed by the loop itself. Other processes cannot read Count except by sending
messages to it. This aligns with the actor model principle that “data local to a process
can only be accessed by the process itself”. Such programs demonstrate how Erlang uses

asynchronous message passing to build concurrent services.

2.8 gen_server and OTP behaviour

The Open Telecom Platform (OTP) provides a set of libraries and design principles
to simplify the construction of concurrent, fault-tolerant systems [8, 29, 50] One of its
core abstractions is the gen_server behaviour, a generic server template for client-server
processes. By using gen_server, developers need only implement the specific logic via
callbacks, while OTP handles the low-level details, such as spawning the process, linking it
into a supervision tree, and serializing access to the state. Importantly, the server maintains

a single shared state for the entire process instance, ensuring that all callbacks operate over
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a consistent and centralized state. This approach significantly reduces boilerplate and
removes the burden of process management from the developer. Consider the counter
example presented previously, now rewritten using gen_server. The same counter system
shown in Listing 2.1 is adapted to follow OTP principles in Listing 2.2.

1 -module(counter).
2 -behaviour (gen_server).

4 -export([start_link/0®, get_count/0®, increment/0]).
5 -export([init/1, handle_call/3, handle_cast/2, terminate/2]).

7 start_link () ->
8 gen_server:start_link({local, ?MODULE}, ?MODULE, 0, []).

10 get_count() ->
11 gen_server:call (?MODULE, get_count).

13 increment() ->
14 gen_server:cast (?MODULE, increment).

16 init(InitialCount) ->
17 {ok, InitialCount}.

19 handle_call (get_count, _From, State) ->
20 {reply, State, State};

22 handle_cast(increment, State) ->
23 {noreply, State + 1}.

Listing 2.2: OTP counter system

In this example, the start_link function initializes the server process and links it
to the calling process, establishing a supervision relationship. The get_count function
demonstrates a synchronous interaction using gen_server:call, which blocks until a
reply is received from the server. Conversely, increment employs gen_server:cast to
send an asynchronous message that does not require a response. Internally, handle_call
handles synchronous requests, while handle_cast handles asynchronous messages, up-
dating the server’s state accordingly. The init callback establishes the initial state of the

server upon startup.

By leveraging gen_server, Erlang developers can build robust server processes with
minimal boilerplate, focusing on the core logic rather than the intricacies of process

management, message handling, and fault recovery.
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2.8.1 Synchronous Calls

The function gen_server:call(Name, Request) sends a synchronous request to the
process identified by Name and blocks the caller until a reply is returned. Internally,
each call generates a unique reference that associates the request with its corresponding
response, ensuring that replies are correctly matched to the originating request even in
highly concurrent systems. In response to gen_server:call, the receiving process invokes
the callback handle_call(Request, From, State) -> ReplyResult. To reply to the
caller, handle_call should return a tuple of the form {reply, ReplyValue, NewState}.
The ReplyValue is sent back to the caller as the result of gen_server:call. For example,
in our counter above, handle_call(get_count, _From, State) returns {reply, State,
State}, meaning itreplies with the current count and leaves the state unchanged. Under the
hood, gen_server delivers the reply automatically, removing the need for the developer
to send any explicit From ! Reply message, meaning that Reply is sent to From.

call establishes synchronous behaviour, as the process performing the request blocks
until receiving a response. Even with this synchrony, we can achieve asynchronous
behaviours by using the spawn directive, replying back once the result is ready with
the gen_server:reply directive. This approach also benefits from automatic reference
management, which ensures that each response is correctly matched to its request. It is
also worth noting that if the server crashes or does not respond within a timeout, the call

will return an error.

2.8.2 Asynchronous Casts

The gen_server:cast(Name, Request) operation sends an asynchronous message to
the server and returns immediately with ok, without generating any internal reference
or providing a response to the caller. The calling process continues execution without
waiting, making cast a true fire-and-forget mechanism. On the server side, the mes-
sage is handled via handle_cast(Request, State) -> Result, which typically returns
noreply, NewState to update the server state or stop, Reason, NewState to terminate
the server. Unlike call, cast does not send any direct reply back to the sender, placing
the responsibility for subsequent actions entirely on the server or the system’s design.

For example, handle_cast(increment, State) returning {noreply, State+1} up-
dates the state without replying to anyone. This is usually used in systems where we want
to "fire and forget", due to the nature of the operation. There is no reference management
in cast, so if we want some sort of correlation between message we would have to do that
manually.

Using gen_server:call vs gen_server:cast allows a clear separation between re-
quests (which expect replies) and commands (fire-and-forget updates). This pattern aligns
naturally with the client-server model: synchronous calls for requests, asynchronous casts
for updates. The callbacks handle_call and handle_cast ensure the server’s internal

state is updated correctly in each case. While it is possible to introduce asynchrony
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within a process performing call requests, by using the spawn operator to handle de-
layed responses, the spawned process itself will still be blocked until the response arrives,
preserving the synchronous semantics of call.

By relying on gen_server, Erlang developers can implement concurrent services with
well-defined interfaces and built-in fault recovery. The framework manages the event
loop, state passing, and integration with supervisors, allowing programmers to focus on
concise callback code that implements the specific application logic. As a result, OTP and
gen_server are widely regarded as best practices for building robust, concurrent servers
in Erlang [29, 8].
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CHAPTER

WALTZ

In this chapter, we introduce WALTZ bJ, the specification language that allows us to specify
the relations between actor interactions, the messages that they exchange, and relate the
contents of the messages exchanged in the system. Notably, the language semantics allow
for context-aware verification of properties, which is one of its main strengths in highly
concurrent distributed client-server systems.

WALTZ is designed around three fundamental abstractions that directly correspond
to the concepts of actor-based systems: actors are autonomous computational entities,
message patterns are the communication signatures between them, and state bindings
that will correlate information across chained interactions of messages. These abstractions
work together to provide a natural and intuitive way to express properties that span
multiple actors. Broadly, the language consists of two key components. One dictates the
control flow of the messages, defining how messages are exchanged, chained, and related
across different actors. The other focuses on verifying logical properties within the content

of these messages, ensuring correctness within the established flow.

3.1 Motivation

The necessity of defining a specification language for actor-based systems arise from
the paradigm these systems follow and the limitations of other formalisms and tools in
addressing such systems. The differences are explained in more detail in Chapter 6.
LTL, as we have seen in Section 2.3.1, is one form of input to RV frameworks, but the
natural abstraction level of actor-based systems differs from what general temporal logics
provide. Itis not simply a matter of convenience; it is more of a semantic alignment between
the specification language and the computational model. Another problem of LTL is that

it assumes a global state that evolves linearly over time. However, actor-based systems are
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built on the principle of local state and asynchronous interactions. Actor-based systems
often need properties that span multiple locality levels, local actor state, actor-to-actor
relationships, and system-wide properties. These typically force us to choose a global or
local level, making mixed properties cumbersome.

Runtime verification needs efficient monitors. Translating actor-specific properties
through general formalisms often creates monitors that track unnecessary global state,
making them inefficient for distributed runtime checking. Our specification language is
designed to align with natural instrumentation points in actor systems (message sends,
receives, state changes), while general formalisms might require extensive additional
instrumentation. Even if we used these other formalisms, the specifications themselves
can become cumbersome, which may lead to incorrect property specifications. The closer
the formalism is to the way the system works, the less error-prone that formalism will be.
Research has shown that specification languages closer to the domain reduce cognitive
load and error rates [5]. Additionally, a domain-specific language can offer more effective
error messages, enhanced debugging support, and seamless integration with actor-based
development tools.

3.2 The Language

We begin by examining the formal grammar of WALTZ and the semantics to evaluate
WALTZ formulas. Particular attention is given to the role of a monitor in the runtime
evaluation of such formulas, where the presence of uncertainty must be addressed. In
this context, the monitor does not yield a binary outcome alone; instead, it produces one
of three possible verdicts: satisfaction, violation, or inconclusiveness.

In an actor-based system, various operations are available, as discussed in Section 2.8.
For the purposes of WALTZ, however, our focus lies on the send operation, as it provides
a sufficient basis for defining the properties we aim to verify. Although other operations,
such as receive, could be incorporated into the language in future extensions, our current
emphasis remains on message sending as the central abstraction.

The primary goal of WALTZ is twofold: first, to allow the definition of relationships
between message payloads across multiple interactions, and second, to evaluate these
interactions within the same causal context. Together, these capabilities enable the
specification of rich properties that can span entire system interactions or focus on a smaller
subset, depending on the user’s requirements. The level of detail in property definitions,
as well as the scope of runtime monitoring, is fully determined by the user, providing
flexibility to target both broad system behaviour and specific interaction patterns.

3.2.1 Definition

WALTZ addresses two complementary aspects of actor-based systems: the relationships
between messages and the logical reasoning over variables and data contained within those
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messages. Its logical fragment resembles programmable code, allowing users to define
variables, perform binary operations, and essentially use it as a small, domain-specific
programming language. All of these specifications are then compiled into executable
Erlang code, enabling seamless integration with the monitored system.

Definition 3.2.1 (WALTZ Formula). The set of WALTZ formulas is defined by the following

grammar:

¢ = Q)| O@) | ¢; pla:od
O u=T|L]c|—d

a = sendigig{M}
Mao=T|T,M| {M}

T = (cons | var)

Here, a represents an interaction signature in an actor-based system, c is a boolean
constraint, and M is the signature of a message. The modal operators Q) and © are
explored in Section 3.3. The expression a : 6 is the core of WALTZ, and all verification
will boil down to this expression. « : 6 indicates that a message in the trace with signature
a must satisfy the constraint 6. If we want to simply capture a message without imposing
any condition, we define a : T, as every message trivially satisfies T.

A key construct in WALTZ is the chain operator, denoted by ;, which sequences two
formulas. For example, a1 : 01; a3 : 67 specifies that a message matching a1 must first be
observed and satisfy 01, and only afterward should a message matching a; be observed
and satisfy 6,. This sequencing is essential for expressing the order in which messages
should occur. An important note is that these sequences are "unbreakable", meaning that
if we do not satisfy all the boolean constraints for each message in the chain, the property
will not be satisfied.

A signature (a) in an actor-based system represents a pattern for a message involving
two different actor entities and a send operation. For example, the signature sends_.p {X,
Y, {Z, ok}} specifies the operation type (send), the source (A) and destination (B) actors,
and the structure of the message along with its payload. At runtime, messages sent in
the system are checked against these signatures to ensure they match the defined pattern,
and whenever they do, the values will be bound to the variables at runtime.

Variables written in uppercase will be assigned values at runtime when a message
with a specific signature is received. On the other hand, lowercase identifiers are fixed
atoms that will be matched by the program at runtime for specific messages.

3.2.2 Semantics

An interaction with the system produces a trace composed of various events, some of
which are causally or logically related. We refer to such related events as belonging to the
same context. A trace may contain multiple contexts, each representing an independent
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chain of events. Our goal is to verify properties over these individual contexts. Since
event ordering is not always guaranteed and interactions may overlap, we assign a context
identifier to each event to determine which events belong together. Formally, a message
will be mapped to a context that represents a causal chain in the system. Let C be the
set of all context identifiers (e.g., Ag, A1). We introduce a function y : ¥ — C that maps
each event (a message) in our trace to a unique context identifier. Intuitively, y(o;) tells us
which context the event o; belongs to.

Ao denotes the main context, which always exists, and additional contexts may be
introduced depending on how our system evolves. Our monitors will also interpret them
depending on how our properties are specified. Contexts in the system can be structured
hierarchically, allowing for the modelling of nested behaviours. We define a hierarchical
relation between two contexts using the notation A, » A;, which denotes that context Ay,
is derived from context A,. This hierarchical relationship captures the causal or structural
dependency between contexts.

Definition 3.2.2 (WALTZ Semantics). Let us state that ¢ = 0107... € X% be an infinite
sequence of events, C is the set that represents the contexts and the relations between
them in the given trace, y the function that maps messages to a context, and A is the
current context. Then we can define the semantics of WALTZ as follows:

o,A |= a:0iff Jj50:0i = 0and 0; =< a and y(0;) = A

o, A= ¢; ¢ iffJino: 0, AlEpand Jjzo: 0/, Al= @’ and i < |

o, |

o, |

Q(go) iff VAkbA .o, Ak |= gO
O(p) iff Ir,pa : 0, Ak = @

where >« is the operator that checks if a message has a given signature, and » is the
operator that relates a sub-context with a higher one in the hierarchy.

Intuitively, given a trace ¢ and the existing contexts C, the following can be stated:
0,A |= a : 6 means that three conditions must hold simultaneously. First, a message with
signature @ must be observed in the trace. Second, this message must satisfy the constraint
0. Finally, the message must belong to the context A in which it is being evaluated. Only
when all three requirements are met is the property considered satisfied.

We say that o, A satisfies @; ¢’ if there exists a suffix of the trace starting at position i
that satisfies ¢, and another suffix starting at position j that satisfies ¢’, where the event
at position j occurs after the event at position i. The operator ; allows the definition
of message chains by enforcing an order between events and specifying the boolean
constraints that each message in the chain must satisfy. This mechanism enables the
specification of properties involving multiple actors by relating the contents of message
payloads across events. Importantly, all events in the same chain belong to the same
context family.

The Q) and © operators are the most nuanced constructs in the language, as they
introduce the evaluation over different contexts. Formally, a trace ¢ under the set of
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contexts C, and current context A, satisfies Q(¢) if, for all contexts Ax such that Ay » A
(i-e., Ak was derived from A), the formula ¢ holds in each derived context. In short, Q(¢)
universally quantifies over all sub-contexts forked from the current one, requiring that ¢
be satisfied in each.

The © operator functions analogously to the Q) operator; however, instead of verifying
the property across all possible contexts, it exhibits existential semantics, succeeding if
there exists at least one context in which the property holds.

The verification process begins with a shared initial context, Ag, which serves as the
root for all subsequent context derivations. As the system executes and contexts are
assigned to messages, causal relationships are progressively established, enabling the

monitor to accurately track dependencies and interactions throughout the system.

3.2.3 Monitors

A WALTZ monitor will behave precisely the same as this definition of a monitor given in
Section 2.4.2; we will only be able to state a verdict whenever all the continuations of our
trace allow us to give that verdict, that is, we can yield an irrevocable verdict. In the case
of Q, that will happen when one of the contexts violates the property, and in the case of
O, that will happen when one of the contexts satisfies the property. Otherwise, we keep
monitoring the system to yield an inconclusive verdict, indefinitely.

Certain properties may be impossible to evaluate to a definitive verdict at runtime
due to the potentially infinite nature of the traces being analyzed. The challenges of non-
monitorability and the risk of becoming stuck with an inconclusive verdict are discussed

in greater detail in Section 3.9.

3.2.4 Chains Of Messages

A sequence of messages can be expressed using the chain operator ;, which concatenates
individual messages to form a single message chain. By constructing such chains, certain

guarantees about their structure and interpretation naturally arise:

* The order of the messages is preserved, that means, that whenever we verify a
property we are expecting that the messages come in that following order and not

any other.

¢ Chains are unbreakable. When verifying a chain of messages, the entire property is
considered unsatisfied if even a single message in the chain fails to meet its boolean
constraint. In other words, the violation of one element invalidates the chain as a
whole.

¢ Even though we can have infinite different message chains in the system, the chains
themselves have a beginning and an ending.
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3.2.5 Chains In Action

In Erlang, a common interaction pattern consists of one process sending a request to
another, which may subsequently issue further requests to additional processes. Eventually,
a response propagates back to the original caller, completing the request-response cycle.
This interaction is considered the message chain for that specific caller. Of course, multiple
such requests can be performed, and we want to isolate each one of them in a bubble that
does not interfere with any other message chain. Our properties will then be evaluated in
these isolated chains, with the possibility of having hierarchical relations between them,
as we will see ahead. There is a causality that is shared among all the messages in such
chains, and we must have that in account when verifying our properties.

The interaction pattern considers the typical behaviour of Erlang systems, which will
always depend on the specific design of the system. When defining our properties, it is
essential to have a clear understanding of how messages are exchanged in the system we

want to verify.

Example 7. In this system, a central server handles requests from multiple clients. Each
client sends a number to the server, which then multiplies the number by two and returns

the result to the originating client. The behaviour of this system is illustrated in Figure 3.1.

{ClientPID, Number, Ref}

/\)

client server

\—/

{ServerPID, Number, Ref}

Figure 3.1: Multiplying number in request by 2

As we can see, this program is following the Erlang conventions of attaching references
to the messages, so we can easily detect which messages are causally related. Therefore,
we can clearly see which messages belong to the same chain of messages. This association
is precisely what we mean by different chains of messages. Even if the same client interacts
again with the system, the chain will still be considered an isolated chain from the others.

Let us consider 01 and o2, where the latter was produced by a faulty implementation

of the server process.

01 = {clientl, 10, #1} {client2, 20, #2} {server, 40, #2} {server, 20, #1}
oy = {clientl, 10, #1} {client2, 20, #2} {server, 20, #2} {server, 20, #1}
Depending on whether the system is correctly implemented, it will adhere to the

property that we expect, which is returning the original number multiplied by two. This
can be specified by the following property:

0 Sendclienteserver{_, Number, REf} T
(P =
sendserver—client]{_, NumberReturn, Ref} : NumberReturn = 2 * Number
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Since every message chain operates within the same context, the Q2 modal operator
evaluates whether all contexts, that is, all individual message chains, satisfy a given
property. By specifying the property ¢, we can capture the desired system behaviour. In
the runtime setting, the monitor generated from ¢ continuously checks for violations. If
no violation occurs in the observed trace, the monitor outputs the inconclusive verdict "?".

Under this framework, the property ¢ is not violated in trace o1, whereas it is violated
in trace 0, because one of the message chains fails to satisfy the boolean constraint defined
by ¢. This example illustrates how message chains are tracked and interpreted by the

WALTZ monitor, highlighting the role of causal context in runtime verification.

3.2.6 Filtering Chains - Turning Infinity Into Finity

Before moving on, it is of great importance to understand how messages will exist within
the different contexts. The trace is a potentially infinite entity that grows continuously
as the system executes. However, for evaluations within different contexts, the message
chain inside each context is treated as a finite trace.

We will be working with sub-traces, which compose the main trace being produced
by the system. The internal mechanisms will automatically filter all the relevant messages
present in the specification of a property to compose this sub-trace. We can think of this
as messages flowing into the right place, that is, into the right context. Of course, message
chains can be extremely long, but realistically they have a reasonable finite size.

This does not mean that the overall trace will be treated as finite. Rather, the intention
is that the root context, Ag, may have infinitely many child contexts, but within each
child context, the corresponding message chain is regarded as finite. Consider the trace
o=_m __m __mg__m with the following context assignments y(m;) = Ay, y(mp) =
Ao, y(m3) = A1, y(ms) = Ay,

In this case, the messages belonging to the same context preserve their relative order.
For example, within A, message m; precedes m3, while in Ay, my precedes my. Thus,
although the global trace may be infinite, each context isolates a finite, ordered chain of
messages that can be reasoned about independently. The structuring of our context tree C,
is visible in Figure 3.2, which highlights the idea of the » association between the contexts
in the system, in this case, A; » Ag and Ap » Ag.

Ao
RN
Aq Ay

Figure 3.2: Context tree of the trace ¢ given by C

In order to have a clear understanding of how these contexts exist and are "bound" to
message chains, consult Figure 3.3 which depicts a step by step context tree creation that

eases the understanding of this concept. Each message is routed to its appropriate context,
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and if no such context exists, a new one is created to host the corresponding message

chain.
Ao A0
20 Ve SN
Aq Aq Az
(a) Initial state (b) A1 creation (c) Ay creation
Ao Ao
m3 my
7N 7N
Aq AV Aq A>
(d) Aq routing (e) Az routing

Figure 3.3: Evolution of the context tree showing the dynamic construction process

Each sub-trace within a context has a well-defined beginning, marked by the anchor of
its message chain, and a corresponding end, which enables the verification of properties
over these finite segments. As we will see later, this property holds particularly for the
leaf nodes of the context tree. Once hierarchical relations are introduced, however, new
sub-traces may no longer have a natural endpoint and can instead grow indefinitely. This
aspect will be examined in more detail in Section 3.4.

This constitutes our mechanism of verification: traversing the different contexts and
checking properties over them. Depending on the chosen operator, verification may
require ensuring compliance across all contexts or identifying at least one context where
the property holds. These ideas anticipate the modal operators of WALTZ, which are
discussed in detail in Section 3.3.

3.2.7 Why context matters?

The concept of a context is central to verifying the satisfiability of a WALTZ formula. As
previously discussed, the main context, denoted Ay, always exists and can be regarded
as representing the system. It acts as a primary reference point, or oracle, for verification.
Whenever a new context is introduced, hierarchical relationships are automatically estab-
lished between it and existing contexts. The evaluation of properties then depends on the
chosen operator, such as Q or ®. Therefore, in order to evaluate a WALTZ formula, the
entities that exist are the trace o, the context tree C, and the mapping from the messages
to the respective context function . For now, this is simply a mathematical function that
maps messages to the respective context.

Understanding the context verification mechanism and how it aids and supports the
property satisfiability is of great importance since it is the core of our language and
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verification process in concurrent systems. In this section, whenever we associate a colour
to a message it means that it belong to a given context, therefore, all messages sharing
the same colour belong to the same context. We also use a simple notation to denote the
satisfaction or violation of boolean constraints, using the symbol ¢ for satisfaction and X

for violation, and irrelevant messages produced by the system are symbolised by _.

Example 8. The system architecture is designed around a central server that routes
incoming requests to specialized worker processes. In this simplified implementation, the
server receives an input list and delegates it to a worker that removes duplicate values.
The resulting duplicate-free list is then passed to another worker responsible for sorting.
Together, these components ensure that the final output is both free of duplicates and

properly ordered. The overall workflow is illustrated in Figure 3.4.

{clientPID, List}

l {ServerPID, List, Size} {SortPID, List, Size}
server remdup sort
{RemovePID, List, Size} {RemovePID, List, Size}

Figure 3.4: Actor-based system that operates over a list

We will use the dummy system from Figure 3.4 throughout this section to ease the
explanation of context aware verification and the necessity of having it. At first, let us
ignore completely the context management, that is, the function y will assign the same
global context to all the messages of our interest that come from the system trace. Consider
the trace o1 depicted below:

Oo1=_mp__my__m;3...

If we wanted to evaluate property ¢1 = Q(a : 6), over trace o1, the evaluation of this
property actually depends on how the context is assigned to each message. What we
would like to capture with this property is that "for every context, we want to check that if
there exists a message with signature «a it adheres to the boolean constraint 6". In the case
of our system, a property of such kind could be "all the lists exiting the sort process are
sorted". Now here is the nuance, if the context mapping for the messages is y(mi) = A,
y(mp) = Ay, and y(m3) = Ay, that is, they all share the same context, and assume that all
the messages have signature «, which is the one we are trying to capture. What would
result of the verification of trace o1 with the boolean constraints present in the trace o1 is

the satisfaction of the property ¢;.

mzx__

op=_m* __ ¥

The property ¢ is satisfied under the conditions present, due to the following semantic
rule:
o,A |z a:0iff Jjz0:0;=0and 0; > a and y(o;) = A
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In this case, we only need to identify a message within the context that fulfills the
property. This is exactly what occurs in the trace, since m3 satisfies 6, thereby ensuring
the property holds for the entire context. Drawing a parallel with our earlier example,
under the current interpretation, where all messages are assigned to the same context, we
risk allowing unsorted lists. This is because the property would be considered satisfied
as long as at least one list is sorted, even if others are not.

However, that is not what we actually want to represent with property ¢1; we would
like to have the verification that every message that has signature «, satisfies 6, essentially
isolating every message with signature « in its own separate context from the others. To
achieve this, we introduce the notion of context by redefining the context mapping as
follows: y(ml) = Al, y(m2) = A2, and y(m3) = A3. With these mappings in place, we are
now verifying the intended requirement: that for every message with signature «, the
property must hold. In the case of the trace o1, this ensures the property is immediately

violated, since two of the messages fail to satisfy 0.

X v

o1 =_m1x my

One might ask: what is the correct way to assign contexts? In fact, there is no single
correct way, as context assignment occurs at runtime and establishes the causal relations
between messages. The monitors, generated from the specified properties, then interpret
these contexts according to how the property is defined. More precisely, they interpret
the chains of messages that are causally related, as determined by the function y. For now,
we will treat this as given, but in Chapter 4 we will explore in detail how the y operates.

Our context management strategy assigns the same context to all messages belonging
to the same chain. Consequently, when we have « : 6, each message with signature «
resides in its own context, since in this case the “chain” consists solely of the message itself.
Recall that whenever we specify ¢, = a1 : 61; a2 : 62, the chain becomes unbreakable.
This means that if, at any point within the chain, a boolean constraint is not satisfied, the
chain is considered broken, and verification must continue with another chain from a
different context. Depending on the monitored property, such a break may constitute a
violation. For instance, if we are monitoring ()(¢>), then the violation of a single chain
would cause the entire property to be violated.

We can think of this in the same way as Erlang interactions, where each request lives
in its own bubble, these bubbles correspond to our contexts. For every chain (interaction),
we assign a dedicated bubble in which verification takes place.

To have another perspective on this and understand how it works for the ® operator
consider property ¢, = ©O(ay : 01; @2 : 02), over the following trace:

Op=_mp __mp__m3g__Mmg...

and the context mapping: y(mj) = Ay, y(mp) = Ay, y(m3) = Ay, y(mg) = Ay, which is
depicted by C in Figure 3.5.
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Ao
SN
Aq Ar

Figure 3.5: Context tree of the trace o, given by C

Each context will have a dedicated monitor that checks the property a1 : 61 and a2 : 02
individually, recreating the chain. In the next chapter, we will explore how this process
is carried out. Each monitor will receive only the filtered messages that are necessary
for its contextual interpretation, resulting in finite sub-traces for evaluation, as illustrated
in Figure 3.6. Within each context, we will assess the specified property; while the
overall trace continuously grows, the interpretation for each message chain remains finite.
Although the number of chains produced is infinite, we are grouping them and directing
them to the appropriate monitor to verify property satisfaction. Thus, even if the root
context has an infinite number of children, each child context will have a finite perspective
on the global trace of the system.

i1

Figure 3.6: The monitor structure for property ¢»

Let us assume that m;, m2 < a1 and m3, m4 < a2, with the boolean constraints evaluated

as follows:

v v

— X v
O=_m __my __m3g __myg ...

In this scenario, the property is satisfied because at least one context, namely A,
adheres to it. However, if all these messages are placed in the same context, that is, no
context management exists whatsoever, the situation changes. Consider the same trace,

but with new boolean outcomes:

v

— v X X
O2=_MmM my- __m3 __ My

At first glance, this trace would be accepted as satisfying the property. Yet this
interpretation is misleading. If m; and m3 are causally related (thus belong to the same
context), and likewise my and m4, then within each causal chain the property is never
satisfied. In other words, under proper context management, the monitor should state
inconclusiveness. Treating all messages as part of a single context therefore produces
incorrect verdicts that do not reflect the true causal structure.

To draw a parallel with our example, consider the trace of interactions from two
different clients with the system. These interactions can be represented by the sub-traces

0c1 and oc;. In this case, the traces reflect a buggy version of the system, where the lists
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of data between the two clients are inadvertently swapped.

Oc1 = 1{<0.1.0>, [1,2,2], 3} {<0.2.0>, [5,1,3], 3}
Ocp = {<0.1.0>, [5,1,3,5], 4} {<0.2.0>, [1,2], 2}

One property of interest is whether the remdup process correctly removes all duplicates
from the original list, denoted by ¢. This can be verified by comparing the list received
by remdup from the server with the list it subsequently sends to sort, ensuring that all
duplicates have been eliminated.

Considering that there is no context management, that is, all the messages belong to
the same context, observing both sub-traces, we can see that the lists get swapped for
both the clients, due to a buggy management of the remdup process. If we were to verify
O(¢), the property would be satisfied, since all the messages are evaluated within the
same context. But, that is definitely not the case, since individually, none of the client
interactions respected the property ¢.

The issue of not having context management is that we become prone to erroneous
verdicts, as illustrated above. This underscores the necessity of relating each causal chain
individually, so that information from one context is not mixed with another, avoiding
false verdicts by the monitor. This is precisely why context plays a critical role in the
verification process. We explore how context is managed in Chapter 4.

3.3 The modal operators () and ©

Now that we have established the notions of message chains and the role of contexts, we
can turn to the modal operators of WALTZ and examine how they enable the verification
of different classes of properties. As discussed, multiple contexts may coexist throughout
the lifespan of the system, and our verification process operates over these contexts.

In some cases, we may wish to express that all message chains must satisfy a given
property; in others, it may be sufficient that at least one message chain does so. The modal
operators provide exactly this expressive power, allowing us to capture such requirements

in a precise and systematic way.

3.3.1 The O operator

Whenever we use @(¢), we are stating that we want to see the satisfaction of ¢ in at least
one context, out of all the existing ones in the system. Let us imagine that the contexts
existing in our system have the structure depicted in Figure 3.7.

The operator © enables inspection across all contexts forked from the main context
(Ap), checking whether the property holds within each of them. Since every context is
associated with a finite trace, it can provide a verdict based solely on the events it observes.

If none of the current contexts satisfy the property under inspection, the monitor issues
an inconclusive verdict. This arises because © requires that at least one context must
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Ao
/J\

A

Aq A3

Figure 3.7: Context tree example

satisfy the property, and future child contexts of Ag may still do so. Once a single context
is found to satisfy the property, the verdict can be confidently concluded as satisfied,
regardless of subsequent behaviour. Conversely, if no context meets the property, the
monitor remains inconclusive, as illustrated in Figure 3.8.

Ag
/ J \ % Monitor —?>
A Az
Ap

Figure 3.8: Inconclusive verdict for ®

Now, suppose that one of the contexts successfully satisfies the property. In this
case, the monitor will produce a conclusive verdict, indicating that the property has been
satisfied. This behaviour is illustrated in Figure 3.9.

Ao o ) v
/ J \ — | Monitor [——
A Az
A

Figure 3.9: Conclusive verdict for ©

Let us consider a concrete example. Since all new contexts in our system are forked
from the initial context Ay, when verifying the property ¢ = ©@(a : ) we check whether at
least one of the forked contexts satisfies the property. According to the semantics defined
previously, this is formalized as:

o,A |= O(a:06)iff Inpn:0,Ax = (a:0)

In practice, this rule requires evaluating the formula for all contexts forked from Ay,
namely Aq, Ay, and A3, as illustrated in Figure 3.7. The verification then reduces to
checking each context individually:

P =0,M |=(a:0)
Pr2=0,00 |=(a:0)
P13 =0,03 = (o : 0)
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Since we are checking whether at least one message with signature « satisfies 0, the
monitor can declare the property satisfied, as illustrated in Figure 3.9. Conversely, if none
of the contexts comply with the defined property, the monitor will reach an inconclusive
verdict, as shown in Figure 3.8. This is because, at runtime, the monitor continues to
observe the system: it seeks satisfaction of the property, and if none is found yet, it keeps
monitoring for potential future contexts that may satisfy the constraint.

Each sub-formula, @11, @12, and @13, is evaluated within its respective context. As
noted earlier, every context has a finite endpoint, so the verification of whether the required
message exists will always yield a definitive success or failure—there is no inconclusive
verdict at this level of the context tree. In contrast, the property as a whole spans all
possible incoming message chains, which may be potentially infinite. Within each child

context, we therefore carry out the following verification procedure:
o,A|= a:0iff Jiz0:0i = 0and o; = a and y(o;) = A

Each context will individually evaluate the property and return either true or false.
If any context evaluates to true, the property is satisfied for the system as a whole. If
a context evaluates to false, the monitor continues checking the remaining contexts to
determine whether at least one satisfies the property.

Consider the example presented in Figure 3.4 and the property ¢, which uses the
isSorted predicate to verify whether a list is sorted:

@1 = O(sendsort—remdupi—, List, _}:isSorted(List))

In this example, we aim to identify at least one list that is sorted across all system
interactions. Consider the following trace:

{sort, [9,5], 2}
{sort, [5,1,3,5], 4}*
{sort, [1,2], 2}¥

Here, the property is satisfied because at least one context contains a sorted list (in
this case, [1,2]). Essentially, the monitor evaluates each context individually, checking
whether the list in that context satisfies the isSorted predicate. Once it finds a context
where the predicate holds, the property is considered satisfied for the system as a whole.
Otherwise, it emits the inconclusive verdict.

3.3.2 The Q operator

The Q) operator verifies whether all contexts forked from the main context satisfy the
specified property. While it inspects all contexts like ©, it differs in its satisfaction criteria,
focusing on detecting violations rather than satisfactions.

If all current contexts satisfy the property, the monitor issues an inconclusive verdict.

This occurs because Q) is concerned with identifying a context that violates the property.
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The inconclusive verdict is not problematic: as soon as a context is found that does not
satisfy the property, we can definitively conclude that the property is violated, regardless

of future system behaviour, as seen in Figure 3.10.

Ao
/ J N — % | Monitor ———
Ay As
Ay

Figure 3.10: Inconclusive verdict for ()

Now, suppose that one of the contexts violates the property. In this case, the monitor
will produce a conclusive verdict indicating that the property has been violated, as
illustrated in Figure 3.11.

Ao
/ l \ — | Monitor [——

Az

Aq
Ay

Figure 3.11: Conclusive verdict for QO

To illustrate this with a concrete example, consider a system where all new contexts are
forked from the initial context. When evaluating the property ¢ = Q(a : 6) the monitor
examines each forked context individually to determine whether it satisfies the property.

According to the semantics defined earlier, this amounts to checking;:
o, A |= Qa:06)iff Vaea : 0, Ak |= (a1 0)

This rule will result into the verification of the formula for all existing contexts that
forked Ao, which are A1, Ay, and A3, as seen in Figure 3.7. Then the verification will boil
down to:
o,A1]=(a:0)

o,M |=(a:0)

P11
P12
P13 =0,A3|=(a:0)

Since we are verifying whether all messages with signature a satisfy the property 6,
the monitor can issue a violation verdict as soon as it encounters a context where the
property does not hold, as illustrated in Figure 3.11. If every context satisfies the property,
the monitor produces an inconclusive verdict, as shown in Figure 3.10. This reflects the
runtime behaviour: the monitor seeks violations, and if none are observed, it continues

monitoring for potential future violations.

48



3.4. NESTING MODAL OPERATORS

The evaluation of each sub-formula, @11, 12, and @13, proceeds similarly to the process
described for ®, but under the Q) semantics, the focus is on detecting violations rather
than confirming satisfaction.

Consider the example presented in Figure 3.4 and the property ¢,, which uses the
isSorted predicate again:

@2 = O(sendsort—remdup{—, List, _} :isSorted(List))

In this case, we are interested in verifying whether all lists are sorted across the system

interactions under observation. Consider the following trace:

{sort, [5,91, 2}¥
{sort, [1,3,5,5], 4}¥
{sort, [1,2], 2}¥

Up to this point, all lists observed are sorted, so no violation has been detected.
However, since the system may generate additional contexts in the future, it is still
possible that the property could be violated later. As a result, the monitor produces an
inconclusive verdict, indicating that the property has not yet been violated, but a final

determination cannot be made until a violation appears.

3.4 Nesting modal operators

It is also possible to nest our modal operators, which expands the expressiveness of the
logic and allows us to capture more intricate relationships between contexts. At the same
time, this introduces additional complexity in understanding how such properties are
verified at runtime. Both Q and © can be nested arbitrarily. However, care must be taken
due to the nature of runtime verification, certain nested structures may in practice turn out
to be not monitorable. We will return to this point in Section 3.9, where the monitorability
of such properties is examined in detail. We now turn to a nesting of the same operator,
where properties can be specified using nested modal operators. Consider the following
property @:
®=Qa1:61; Qaz: 6))

This property illustrates how modal operators can be combined hierarchically to
capture multi-level causal dependencies in the system. Intuitively, it states: for every
context, 61 must hold, and for every child of that context, 5, must also hold.

With a single modal operator, verification was limited to checking properties over the
immediate children of the root context Ag. By nesting modal operators, the scope extends
further: not only are the direct children of Ag checked, but also the children of those
contexts, the “grandchildren” of Ay.

This hierarchical structure is especially valuable in systems where causal dependencies
span multiple levels of interaction. It enables us to capture and enforce constraints across
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chains of requests and their sub-requests, ensuring correctness across multiple layers of
causality.

To ground the discussion, let us revisit the example introduced in Chapter 2, which
describes a chat room system. In this setting, multiple clients may connect simultaneously,
and once a connection is established, each client can issue several requests. Our objective
is to capture the relationship between a client’s initial connection and all subsequent
requests they generate. Although these requests should be evaluated independently, they
remain causally tied to the same client. This causal link allows us to reason not only about
individual requests but also about how they relate back to the client session as a whole.
An important property to monitor in this context can therefore be formulated as follows:

@ = For every client, after a connection, all subsequent requests are positive numbers

What we are essentially trying to capture is the following: for every client (each
represented by its own context), once a successful connection has been established, all
subsequent requests issued by that client must be positive numbers. Each of these requests
is tied to a new context forked from the original connection context, thereby preserving
the causal relationship between the client and their activity.

This perspective introduces a richer way of reasoning about properties at runtime.
While the fundamental concepts of verification remain unchanged, the key difference is
that we now need to account for the relationships between contexts, not just what happens
within a single one.

To illustrate, imagine an interaction where two clients connect to the server and then
proceed to issue a series of requests. The trace of such an execution can be represented as
follows:

o=mp_mp_m3__m_Mm5

Here, m; represents the connection of the first client, while m; and my correspond to
subsequent requests made by that same client. Similarly, m3 is the connection of the second
client, and ms is one of its requests.

In this way, the messages naturally group into two chains: one for the first client (m, my,
my) and one for the second client (m3, ms). In each chain, the initial message has signature
a1 (indicating a connection), while the subsequent messages have signature «, (indicating

requests). The resulting contexts and their relationships can be visualized in Figure 3.12.

Ao
SN
Aq
SN N
A1 A1p A

Figure 3.12: The contexts of the trace o
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This structuring of contexts introduces a new perspective: contexts are no longer
limited to being direct children of the initial context A, but may themselves spawn
turther child contexts. In other words, we now allow a hierarchical organization where
any context can act as a parent. While each context is still evaluated independently for
property verification, it is nevertheless linked to its parent through this hierarchy. An
important consequence of this extension is that chains no longer admit a simple finite
representation, since a parent context may depend on the outcomes of multiple possible
children. However, each individual context continues to be associated with its own finite
sub-trace, ensuring that evaluation within that context remains well-defined.

To make this idea more concrete, let us examine how the context mapping function y

assigns messages to contexts. Consider the following attributions:

y(m) = Ar y(mp) = A1 y(m3) = Az p(my) = A p(ms) = Ay

The satisfaction of boolean constraints determines whether a property is violated. In
this setting, it is sufficient for a single client to issue a request that is not a positive number
to trigger a violation. Let us assume the following assignments of boolean constraint
satisfactions and violations:

v

o =m1"_m2 _mg"__m4"_m5‘/

In such case, the property is not violated, and the monitor would keep monitoring the
system. Using our semantics, we can check whether the trace adheres to the property. What
we will perform at first is "unpack" the first Q operator, which results in the verification
of a1 : 01; Qa2 : 62) upon A1 and A.

For each sub-formula, we evaluate whether the observed message a; satisfies the
corresponding constraint 61 within both contexts. Because we are assessing a chain of
messages, we apply the chain rule, which ensures that the context is consistently shared

across all parts of the chain. Considering context As:
a,N\ = @; ¢ iff Jiso: ol A |= a1:061and Jj5 : o, A |=Q(az:62)and i < j

The first part is straightforward to evaluate. Although A1 may have potentially infinite
children, the context itself contains a finite trace, consisting initially of m;. This message
serves as the anchor of the chain, which can then grow indefinitely with all subsequent
requests from the same client. In this way, m; provides a fixed starting point for evaluating
the chain, while the trace continuously expands as the client sends more messages.

The second formula evaluation, A; |= Q(az : 02) will go through another Q, which

results into the evaluation of:
o,A1 | Qaz:02) iff Vaea, 1 0, Ax |= (a2 : 02)

This, will check the children of Aj, which are A1y and Ay, leading into the evaluation

of ay : 07 in both contexts.
0,11 |= (a2 : 62)

P11
P12 =0,A12 |= (a2 : 02)

51



CHAPTER 3. WALTZ

The trace given with the boolean constraint satisfaction assures that @11 and ¢, are
satisfied. Due to this, inside the context A1, no violation occurred, which means that all
the client requests were indeed positive numbers. However, as we are monitoring that
property within an () operator, we can only stop whenever a violation is detected; if no
violation is detected, then we continue with an inconclusive verdict.

The same rules apply to context A, and its child Ay;. It is important to remember
that this entire verification is encapsulated within an  operator. If no client violates
the property, the monitor continues observing the system and maintains an inconclusive
verdict. This reflects the runtime nature of the system: new clients may still join, meaning
Ag could acquire additional children in the future, and connected clients may issue further
requests. Consequently, the property must be continuously monitored as the system
evolves.

The monitor would reach a verdict if one of the clients violates the property by either
not connecting successfully or by sending a message afterwards with a negative payload.
In both scenarios, the property will not be satisfied. Importantly, inside context A; "lives"
message m; and if it does not satisfy 61 then the property also fails, because the evaluation
of the chain failed at the beginning.

For the nesting of the ©® operator, the context tree structure remains exactly the same
as the one presented in Figure 3.12. The key difference lies in the semantics of the
operator itself: unlike (), which searches for violations, © seeks to identify a satisfaction.
Re-defining the property that we had before to:

@ = At least one client, after a connection, has at least one positive number request

Here, we aim to capture a context in which one of its children satisfies the given
property. In WALTZ, this property is represented as ©(aj : 01 ; ©(az : 02)), where ay
denotes the connection signature and a; corresponds to the subsequent request with the
number signature. By applying the semantics, we can determine whether a given trace

satisfies the property, using the same unpacking techniques showcased for the ) operator.

3.5 Under The Eye Of The Monitor

The interpretation of a formula, when evaluated over a trace and a context, can significantly
influence what the monitor observes. Depending on the system, the way contexts are
generated may vary, affecting how properties are verified.

Even if the set of contexts C is well-defined, the monitor can interpret them differently
depending on the property being monitored. While the context assignment mechanism
is independent, the interpretation of those contexts is property-dependent.

To accurately capture the desired behaviours, properties must be defined in alignment
with how contexts are generated by the system. In other words, a deep understanding
of the system’s operational semantics is essential to ensure that properties are verified as
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intended. The definition of a property directly shapes the interpretation of the context
tree, making system insight crucial for correct verification.

Using the same example from Section 3.4, we can now examine in detail what possible
interpretations the monitor perceives. The context tree and the corresponding trace are

illustrated in Figure 3.13.

/ AN o=m _mp_m3__m_ms .
Ay Ay Monitor

Figure 3.13: Context tree example and trace fed into monitor

The context tree itself does not change, the contexts are managed by y and allow us to
create C. The y assignments will be the following:

y(m) = Ar y(m) = Ayp y(m3) = Az p(my) = A p(ms) = Ay

What changes is the perspective from which the monitor interprets the context tree.
In some cases, the properties may closely mirror the structure of the tree itself. However,
there are situations where we do not want a one-to-one correspondence; instead, we aim
to interpret the tree in alternative ways to capture different aspects of system behaviour.

Consider ¢ = "At least one client, after a connection, has at least one message with a

positive payload". One incorrect way to formalize this property is as follows:
@1 =0(a1:01; ax:062)

Defining the property in this way would force the client to reconnect every time
the property 0, is not satisfied by a message matching a», because the broken chain
would need to be restarted (and if this were under ), the property would be immediately
violated). This behaviour does not reflect the intended system semantics: a client connects
once and then issues multiple requests, and we want to check whether at least one of those
requests satisfies the property. Therefore, it is crucial to define properties carefully, taking
into account the organization and behaviour of the system. The correct way to specify the
property is as follows:

P1=0(a1:01; Oaz: 072))

By nesting ©, we can capture the intended behaviour, as this allows us to “descend”
the context tree to reach the contexts containing the messages corresponding to a client’s
requests.

But what if our goal is simply to verify messages with signature a5, ignoring the initial
connection? This approach suffices if we only want to ensure that at least one client has
sent a request with a positive payload. Intuitively, we can focus directly on messages with
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signature a, and check whether they satisfy 6,. This approach is straightforward and
should be feasible. The property can then be defined as follows:

P2 = O(az : 62)

At first glance, this approach seems natural: we define the signature we want to
capture and then specify that we are interested in finding at least one context in which
it is satisfied. However, this property does not fully capture our intended behaviour. By

defining ¢, = O(ay : 07) the semantics will evaluate the following;:
0,No [F O(az: 62) iff Ve : 0, Ak [= (a2 : 62)

The formula above results in the verification of the property a; : 5, over the contexts
that are direct children of Ag, namely A and A;. The problem is that these are not the
contexts in which we actually want to verify the property. Our goal is to check the children
of A1 and A, as these correspond to the contexts associated with the requests issued by
clients after their initial connection to the system.

Our objective is to configure the monitor to focus exclusively on the messages associated
with the second level of the context tree, as depicted in Figure 3.14.

Figure 3.14: Monitor focus

Our goal is to interpret the context tree, from the monitor’s perspective, as shown in
Figure 3.15.

Ao
/J\

Ax

A1 A1

Figure 3.15: Under the eye of the monitor

If the context tree were structured as shown in Figure 3.15, then the property ¢, =
O(a : 02) would correctly target the desired contexts. However, it is not feasible to
construct a new context tree each time such a need arises.

The creation of contexts is tied to the actual interactions occurring in the system.
For example, context A is generated in response to the appearance of a specific mes-
sage. Accordingly, we can visualize the context tree such that transitions between nodes
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correspond to the messages that triggered the creation of each context, as illustrated in
Figure 3.16.

Figure 3.16: Message pipelining into contexts

All of these messages remain part of the system, and their corresponding contexts
continue to be created. However, when our goal is to verify a property specifically over
the children of A1 and A, it becomes important to take into account the parent contexts
and the messages that triggered their creation.

To address this, WALTZ provides a mechanism to selectively “ignore” certain contexts
and focus only on the relevant ones, allowing us to specify the level of the context tree on

which to operate. For example, by defining the property ¢; as:
P2 =O(0O(az : 62))

we gain the ability to verify the property a» : 6, specifically within the contexts A1,
A1, and Ay1. Nesting the © operator in this way effectively directs the evaluation to
a particular level of the context tree, while other contexts are ignored. These ignored
contexts remain part of the system’s logical structure, but they do not influence the current
verification, allowing the monitor to concentrate solely on the relevant sub-traces.

This approach allows us to check whether at least one message from any client satisfies
0, even if a client fails to connect successfully, since we are only interested in the ones
that did connect with success. Similarly, if we want to ensure that all messages from all
clients satisfy 62, we can express this with a nested Q operator, defining Q( Q(a> : 02)).

Returning to the property @2 = ©( ©(az : 82)), and the contexts shown in Figure 3.13.
We can see that the semantics correctly handle the evaluation, verifying the satisfaction of
this formula at the intended level of the context tree.

We begin by evaluating ©( ©(az : 62)), which corresponds to the following semantic
check:

0,00 F O(O(az: 02)) iff Inma, 1 0, Af = O(az : 62)

At this level, the outer © considers all contexts directly forked from A, which are A;
and A,. For each of these contexts, we now evaluate the inner formula ®(a; : 67).

Focusing first on Aj, the inner ©® descends one level further to examine its child
contexts, verifying whether any of them satisfy a; : ;. The same process is then applied
to A and its children. In this way, the nested structure of ® ensures that the property
is checked at the appropriate level of the context tree while ignoring irrelevant branches.
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The semantic check for Aq is:
0,A1 |= O(a:0)iff Inma, 1 0, Ak |= (a2 1 62)

As we can observe, each time we unpack a modal operator, we descend one level in
the context tree, examining the children of the current context under evaluation. This
approach provides a powerful mechanism for focusing specifically on a single level of
messages entering the system. With this step complete, the remaining verifications to be
performed are:
o,A11 |= (a2 : 62)

P11
P12 =0, A1z |= (a2 : 62)

The same verification will be applied to A;. It is sufficient that at least one message
within the contexts A1y, A1z, or Az; adheres to 02. If none of these messages satisfy the
property, the monitor continues observing the system, issuing inconclusive verdicts, as is
typical in runtime monitoring.

In conclusion, this example illustrates how different ways of specifying properties
directly affect how the monitor interprets chains of messages. By navigating the context
tree, we can choose to evaluate properties across the entire structure or focus on a specific
level, as demonstrated in this section. This flexibility effectively shifts the monitor’s
perspective on the trace it witnesses, allowing it to check properties in a manner aligned
with the intended system behaviour.

3.6 The Compilation Process

At the core of WALTZ is the idea that high-level specifications can be transformed into
executable entities, running processes that continuously observe a system and determine
whether it behaves as intended. This active component is referred to as the monitor, which,
in our implementation, takes the form of executable Erlang code.

We begin by examining the compilation pipeline, implemented in 0OCaml for its strong
type system and functional programming capabilities, which make it well-suited for
building a robust parser and compiler. The pipeline takes a WALTZ formula, provided
as a simple . txt file, parses it according to our defined grammar, and translates it into
optimized Erlang code ready for execution. The generated monitor is then attached to the
system and runs alongside it, receiving relevant events to verify the defined properties.
The details of this attachment and instrumentation process are discussed in Chapter 4.

To make this process more approachable (both for ourselves and for the tool), we
slightly adapted the formal grammar described in the previous section. The semantics
remain untouched, but we have introduced a few carefully chosen “quality-of-life” tokens.
These small adjustments make the parser’s job easier, reduce the chance of errors, and allow
the code generator to work more smoothly, without compromising the expressiveness or
rigor of WALTZ.
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3.6.1 Practical Grammar Changes

In order to ease our parsing and compilation job, we add some useful tokens into our
grammar. The new WALTZ grammar will be defined as:

Definition 3.6.1 (WALTZ Formula). The set of WALTZ formulas is defined by the following
grammar:

@ = OMEGA(¢) | THETA(p) | ¢@; ¢ | a: 0
O u=T|L]c|—d
a = sendjgiq WITH {M}

Mo=T|T,M|{M}
T ::= (cons | var)

During this section we still might use the mathematical symbols of QO and ®, but have
in mind that the specification files themselves, will work with the keyword OMEGA and
THETA. Another useful addition is the WITH keyword, that is present in the signatures
of the messages, separating the send request origin and destination from the signature
of the message itself. More on this, can be consulted in the ACTORCHESTRA page, which
has a comprehensive list of property definitions, and the full grammar for property
specifications.

3.6.2 The General Monitor Structure

The design of our monitors is essential to ensure adherence to the rules we defined for
property verification. A central concept in this design is the notion of context, which is
critical to understanding how the monitor processes incoming traces from the system.
To simulate the consumption of contexts and message chains, the monitor compilation
is implemented as a sequence of receive statements. These statements serve as the
primary mechanism for capturing messages not only in the correct order of the chain but

also within their respective contexts, as illustrated in Listing 3.1.

receive Signaturel ->
if BooleanConstraintl ->
receive Signature2 ->
if BooleanConstraint2 ->

@ N =

-

1

Listing 3.1: Message Chains

As the monitor consumes a message chain, it progresses sequentially through the
receive statements, checking property satisfaction at each step. Once the entire chain
has been processed, the monitor either loops back to handle the next chain or produces a

verdict, depending on the property being monitored. This architecture not only enforces
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the order and unbreakability of messages but also preserves the context in which each
event is evaluated and maintains the scope of all variables involved in the interaction.

Take for example the property (Q(sendactora—actors{MyPID, Payload} : {Payload} >
0), which checks if the property is satisfied across all contexts. The monitor for this
property can be visualized in Listing 3.2

loop():
receive {actorA, actorB, Msg, Context} ->
case Msgl of {MyPid, Payload} ->
if (Payload > 0) -> loop(Q)
5 true -> io:format("X'")
6 end;
7 end;
8 end;
9 end.

@ N =

e

Listing 3.2: {) monitor example

Since this property is encapsulated within an €, the monitor focuses on detecting
violations. If the current message chain satisfies the property, the monitor simply invokes
loop() to evaluate the next chain. If the property is not satisfied, a violation is reported.
Each call to loop () prepares the monitor to verify the property against a new context.

For the ® operator, the overall structure of the monitor remains the same as before,
with message chains captured in the same manner as shown in Listing 3.1. The key
differences lie in the evaluation strategy and the stopping condition: rather than seeking
violations, the monitor now continues processing messages until it finds a chain that
satisfies the property. Once such a chain is detected, the property is considered satisfied,
and the corresponding verdict is produced. As an example, the compiled monitor for the
property ©(sendactora—actors{MyPID, Payload} : {Payload} > 0)is shown in Listing 3.3.

1 loop():

2 receive {actorA, actorB, Msg, Context} ->
3 case Msgl of {MyPid, Payload} ->

4 if (Payload > 0) -> io:format("v")

5 true -> loop()

6 end;

7 end;

8 end;

9 end.

Listing 3.3: © monitor example

As we can see, the Erlang abstraction and design techniques make the transition of
WALTZ semantics, into simple yet robust monitor executables that are able to capture

these messages at runtime.
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3.6.3 The Preservation of Context

The monitor expects to receive the following tuple at runtime:
{Sender, Receiver, Message, Context}

We will see in the next chapter how this is achieved, but for now, consider this as the
signature produced by Erlang’s internal tracing mechanisms. It is important to note that,
while the context appears as part of the message payload, the system itself is not required
to explicitly include it in the messages. As we will explore in the next chapter, it is possible
to build correct Erlang systems without manually managing the causality of messages by
leveraging the OTP behaviour discussed previously in Section 2.8.

A natural question arises: how can we ensure that the monitor observes only the
messages belonging to a specific chain? This is precisely where the context plays a crucial
role. Consider the property ¢:

Q= @)(SendactorA—)actorB {MYPID, X, Y} : T; sendactorB—actorC {MYPIDZ , Z} :Z =X+ Y)

The goal is to verify that at least one context, a chain of causally related messages,
satisfies the defined property. Without proper context management, the monitor could
mistakenly associate messages, as concurrent Erlang processes can produce events in

many possible orders. For example, consider the following trace:

m; = sendactora—actors {actorA, 10, 10}
my = sendictora—actorB {actorA , 20, 1®}
m3 = sendactorB—actorC {actorB ’ 30}

my = sendactorB—actorC {actorB, 20}

The monitor generated from ¢ is presented in Listing 3.4.

1 loop():

2 receive {actorA, actorB, Msgl} ->

3 case Msgl of {MyPid, X, Y} ->

4 receive {actorB, actorC, Msg2} ->
5 case Msg2 of {MyPid2, Z} ->

6 if (Z == X + Y) -> io:format("v")
7 true -> loop()

Listing 3.4: Wrong Monitor for ¢

Without context awareness, it is insufficient to assume that the monitor will read
messages from each context in the order the events occurred. While Erlang guarantees
message ordering between two processes, this guarantee does not extend across multiple

processes. Consequently, the monitor may encounter various interleavings of messages,
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such as the following:
mp my mp m3
mp m3 mp my
mp mp my ms
mp mp; ms my

These are all valid interleavings that the monitor might observe, and in some cases,
values from one causal chain, such as X and Y, could be incorrectly combined with Z from
another chain. This is highly problematic, as it can lead to erroneous verdicts for the
properties being monitored.

For example, suppose the monitor first captures message m;, and then, due to a possible
interleaving, observes m; followed by m3. In the code shown in Listing 3.4, m; matches the
first receive clause, assigning the runtime values 10 to both X and Y. When m; arrives,
it does not match the second receive clause for the chain and remains in the mailbox.
Subsequently, m3 matches its expected signature, assigning 30 to Z. The verification of Z
== X + Y then fails, since 10 + 10 # 30.

Then, the monitor might match m; followed by my, which do not belong to the same
causal chain. This again can result in a property violation, even though, in reality, the
property was was satisfied in both contexts.

This illustrates why attaching context to messages is absolutely crucial. With context
information, the monitor can use pattern matching to “lock” onto a specific chain: once
the first message matches the start of a receive chain, only messages belonging to the
same context are accepted. Messages from other contexts may still arrive in the monitor’s

mailbox, but they will wait until the current chain has been fully processed.

3.6.4 Non Breakable Chains

As discussed in previous sections, message chains are unbreakable. By structuring the
monitors as nested receive clauses and leveraging the context of each message, the
monitor can process messages chain by chain, ensuring that payloads from different
contexts are never mixed. If any message within a chain violates its boolean constraint,
the monitor’s next action depends on the type of property being monitored: it will either
proceed to the next chain or immediately report a property violation. For instance, consider
the following property:

051:51,‘042:52;0(3:53

In the generated monitor code, there are three nested receive clauses, as shown in
Listing 3.5. To simplify the presentation of our monitors, we will use a combination of
mathematical notation and pseudocode instead of strictly syntactically correct Erlang code.
The behaviour of the monitor depends on the chosen modal operator. When monitoring
the property Q(aq : 01; az : 02 ; a3 : 03), a single broken message chain is sufficient to
declare the property violated. In contrast, for the property ©(a : 61; a2 : 02; a3 : 03)
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the property is considered satisfied as soon as there exists one context in which the entire

chain remains unbroken.

1 loop():

2 receive a; ->

3 check 61 ->

4 receive ap ->
5 check 6, ->

6 receive a3 ->
7 check 63 ->

Listing 3.5: Nesting receive clauses

3.6.5 Compilation of Q

As discussed previously, the Q operator allows us to define a monitor that verifies whether
a property holds in every context of the system; if any context fails, the property is
considered violated. In general, we can define properties of increasing complexity, such

as:
p1 = Qa:9)
P2 = Qa1 :061; az:62)
p3 = Qa1 :061; az:02; a3z :63)

To keep the discussion focused, we will set aside the nesting of modal operators for
now, as they introduce additional complexity that we will address in a later section. In this
compilation showcase, we concentrate on compiling monitors for single message chains
without nested operators. Using this approach, the property ¢, can be compiled into the
Erlang monitor shown in Listing 3.6, which illustrates how multiple sequential messages

within a single chain are handled.

1 monitor_gy():

2 receive a; ->

3 check 6, ->

4 if(151) then X
5 receive ap, ->

6 check 6, ->
7 if(!62) then X
8 else monitor_¢,()

Listing 3.6: {) monitor generation

Each chain is going to be evaluated separately, flowing through the nested chain
of receive statements, at each moment doing a sanity check to discover whether the
property is being violated at that point or not. Considering property ¢,, and the trace
o = mY m" m* my¥..., with the boolean constraints satisfactions indicated above it.

Messages m; and mp share the signature aj, while m3 and my have signature a;. In
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this scenario, the monitor processes each chain individually, ensuring that the property
is evaluated correctly for each sequence of causally related messages, as illustrated in
Figure 3.17.

root

m2m4

Figure 3.17: The monitor message flow for property ¢»

Each message in a chain is evaluated within its designated context, ensuring that it is

checked against the specified property in the correct scope.

3.6.6 Compilation of ©

The © operator allows verification of whether at least one context in the system satisfies
a given property. Once any context meets the required condition, the property can be
considered satisfied, enabling the monitor to halt further evaluation. This operator thus
allows the definition of properties such as:

p1 = O(a:0)
@2 = O(ag:01; az: 07)
@3 = O(a1:01; az:02; az:03)

The monitor generated from property @3 is present in Listing 3.7.

I monitor_@3z():

2 receive a; ->

3 check 61 ->

4 if(!61) then flag
5 receive ap, ->

6 check 6, ->

7 if(!6,) then flag

8 receive a3 ->

9 check 63 ->

10 if(!'63) then flag

11 if(flag) then monitor_¢s3()
12 else v

Listing 3.7: © behaviour with chains

We can observe that the overall pattern remains consistent: as chains grow longer,
additional nested clauses are introduced to represent the extended sequence of messages.
This structuring allows the monitor to traverse each chain and determine whether there
exists at least one chain in which all messages satisfy their respective boolean constraints.

The flag is essential for detecting when a chain has been broken. It ensures that

once a chain is invalidated, the monitor can correctly consume the remaining messages
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without mistakenly treating them as contributing to property satisfaction. Without this
mechanism, such as in the monitor generated in Listing 3.8, several potential errors could

occur.

1 monitor_g3z():

2 receive a1 ->
3 check 67 ->
4 if(161) then monitor_¢3(Q)

5 receive a; ->

6 check 6, ->

7 if(!62) then monitor_¢3()

8 receive az ->

9 check 63 ->

10 if(!03) then monitor_¢3()
11 else v

Listing 3.8: © problematic monitor

Consider a scenario in which, for a given trace, the message matching «; fails to satisfy
the boolean constraint 5;. If we were to simply make a recursive call the subsequent
messages of that interaction chain would remain in the mailbox. Repeating this process
multiple times could result in the mailbox being filled with “garbage” messages.

The issue becomes particularly critical in systems where an entire client session is
treated as a single causal chain. In these cases, multiple messages may belong to the
same context, as discussed in Chapter 4, and failing to properly discard broken or invalid
messages from the mailbox can result in inconsistencies.

By following this architecture for compiling the ® operator, we not only prevent the
accumulation of irrelevant messages but also safeguard against potential inconsistencies

caused by leftover messages in the mailbox.

3.7 Compilation of Nested Modal Operators

It is also necessary to address the compilation of nested operators, as well as the structure
of the monitors that result from such properties. Compared to the cases introduced earlier,
these monitors exhibit higher complexity, but this complexity is essential: it allows us to
analyze behavioural patterns that go beyond the verification of simple message chains
defined by a single modal operator. Nesting enables properties to capture relationships
across multiple levels of causality, reflecting scenarios where interactions are hierarchically
dependent. To illustrate this idea, let us start by considering the following property:

p1=0(a1:061; Oaz: 062))

Recalling the example and the concepts presented in Section 3.4 and Section 3.5, we
treat the messages within each context as finite chains. Nesting extends this model
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by introducing a hierarchy and explicit relationships between contexts, allowing child
contexts to inherit causal dependencies from their parents and enabling the monitor
to correctly evaluate message chains across multiple levels. This extension allows us
to capture dependencies between chains that belong to the same parent context. A
representative example is the interaction where a client connects to the system, establishing
the initial context, and subsequently issues multiple requests. Each request corresponds
to a distinct event, yet all of them remain causally linked to the client’s initial connection.

The monitor generated for ¢ is shown in Listing 3.9. The fundamental idea here is the
introduction of sub-monitors. Rather than relying on a single monitor, the system now
maintains multiple monitors, one for each parent context. The central oracle, correspond-
ing to Ap, assumes the responsibility of routing messages to the appropriate sub-monitor.
Each sub-monitor then independently evaluates its portion of the property and reports

back to its parent context whenever a satisfaction or violation is detected.

1 monitor_¢1(Q):

2 receive
3 {Src, Dst, Msg, Context} ->
4 if has_sub_monitor (Context)

route ({Src, Dst, Msg, Context})
6 else main_monitor ({Src, Dst, Msg, Context})

&

¢ main_monitor ({Src, Dst, Msg, Context}):
9 case {Src, Dst, Msg} of

10 ap ->

11 check 61 ->

12 if(!61) then flag

13 if(flag) then monitor_¢;
14 else

15 spawn(sub_monitor_loop(), Acurrent, €nv),
16 monitor_¢;()

17 %sub_monitor_loop () .erl

18 sub_monitor_loop():

19 receive ap; ->

20 check 6, ->

21 if(!6;) then flag

22 if(flag) then sub_monitor_loop()
23 else ping(monitor_¢;, V)

Listing 3.9: ® operand monitor nesting

Asillustrated in Listing 3.9, the monitor now spawns an additional process responsible
for handling the child contexts derived from a parent. This sub-monitor follows the same
general structure we have already seen for the compilation of QO and ©, but with one
important difference: whenever it reaches a verdict, it must communicate this outcome
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back to the monitor that created it. This is achieved through a simple ping mechanism,
enabling the parent to aggregate the results of its children and decide its own verdict.

A crucial detail here is that, besides inheriting the context upon which the child is
spawned, denoted as Acyrrent, the sub-monitor must also inherit the current environment.
This ensures that any variable bindings established at the parent level remain available
to the child monitors. Such sharing is essential because contexts, while evaluated inde-
pendently, are still hierarchically related: together they form causal chains of events. By
propagating both the context and the variable environment, we preserve the ability to
reason consistently across parent—child relations, ensuring correctness when evaluating
properties that depend on shared values.

It is also possible to nest Q operators, though generating monitors for such properties
is nontrivial. For instance, consider a property similar to ¢1, but expressed using the ()
operator, denoted as ¢».

P2 = Q(aq:61; Qaz : 62))

What this property aims to capture is whether, for all contexts derived from Ay, namely
A1 and A, every one of their child contexts satisfies the condition 6. Intuitively, this
can be read as: for every client connection, all subsequent requests must carry positive

numbers. The monitor generated for this property is presented in Listing 3.10.

1 monitor_¢r():

2 receive

3 {Src, Dst, Msg, Context} ->

4 if has_sub_monitor(Context)

5 route ({Src, Dst, Msg, Context})

6 else main_monitor({Src, Dst, Msg, Context})

8 main_monitor ({Src, Dst, Msg, Context}):
9 case {Src, Dst, Msg} of

10 ap ->

11 check 61 ->

12 if(151) then X

13 else

14 spawn(sub_monitor_loop (), Acurrent, €nv),
15 monitor_¢, ()

16 %sub_monitor_loop().erl

17 sub_monitor_loop():

18 receive ap ->

19 check 6, ->

20 if(!02) then ping(monitor_¢;, X)
21 else sub_monitor_loop ()

Listing 3.10: Q) operand monitor nesting
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This structuring allows us to faithfully reproduce the context hierarchies explored
in the examples of the previous sections. For a complete generated Erlang monitor, see

Section 3.8. Additional monitors and code examples can be found in the online repository.

3.7.1 Compilation of Different Nested Modal Operators

In WALTZ, as we have seen it is possible to define properties with nested modal operators.
This greatly expands the expressiveness of the language but simultaneously opens the
Pandora’s box of non-monitorable properties. By the very nature of runtime verification,
combining different quantifiers, such as V and 3, or in our case Q) and O, can lead to
monitors that will never be able to produce a verdict during execution. To avoid such
infinitely running monitors, WALTZ explicitly alerts the user whenever a given property
is non-monitorable. This issue will be addressed in more detail in Section 3.9.

Itis not difficult to see why such properties are problematic at runtime, even if they may
be meaningful from a specification standpoint. Consider, for example, a property stating
that “for every client, after a successful connection, at least one of the subsequent requests
carries a positive number.” The monitor that would be generated for this property, which
in WALTZ can be written as @3 = Q(ag : 01 ; O(az : 62)) would result in the structure
shown in Listing 3.11.

2 main_monitor ({Src, Dst, Msg, Context}):
3 case {Src, Dst, Msg} of

4 a1 ->

5 check 61 ->

6 if(15;) then X

7 else
8 spawn (sub_monitor_loop (), Acurrent, €nv),
9 monitor_¢;()

10 %sub_monitor_loop().erl
11 sub_monitor_loop():

12 receive ap ->
13 check 6, ->
14 if(!62) then ping(monitor_¢;, V)

15 else sub_monitor_loop()

Listing 3.11: Non monitorable property

In this case, we can never reach a conclusive verdict. Assuming all client connections
are successful, the monitor will be forced to wait indefinitely: it cannot guarantee that
for every client the property will hold. It might hold for some, or it might eventually
be violated, but the monitor remains trapped in uncertainty. The problem lies in the
mismatch between parent and child monitors, while the parent monitor expects a ping
to signal a violation, the child monitors only notify their parent upon satisfaction. As a

result, no definitive verdict is ever produced, and the monitor remains inconclusive.
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3.8 A Monitor On The Go

Finally, knowing everything up until this point, we can now present a fully developed
example, from specification to monitor generation and execution.

3.8.1 Chat Room System

Consider the example introduced in Chapter 2, a chat system where multiple clients can
connect and post messages. To provide a more Erlang oriented view of the system, it
is essential to clearly define the communication protocol, as this directly influences how
properties should be specified and monitored.

In this system, clients first establish a connection, then enter a chatroom, and finally post
messages within that room. These interactions are illustrated in Figure 3.19, Figure 3.20,
and Figure 3.18.

{post, ch1l, "Hi!"} {ch1, "Hi!", clientID}
client server room
{ok} {ok, chil}

Figure 3.18: System behaviour for post action

{connect, clientPID}

T

client server

\/

{ok, connected}

Figure 3.19: System behaviour for login action

{enter, chl, clientPID} {register, clientPID}
client server room
{ok, registered, chl} {ok, registered}

Figure 3.20: System behaviour for enter actions

This system exhibits a variety of interesting interactions that we can capture. For
instance, we might want to verify that once a client enters a chat room, they can only post
messages within that room and not elsewhere. In WALTZ, this property can be formalized
as follows:

a sendserver—client{OK, registered, Rooml}: T ;
(P =
Q(sendc1jent—server{Post, Room2, Message} : Rooml = Room2)
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This property allows us to capture a part of each client’s interactions with the system,
verifying that all clients adhere to the expected rules: specifically, no client can post a
message in a channel where it is not registered. Consider the following trace, where each
sequence corresponds to a different client communicating with the system:

Oc1 {enter,chl, ClientPID} {ok, registered, chl} {post, chl, Msg}

Oc2 {enter,ch2, ClientPID} {ok, registered, ch2} {post, chl, Msg}

By examining the trace, we can see that the first client behaves correctly: it enters a chat
room and subsequently sends a message to that room. The issue arises with the second
client, which enters a different chat room and attempts to send a message to a chat room it
is not registered in, a clear violation of the property we intend to monitor. It is important
to remember that both 0., and o, are part of a single trace o produced by the system. For
simplicity and better clarity, we can treat them as independent, isolated traces. In practice,
the monitor treats them as separate chains, verifying the property independently for each
context.

| monitor_loop(ContextMap) ->

2 receive

3 {Src, Dst, Msg, Context} ->

4 case maps:get(Context, ContextMap, undefined) of

5 undefined ->

6 main_loop(Src, Dst, Msg, Context, ContextMap);
7 PID ->

8 PID ! {Src, Dst, Msg, Context},

9 monitor_loop(ContextMap)

10 end

11 end.

13 main_loop(Src, Dst, Msg, Context, ContextMap) ->

14 case {Src, Dst, Msg} of

15 {server, client, {ok, registered, Rooml}} ->

16 if true ->

17 Environment = #{rooml => Rooml},

18 SubPID = spawn(sub_monitor, [Environment, Context,
self0 1),

19 NewContextMap = ContextMap#{Context => SubPID},

20 monitor_loop(NewContextMap),

21 ok

N
N

; true ->
io: format("X")
end;

N
w

N
=

end.

N
a1

Listing 3.12: main_monitor.erl

68



3.8. A MONITOR ON THE GO

The main monitoring loop that coordinates the verification process is shown in Listing
3.12. Here, themain_monitor.erl process receives all messages from the system, identifies
or creates the appropriate sub-monitor for the given context, and forwards messages to it.
Each new client connection triggers the creation of a sub-monitor, responsible for tracking

that specific client’s interactions.

Once a sub-monitor is spawned, it is responsible for evaluating all subsequent mes-
sages in its assigned context. Listing 3.13 shows the structure of a sub-monitor in
sub_monitor.erl. This process continuously receives messages from the client, checks
whether the client is posting to the registered room, and either loops to process further
messages or reports a violation back to the main monitor. In our example, the second
client attempting to post in an unregistered room would trigger the sub-monitor to notify

the main monitor of the property violation.

1 sub_monitor (Environment, Context, ParentPID) ->

2 receive

3 {client, server, Msg, Context} ->

4 case lMsg of

5 {post, Room2, _} ->

6 if maps:get(rooml, Environment) == Room2 ->

7 sub_monitor (Environment, Context, ParentPID)
8 ; true ->

9 ParentPID ! {context_completed, Context, X}
10 end;

11 _ >

12 sub_monitor (Environment, Context, ParentPID)
13 end;

14 end.

Listing 3.13: sub_monitor.erl

This monitor exemplifies the strengths of WALTZ, including hierarchical context
management, correlation of messages across multiple interactions, and the evaluation of
properties over all contexts present in the system. The use of nested modal operators
necessitates more than a single monitor, as relying on just one would result in the monitor
being indefinitely occupied with a single context. By spawning separate processes for
sub-monitors, we enable concurrent monitoring of multiple contexts, while the main
oracle orchestrates the routing of messages to their corresponding child monitors.

When examining the trace of the second client, o;, the property violation becomes
apparent. The sub-monitor evaluates the condition Rooml == Room2, which fails because
the client attempts to post to a chat room that is different from the one it entered. This
violation of property ¢ is detected at runtime, demonstrating how the WALTZ-generated

monitor successfully enforces correctness across concurrent client interactions.
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3.9 Monitorability of WALTZ

Like any specification language, WALTZ is not immune to the issue of non-monitorability.
It is possible to restrict the language to a monitorable fragment, but doing so comes at
the cost of expressiveness. For instance, consider the property ¢ = "For every client,
at least one of his requests is a positive number". Due to the inherently infinite nature
of runtime traces, this property is non-monitorable, as discussed in [66]. Similarly, a
property such as @, = "At least for one client, all his messages have a positive number"
is also non-monitorable. In this case, we depend on an event occurring infinitely often
to guarantee satisfaction for at least one client, which, again, prevents runtime monitors
from ever yielding a conclusive verdict.

There are properties that can be expressed in WALTZ and are meaningful from a
specification perspective, but in practice, they are non-monitorable. This is because the
monitor would never be able to reach a conclusive verdict, resulting in a continuously
running process that consumes system resources, adds overhead, and ultimately provides
no useful feedback. While there is ongoing research aimed at expanding the set of
monitorable properties, and attempts to transform certain non-monitorable properties
into monitorable ones [43, 43], some properties remain inherently non-monitorable unless
additional assumptions or modifications are made.

For example, consider the property ¢1 = Q(ay : 01 ; O(az : 62)) whose context
structure tree is illustrated in Figure 3.21. As we will see, the nesting between the (2 and ®
operators makes it impossible for a runtime monitor to ever produce a conclusive verdict

in this scenario.

Ag

/ N
Ay Ay

/ AN AN
A1y A1 Ay

Figure 3.21: Monitor organization for ¢

Examining the structure depicted in Figure 3.21, we can describe the waiting behaviour
of each monitor within the hierarchy of contexts. In this setup, Ay, which is the parent
of all contexts monitored by the () operator, waits for a property violation in order to
produce a conclusive verdict. Meanwhile, the child contexts, such as those under A1 and
A, are monitored by the ® operator. These sub-monitors are waiting for a satisfaction to
produce a verdict, as this is the fundamental behaviour of ®. The problem arises because
© monitors can never output a negative verdict, they can only yield a positive verdict or
remain inconclusive.

As a result, Ag will never receive the violation signal it needs to reach a conclusive
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verdict. Instead, it is left waiting indefinitely while its children either satisfy the property
or remain inconclusive. This interplay of waiting and verdict-passing is clearly illustrated
in Figure 3.22, highlighting why this property is inherently non-monitorable at runtime.

X?
N
v? v?
N N

Xorv Xorv Xorv

Figure 3.22: Non-monitorable structure for ¢

A related, yet distinct, challenge arises when monitoring for properties that require at
least one instance in the domain to satisfy a given condition. In this case, the monitor’s
ability to reach a verdict depends on an event occurring at some point in the future,
potentially indefinitely, which we cannot guarantee at runtime. Even if a violation occurs,
which might allow a partial conclusion, the monitor must continue observing, since
we are specifically interested in finding at least one context that satisfies the property.
This inherent uncertainty renders such properties non-monitorable. An example of this
scenario is the property @2 = O(ay : 61; Q(as : 62)) whose monitor structure is illustrated

in Figure 3.23.
v?
VAN
X? X?
N N

X orv Xorv X orv

Figure 3.23: Non-monitorable structure for ¢;

As illustrated in Figure 3.23, the main monitor is waiting to detect a satisfaction, but
none of its child monitors can provide this information. At most, they are able to detect
violations, and under normal execution, they will continue emitting inconclusive verdicts
(denoted by ?) indefinitely. As a result, the main monitor is never able to determine
conclusively whether the property has been satisfied, leaving the system in a state of
perpetual uncertainty.

To illustrate when a property is fully monitorable, we can consider the example of the
property @3 = Q(a : 6). The monitor structure for this property is shown in Figure 3.24.
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x?
N
Xorv Xorv

Figure 3.24: Monitor conclusion

As we can see from the figure, the oracle monitor is waiting for a potential violation.
Each sub-monitor associated with a specific context either detects a violation or observes
satisfaction. Because the property requires that all contexts satisfy the condition, a
violation detected in any single leaf context is sufficient for the oracle to yield a conclusive
verdict. This demonstrates how, in this scenario, the monitor can effectively reach a verdict,
highlighting the monitorable nature of 3.

The issue of non-monitorability arises primarily because we are dealing with potentially
infinite traces. If the trace were finite, however, all of these properties would become
monitorable, since we could examine the trace in its entirety and produce a conclusive
verdict. This approach, however, requires offline monitoring, which cannot alert the
system to violations in real time. Later in this document, we outline concrete strategies,
both in a general sense and specifically for actor-based systems, that enable monitoring of
properties that would otherwise be non-monitorable at runtime.
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ACTORCHESTRA

In Chapter 3, we introduced the theoretical foundations of WALTZ, focusing on how
formulas are evaluated and how runtime monitors verify these formulas against system
execution traces. A central concern in this verification process is the notion of contexts,
which capture the causal dependencies between messages. Importantly, such contextual
information is not natively provided by the systems under observation.

This chapter turns to the problem of context management. We begin by examining
how context information could, in principle, be generated and maintained directly by
the system. We then show that, even in the absence of explicit support, correct Erlang
programs can still be constructed by relying on the OTP model. However, OTP on its own
imposes intrinsic limitations when it comes to building explicit causal chains between
messages. To address these limitations, we propose a complementary approach based
on the selective injection of code into the system. This method systematically enriches
program execution with causal information, enabling precise reasoning about message

dependencies and interactions.

4.1 Instrumentation

ACTORCHESTRA is the glue that holds everything together. It provides the necessary
instrumentation to observe a system under scrutiny and to coordinate the interaction
between the system and the monitors. Our primary objective is to enable monitoring
without interfering with the system itself, following an outline monitoring approach in
which monitors are external entities rather than being embedded directly into the system’s
code. This task becomes particularly challenging in distributed Erlang systems, where
multiple components may be active simultaneously and asynchronous behaviour plays

a central role. While this asynchrony is precisely what allows such systems to scale and
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perform effectively, it also complicates the design of efficient and non-intrusive monitoring.
In what follows, we focus on addressing these challenges in the context of asynchronous,
distributed settings.

In this chapter, we address the three main entities that collaborate to achieve runtime
verification: the system, the conductor, and the monitors. We begin by outlining the
assumptions made about the system under observation and the standards it must follow.
We then introduce the conductor, the central entity responsible for managing contexts.
Finally, we show how these three entities interact, exchanging information and coordinat-
ing their roles to produce the “symphony” required to verify properties over an Erlang
system.

4.2 Causality With Contexts

As established in Chapter 3, the function y plays a central role in WALTZ by defining the
relation between messages and their contexts. But how does y manifest in practice? It is
precisely through this function that we can construct the context tree C, which underpins
property verification and serves as one of the key foundations of WALTZ.

At first glance, we might think of y as the programmer himself. Indeed, when designing
and implementing a correct Erlang program, reference management is unavoidable.
Without it, we would not be adhering to Erlang’s standards, and our program would
be incorrect by design. However, even with proper reference management, such as that
enforced by OTP, causal chains are not automatically established, unless the programmer
explicitly encodes them in the system’s logic.

In our earlier exposition of WALTZ, we worked under the assumption that y was
already available and that messages in a trace carried explicit context information. In
practice, however, this assumption does not hold: messages do not inherently “know”
which context they belong to. Instead, an explicit mechanism is required to associate each
message with the correct context.

What this means in practice is that context information must be explicitly propagated
through the messages exchanged in the system. By doing so, and given that the monitors
are already aware of the message signatures, they can reliably capture and associate the
causal information required for verification. The following subsections examine different
strategies for handling this causality: starting from manual management by the developer,
moving to solutions that exploit the existing Erlang/OTP infrastructure, and culminating
in our novel approach of automated context injection.

4.2.1 Developer Management

This represents raw Erlang programming, where developers themselves are responsible for
managing causality without relying on OTP abstractions. In this style, processes interact
exclusively through direct message passing, and correlation tokens must be explicitly
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threaded through each interaction by the programmer. An example of such a design is
shown in Listing 4.1.

In this raw approach, every message carries its correlation token explicitly. This allows
the monitor to track message relationships precisely, since y directly assigns tokens to
messages. For instance, if a client issues multiple requests, the monitor can only determine
how they are related if each one carries its associated context. By managing this manually,
the programmer ensures that causality is preserved end-to-end. Crucially, this not only
aids the monitor in correlating messages, but also guarantees the correct flow of the system
itself.

| start_client() ->

2 CorrelationToken = make_ref(),

3 AddPid ! {process, self(), 10, CorrelationToken},
4 receive

5 {result, Result, CorrelationToken} -> Result
6 end.

s add_loop() ->

9 receive

10 {process, ClientPid, Number, Context} ->

11 MultPid ! {process, ClientPid, Number+10, Context},
12 add_loop ()

13 end.

15 mult_loop() ->

16 receive

17 {process, ClientPid, Number, Context} ->

18 ClientPid ! {result, Number*2, Context},
19 mult_loop ()

20 end.

Listing 4.1: Manual Reference Management in Erlang

The function make_ref() generates a unique reference that guarantees each message
chain can be distinguished, providing robustness against concurrency effects and message
interleaving. This is a common distributed systems pattern for maintaining request
integrity in asynchronous communication. To make this more concrete, let us assume that
the trace o consists of the messages m;, my, and m3, and unfolds as follows:

m; = {process, <1.0.0>, 10, #Ref<1l.2>}
mp = {process, <1.0.0>, 20, #Ref<1l.2>}
mz = {result, 40, #Ref<1l.2>}

Given this trace, we can state that y(m) = y(mp) = y(m3) = Ref<1.2>, since all messages
in the chain share the same correlation token. This guarantees perfect causality tracking but
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comes at the cost of meticulous manual management, which quickly becomes error-prone
in large distributed systems.

The design relies on explicit context threading: every message must carry its correlation
token to preserve causal relationships across interactions. Developers are therefore
responsible for propagating metadata in every request and response. This tight coupling
between business logic and token management not only clutters the code but also amplifies
the risk of subtle mistakes. A single omission, forgetting to forward or validate a token,
breaks the causal chain, leaving downstream components unable to reconstruct the
intended flow. Such errors are notoriously difficult to trace and debug.

Beyond fragility, this approach forfeits the reliability and fault-tolerance benefits of
higher-level abstractions such as OTP. Because causality is handled ad-hoc, rather than
through established supervisory patterns, the system cannot leverage OTP’s guarantees
and often ends up re-implementing them manually. The result is a brittle, maintenance-
heavy architecture that demands rigorous developer discipline. While complete causality
tracking is achieved, it comes at the price of ignoring OTP’s proven design standards and
making it harder to establish a uniform behaviour for verification, since each manually

managed system tends to diverge significantly in style and structure.

4.2.2 OTP Management

To address the shortcomings of manual context management, the Erlang/OTP framework
introduces built-in reference handling through its gen_server behaviour and message-
passing primitives. In particular, every gen_server:call operation automatically gener-
ates a unique reference that binds a request to its corresponding response. This mechanism
relieves developers from explicitly managing correlation tokens while still providing a
degree of causality tracking. Concretely, when one process issues a call to another, the
recipient responds via its handle_call function, and both sides of this interaction are
internally linked by the same reference. In this way, the runtime itself ensures that each
response can be unambiguously associated with the originating request, offering a stan-
dardized form of causality tracking without additional developer effort. This behaviour
is illustrated in Listing 4.2.

1 % client call

> Result = gen_server:call(add, {process, 10}),
4 handle_call ({process, Number}, From, State) ->
5 MultResult = gen_server:call(mult, {process, Number}),

6 {reply, MultResult, State}.

8 handle_call ({process, Number}, From, State) ->
9 {reply, {ok, Number*2}, State}.

Listing 4.2: OTP Reference Management Example
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OTP generates references using the make_ref() function, creating one for every
(request, response) pair in order to correlate each request with its matching reply.
In the example of Listing 4.2, a reference REF is established between the client and the
add interaction, and another, REF», is created for the interaction between add and mult. The
abstraction underpinning this mechanism is straightforward: a process issues a request
and expects a response. This is the natural behaviour of call and handle_call operations
in OTP, which are designed primarily for synchronous communication.

Thatsaid, asynchronous designs can still benefit from OTP’s reference management. By
spawning a separate process to execute the call operation, and then manually returning
the result using gen_server:reply, developers can integrate OTP’s built-in correlation
into an asynchronous workflow.

While OTP provides excellent local causality, ensuring that each individual request is
correctly matched to its corresponding response, it does not extend this tracking across
an entire chain of requests. The function y, representing OTP’s internal correlation

mechanism, is thus limited to pairwise relationships:
y(requesti, responsei) = REF;

Due to the nature of these references, OTP cannot relate REF; and REF; as part of the
same logical request without additional information.

This limitation becomes evident in complex distributed systems, where understanding
end-to-end request flows is crucial for debugging, performance analysis, and, in our case,
verification. A monitor observing OTP references only sees independent request-response
pairs and cannot reconstruct complete causal chains spanning multiple actors. Conse-
quently, the set of properties we can monitor is constrained, although this partial visibility
is still valuable.

The OTP approach offers clear advantages. It imposes zero developer burden, since
no manual context management is required, and ensures automatic correlation: re-
quest-response pairs are always properly linked. Moreover, OTP provides fault tolerance,
handling failures and timeouts gracefully.

However, this model introduces notable limitations for system observability. Its
causality tracking is local, limited to immediate request-response pairs, preventing true
end-to-end tracing of user request flows. As a result, debugging operations that span
multiple services, or, in our case, multiple actors, becomes more challenging. Nevertheless,
OTP provides a standard foundation to work from, in contrast to the manual approach,

which requires developers to explicitly manage correlations themselves.

4.2.3 No Management, Working With Wrong Programs

This represents the worst-case scenario: raw Erlang programs with no reference man-
agement at all. Such implementations violate fundamental principles of concurrent

programming, resulting in systems that are unreliable, untraceable, and highly prone to
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race conditions. We assume that we will never deal with systems of this type, since they
fail to adhere to the basic structuring principles of Erlang programs.

Our focus is on verifying the logical properties of messages within a properly structured
Erlang system, not on whether the program itself is designed correctly. One of the key
assumptions we make about the systems we analyze is that they follow OTP standards.
These standards are proven to be correct and provide a uniform structure, which greatly
facilitates verification by ensuring predictable behaviour and a consistent coding style.

As a contrast, consider a poorly designed system using raw message passing without

any correlation mechanisms, shown in Listing 4.3.

1 start_client() ->
2 AddServer ! {process, self(), 10},

]

3 receive

4 {result, Result} -> Result % Could be anyone 's data
5 end.

6 add_loop() ->

7 receive

8 {process, ClientPid, Number} ->

9 MultPid ! {process, ClientPid, Number+10},
10 add_loop )

11 end.

12 mult_loop() ->

13 receive

14 {process, ClientPid, Number} ->

15 ClientPid ! {result, Number*2},

16 mult_loop ()

17 end.

18 malicious_loop() ->
19 ClientPid ! {result, 100}.

Listing 4.3: No Reference Management - Broken Raw Erlang

In such broken systems, not only is causality completely lost, but the overall manage-
ment of message flow collapses. Function y becomes undefined or maps all messages to a
meaningless global context, as discussed in Section 3.2.7.

This leads to severe systemic problems. Responses cannot be reliably correlated
with their originating requests, client isolation may be violated, and debugging becomes
nearly impossible. Non-deterministic behaviour can arise when identical inputs produce
different outputs depending on timing. Additionally, malicious or misbehaving processes
may send unexpected messages—for instance, a client might receive a message from an
unintended source, such as malicious_loop. Without proper error handling, messages
may reach the wrong recipients, causing processes to wait indefinitely and potentially
stalling the entire system. Such systems are fundamentally broken and unfit for practical

use. This underscores the necessity of proper reference management, whether manual or
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through OTP, to maintain causality, ensure correct message flow, and enable meaningful

runtime verification.

424 Why OTP Is Not Enought

As we have seen, using purely OTD, we are able to capture causal relations between pairs
of actors. For simple properties, this may suffice. For example, consider the property
@ = QO(sendserver — client {0k, Result} :Result > 10), which checks thatall responses
from the server to clients have a result greater than 10. Following OTP standards, a simple
monitor can successfully verify this property. Listing 4.4 shows what the trace looks like

to the monitor using Erlang’s tracing mechanisms:

| client sent message: [alias| #Ref<140989>, {echo,"Hello World!"}]
to server
2 client received: [alias| #Ref<140989>, {echoed, "Hello World!"}]

from server

Listing 4.4: OTP trace

As observed, the request from the client can be correlated with the server’s response
because both share the same reference. This is sufficient for monitoring simple interactions
like the one above. The challenge arises in more complex systems with multiple interacting

components. Consider the following scenario:
client — serverl — server2 — servers3

OTP internally maintains correct causal chains for each request-response pair. How-
ever, for an external observer, such as our monitor, each interaction generates a distinct
reference. The simplified trace, represented in Listing 4.5, shows that while we can corre-
late client with serverl, serverl with server2, and server2 with servers3, there is no

single reference linking the entire logical transaction.

I %% Client calls Serverl

#*%%* SEND: Client -> Serverl with REF #Ref<A>
3 *%*% RECEIVE: Serverl received REF #Ref<A>

4 %% Serverl calls Server2 (NEW referencel)

5 *%*%* SEND: REF #Ref<B>

Serverl
6 *** RECEIVE: Server2 received REF #Ref<B>

N

-> Server2 with

N

%% Server2 calls Server3 (ANOTHER

#*%% SEND: Server2 -> Server3 with
#%% RECEIVE: Server3 received REF
%% Responses come back with their

SEND: Server3 -> Server2 with
#%% SEND: Server2 -> Serverl with
#%*%* SEND: Serverl

new referencel)
REF #Ref<(C>
#Ref<C>
respective refs
REF #Ref<(C>

REF #Ref<B>

-> Client with REF #Ref<A>

Listing 4.5: Reference Correlation
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From the perspective of the monitor, each pairwise correlation is visible, but the overall
transaction remains fragmented. To enable end-to-end monitoring of complex properties
across multiple actors, we require a global causal reference that spans the entire chain of
messages belonging to the same logical transaction. This motivates the need for an entity
capable of assigning and propagating such references, ensuring full causal correlation
across all interactions.

4.2.5 Out Take On It

Our approach bridges the gap between the fine-grained control of developer-managed
contexts and the convenience of OTP’s automatic reference management. We target sys-
tems that follow standard Erlang/OTP patterns, primarily leveraging the gen_server
behaviour, and augment them with automated code instrumentation to enable end-to-end
causality tracking without requiring any manual intervention from developers. This auto-
mated context injection relies on specific architectural and communication assumptions
that are not arbitrary limitations but rather reflect best practices for building reliable,
observable, and traceable distributed systems. In particular, we assume that all participat-
ing processes consistently follow the OTP gen_server behaviour, providing predictable
request-response structures that our approach can instrument systematically. By ground-
ing our method in these assumptions, we can achieve complete causal tracking while
maintaining compatibility with existing OTP applications.

We leverage several key strengths of the OTP model. First, it benefits from standardized
communication patterns: althoughboth gen_server:call and gen_server:cast exist, we
focus on gen_server:call, since it provides automatic pairwise reference management,
ensuring that requests and responses are intrinsically correlated. Equally important is
OTP’s structured state management. Each gen_server maintains its own state, allowing
our context injector to seamlessly embed causality information without interfering with
the core business logic—context data is simply added to the process state. Additionally,
OTP provides a uniform message-handling interface through the handle_call callback,
giving us a consistent entry point to systematically apply context injection across all
services.

The proposed method presents several important advantages. It imposes no additional
burden on developers, as existing OTP code requires no manual modifications. At
the same time, it enables true end-to-end tracing, capturing complete request flows
seamlessly across service boundaries. Automatic propagation ensures that contexts
move transparently throughout the system, without any developer intervention. The
solution is fully backward compatible, so systems continue functioning correctly even if
the enhancement is not adopted.

In essence, our approach combines the best of both worlds: the complete causality and
precision of manual context management, with the convenience and robustness of OTP’s

automatic handling, while avoiding the limitations inherent in each individual approach.
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4.3 Assumptions and Design Principles

In addition to leveraging OTP’s gen_server:call and call directives, our approach
targets a specific architectural pattern to maintain clarity and enforce causal tracking:
the client-server model. In this design, clients serve as distinct logical entities, such as
users, external systems, or autonomous agents, that generate independent streams of
work by initiating requests. Server processes handle these requests and may, in turn, issue
requests to other servers, forming chains of causally related operations that span multiple
components.

To provide a concrete boundary for context creation, we assume the presence of a
client.erl module responsible for interacting with the system. Each clientissues requests
and awaits responses before initiating subsequent requests, ensuring that individual client
sessions maintain a clear causal flow. While multiple clients can operate concurrently,
the system is designed to handle their interactions asynchronously, without breaking the
integrity of each client’s request-response chain. This architectural assumption allows
our automated context injection to anchor contexts at the client boundary, providing
well-defined, traceable causal chains across the system.

This architecture naturally supports our context generation strategy: client interactions
mark the boundaries of causal chains, with each new client request potentially spawning
a fresh context. By anchoring context creation at the client boundary, we ensure that
causally related operations are consistently tracked throughout the system.

We further assume that complex operations are constructed through chains of service
calls. In this model, services communicate primarily using synchronous gen_server:call
operations, while still allowing for asynchronous execution when necessary by spawn-
ing separate processes. Every service in the chain adds value in some form, whether
through transformation, validation, persistence, or other business logic. Once the work
is completed, the final result propagates back along the same causal chain, ultimately
reaching the originating client. This preserves a clear and traceable flow of responsibility
throughout the system.

4.3.1 The Asynchrony Problem and Context Necessity

The introduction of asynchrony, an essential feature for building responsive and scalable
systems, disrupts the natural causality tracking inherent in synchronous execution. In our
target systems, multiple forms of asynchrony are present, each requiring explicit context
management to accurately relate messages and verify properties over them. This need
for contextual tracking is exemplified in Listing 4.6, where message relationships must be
preserved despite the non-deterministic order of execution.

Without explicit context tracking, a monitor observing these messages cannot deter-
mine which store operation corresponds to which client’s original request, making it

impossible to reason about their relationship. Using time as a heuristic is unreliable, as it
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% Time T1: Client A starts request

ClientA -> ServiceX: {process, data_a}

% Time T2: Client B starts request

ClientB -> ServiceX: {process, data_b}

% Time T3: ServiceX processes data_b first (scheduling)
ServiceX -> DatabaseY: {store, data_b}

% Time T4: ServiceX processes data_a

ServiceX -> DatabaseY: {store, data_a}

S I O N

o)}

N|

®

Listing 4.6: Concurrent Client Requests

offers no guarantees and may incorrectly correlate messages.

To address this, we can leverage the handle_call reference generation mechanism,
enabling us to maintain asynchrony in the system while spawning processes and replying
later. This approach, illustrated in Listing 4.7, allows us to preserve causal relationships
without sacrificing concurrency. The primary trade-off is the overhead of spawning
multiple processes; however, since Erlang is designed for efficient handling of large
numbers of processes, it can easily accommodate this approach, achieving both scalability
and reliable message tracking.

1 handle_call ({heavy_computation, Data}, From, State) ->

2 % Spawn worker to avoid blocking the main service
3 spawn(fun() ->
4 Result = perform_computation(Data),

a1

gen_server:reply(From, Result)
6 end) y
{noreply, State}.

N

Listing 4.7: Spawned Process Delegation

Our approach targets request-response distributed systems, which may incorporate
both synchronous and asynchronous processing patterns. These systems are defined by
operations where each request produces a corresponding response, providing a natural
form of operational traceability regardless of the underlying processing model used by
the target services.

The distinction lies in operational semantics rather than the execution model. Whether
a service handles requests synchronously or delegates them to background workers is
transparent to our context-assignment mechanism. What matters is that each request
ultimately generates exactly one corresponding response, ensuring reliable tracking and
reasoning about system behaviour.

4.3.2 The Context Injection Solution

Our automated context injection addresses common gaps in asynchrony and observability

by transparently carrying causal information throughout system interactions. Instead of
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requiring developers to manually manage correlation IDs or thread contexts across every
hop, the system automatically injects and propagates lightweight context metadata along
gen_server:call chains, ensuring that causally related operations are linked end-to-end.

From the moment a client issues a call, the context is attached to the message envelope
and travels with the call/response pair. This makes end-to-end tracing straightforward:
each service in the chain receives the context and returns results without any developer
intervention to pass or reconstruct correlation information.

New contexts are established at client boundaries, treating each client interaction as
the natural starting point of a causal chain. This design ensures that every logical request
stream is associated with a single, well-defined context, simplifying trace interpretation by
providing a clear entry point for each trace. It also reduces the risk of context contamination
that can arise when internal services create contexts arbitrarily.

The client entities, including users, external APIs, scheduled jobs, or autonomous
agents, naturally mark where new work enters the system. Typically, each client interaction
corresponds to a single logical operation that must be traced from start to finish. By
anchoring contexts at these boundaries, traces accurately reflect real-world operations
rather than arbitrary internal events.

Generating fresh contexts at the client boundary also helps maintain separation be-
tween causal chains: unrelated client requests are not conflated simply because they pass
through the same services. This design minimizes false correlations and makes it straight-
forward to answer questions such as “Which client triggered this sequence of events?”
without having to sift through noisy, intermixed traces.

Context creation scales naturally with the number of clients. As concurrent client inter-
actions increase, the system automatically produces independent causal chains without
additional coordination, keeping the tracing layer horizontally scalable and aligned with
the application’s inherent concurrency.

In practice, this approach provides strong observability with minimal developer effort,
though it carries pragmatic trade-offs. Maintaining context across spawned or delegated
work requires disciplined wrapper usage to ensure every process preserves the context
token. Additionally, achieving strict request isolation may necessitate some coordination
on the client side, for example, requiring clients to wait for a response before issuing a
follow-up request, which is the strategy employed in our work.

Our approach introduces several important advantages. It imposes zero burden on
developers, as existing OTP code requires no manual modifications. It also enables true
end-to-end tracing, allowing complete request flows to be captured seamlessly across
service boundaries.

Another benefit of creating contexts at client boundaries is session awareness: multiple
requests from the same client can be correlated as part of a session. However, strict request
isolation is not fully guaranteed, since achieving it would require treating each request
as a completely independent entity. In our approach, we accept the trade-off of using a

single context for all interactions from a given client. The monitor interprets messages to

83



CHAPTER 4. ACTORCHESTRA

enforce logical isolation between requests, often requiring clients to wait for a response
before issuing a subsequent request. This is necessary because, internally, all requests
from the same client share the same context, even though the monitor treats them as
separate logical units.

Our approach thus combines the best aspects of manual context management (com-
plete causality) with the convenience of OTP (automatic handling), while avoiding the
limitations of both approaches.

44 The Conductor

The conductor will be the central entity responsible for automatic context management
in the system. It operates externally, capturing system messages and communicating with
the monitor to provide a real-time view of system activity.

Serving as an oracle for every action in the system, the conductor ensures that all
interactions pass through it before proceeding further. In this section, we explore how the
conductor operates and the key nuances that must be considered when integrating it into
the system.

Naturally, introducing the conductor introduces some overhead. In addition to the
monitor that verifies system properties, the conductor executes the function y, capturing
all runtime messages and managing the contexts between them. While this adds compu-
tational cost, it provides precise causal tracking and consistent context propagation across

all system interactions.

4.41 Redirecting Calls

Call redirection to the conductor is the pillar of the monitoring system, serving as
the mechanism that preserves causal correlations between messages throughout the
distributed system. Without programmatic injection of context-tracking code, it would
be impossible to maintain causal consistency across actor interactions while keeping the
original application logic intact.

Instead of manually modifying source code, our approach leverages Erlang’s Abstract
Syntax Tree (AST) transformation capabilities via the parse_transform module. This
enables precise, surgical modifications at the compiled representation level, ensuring that
the original source files remain unaltered. The general structure is illustrated in Figure 4.1.

33
system under sysl:m ;::/Mr b conductor.erl
A on of.
sesutiny Ao 7| with context
i3
13
context
insector. erl

Figure 4.1: Instrumentation pipeline of ACTORCHESTRA
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A key modification is the transformation of every call request. Instead of a message
being sent directly to its original target, each call is redirected to the conductor, carrying
bothits original information and additional metadata required for context management. By
intercepting all messages in the system, the conductor ensures that every communication
passes through it. It assigns context references and delegates them whenever messages

belong to the same causal chain, enabling consistent end-to-end tracking.

This approach embodies the principle of transparent context injection. To illustrate,
consider a standard OTP-based client-server system shown in Listing 4.8 with the original

code.

1 % Client code - unchanged

2 handle_call ({send_number, Number}, _From, State) ->

3 Result = gen_server:call(central_server, {process, self(),
Number}),

4 {reply, Result, State}.

Listing 4.8: Standard OTP System Before Enhancement

Through parse-time transformation, our context injector automatically enhances the
code to re-direct the original call to the conductor, sharing the context and the module,

as depicted in Listing 4.9.

1 % Client code - automatically transformed
2 handle_call ({send_number, Number}, _From, State) ->
3 Result = conductor:call(central_server, {process, self(),

Number}, Context, client),
4 {reply, Result, State}.

Listing 4.9: After Automatic Context Injection

This transformation allows the system to implement the function y, which maps mes-
sages to their corresponding contexts. By routing all system actions through the conductor,
the injector ensures that contexts are consistently assigned and related, providing accurate

end-to-end tracking of causal chains.

Context if message belongs to established context
y(message) =
gen_context() if message initiates new context

The conductor forwards all messages to the monitor, generating specific signatures that
the monitor anticipates. Thanks to this context management, the monitor can distinguish
between different contexts and evaluate properties within each independently. In essence,

the conductor effectively simulates the y function.
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4.4.2 Injection Mechanisms

To enable context injection, each Erlang module must include the following compiler
directive in its header:

-compile(parse_transform, context_injector).

This flag instructs the Erlang compiler to process the module’s AST according to
the transformations defined in context_injector.erl, which analyzes the existing code
structure and applies the necessary modifications automatically.

The context_injector performs four primary categories of transformations: state
management enhancement, context reception handling, message call transformation, and
context extraction.

To start, the injector detects whether the module uses record-based or map-based state
management. Following OTP conventions, developers may choose either approach for
maintaining state. To accommodate this flexibility, the injector supports both record and
map-based state representations, ensuring that all system files can be correctly transformed
regardless of the underlying data structure.

In the OTP framework, a process’s state is formally an opaque value passed through
successive callback invocations. The runtime system imposes no restriction on its type: any
Erlang term is admissible. In principle, a process may maintain its state as a single integer,
a tuple, or even a list. However, both the Erlang/OTP standard library and idiomatic
application design show that structured representations, specifically records and maps,
are overwhelmingly preferred in practice [8, 29].

The rationale is twofold. First, records and maps provide semantic clarity by associating
symbolic names with fields, avoiding the positional ambiguities inherent in tuples or
lists. Second, they enhance reliability: records offer compile-time validation of field
access, while maps provide runtime flexibility to accommodate evolving state schemas
without extensive code modification. This duality reflects a key design trade-off in Erlang:
records dominate the OTP infrastructure, whereas maps are adopted due to their dynamic
evolution behaviour.

From a software engineering perspective, using records or maps balances efficiency,
readability, and maintainability in concurrent systems. The literature consistently rein-
forces this consensus: while arbitrary terms are technically valid as state, disciplined use
of records or maps is a hallmark of well-structured and robust OTP system [8].

Our context injection mechanism builds on these assumptions, specializing its transfor-
mations for the two idiomatic state representations in Erlang. In record-based modules,
the injector augments the record definition with an additional context field. In map-based
modules, context management is introduced via maps:put and maps:get operations.

This design ensures that the injected code remains aligned with established Erlang pro-
gramming idioms, thereby minimizing cognitive overhead for developers and maximizing

the maintainability of the transformed system. Crucially, it also reflects an aspect-oriented
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approach at the compiler level: rather than introducing an alternative representation of
process state, the injector integrates context propagation into the forms already recognized
as best practice within the community.

By constraining the mechanism to operate over records and maps, we simultaneously
achieve compatibility, clarity, and methodological soundness. While the Erlang runtime
permits unconstrained state representations, restricting the injection mechanism to the
dominant patterns constitutes a deliberate design choice: it anchors the system in con-
ventions that have proven effective in the construction of reliable, large-scale concurrent
systems. In doing so, it aligns the technical design of context injection with both the
theoretical foundations of OTP’s process model and the practical conventions of expert
Erlang development.

Therefore, the injector augments process state to include a dedicated context field. If
a state record is defined, a context field is added, and set up as undefined as its initial
value. When clients interact with our system, this value will constantly change. The

change can consulted in Listing 4.10.

| -record(state, {

2 existing_fieldl,

3 existing_field2,

4 context = undefined % Injected field
5 1.

Listing 4.10: Context addition in record

For map-based state handling, the injector introduces context operations via map: put
and map: get whenever we have to update the context value or retrieve, if it already exists.

The injection can be visible at Listing 4.11.

1 % Context storage

2 maps:put(context, Context, State).

3 % Context retrieval

4 maps:get(context, State, undefined).

Listing 4.11: Context addition in map based structures

In addition to injecting the context field, each gen_server is augmented with a
dedicated handle_call clause to receive and store context updates from the conductor.
To ensure atomicity, these updates are processed as a single message. In this clause,
the server receives the message from the conductor, updates the context variable, and
then invokes the original function within the module that would have been called by the
original requester.

The context value is replaced for each interaction, which is expected: as long as the
original message and its associated context are signaled to the monitor by the conductor
as an atomic pair, causal consistency is preserved. This mechanism is realized through the

with_context handler, which receives both the original request and the context from the
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conductor, updates the state accordingly, and executes the original function within the
same module. An implementation example of this handler is presented in Listing 4.12.

1 handle_call({with_context, Context, Msg}, From, State) ->
% Map-based:

N

3 StateWithContext = maps:put(context, Context, State),
4 % Record-based:
5 StateWithContext = State#state{context = Context},

6 ?MODULE:handle_call (Msg, From, StateWithContext);

Listing 4.12: with-context handler injection

4.4.3 Forward Propagation

As discussed, the most critical transformation involves rewriting all inter-process calls
to pass through the conductor. Specifically, each original call is replaced with a corre-

sponding call to the conductor. For example, consider the following original code:
Result = gen_server:call(TargetPid, process, Data).
we will have the following change:
Result = conductor:call(TargetPid, process, Data, Context, ?MODULE).

where the context is automatically extracted from the caller’s state and the ?MODULE
identifies the calling module for monitoring and tracing purposes. When a chain exists
in the system, the context is propagated forward throughout the interaction. Upon
completion of an operation, the result has to be delivered to the client, and the client’s
context needs to update accordingly.

This architecture ensures that the context flows across the entire chain of interactions,
with the conductor relaying all events to the running monitor. As the context propagates,
the injected with_context handle_call functions assign the current context to each
process, effectively maintaining context consistency across the full interaction chain of

request and response calls.

4.4.4 Back-Propagation

Back-propagation of the context does not require updating the state in every process it
passes through; this is already handled during forward propagation. The conductor
maintains all necessary information to provide a complete execution trace to the monitor,
so internal calls do not need to modify or store the context as results return in the chain.
However, the client process, being the anchor of the communication, must update its
injected context field. Since the client cannot automatically update this field during the
call, the context is piggybacked on the response. A special handling mechanism in the
client module extracts the context from the result and updates the client’s state accordingly.
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This is illustrated in Listing 4.13, enabling correlation of all subsequent requests from the
same client when needed.

I handle_call (operation, _From, State) ->

N

3 {Reply, NewContext} = conductor:call(...),
4 {reply, Reply, maps:put(context, NewContext, State)}.

Listing 4.13: Client processing of context

This extraction ensures that any subsequent interaction from the same client uses the
context established during the first interaction. Request isolation is preserved, as the
monitor can interpret each context independently within separate receive chains, while

still allowing correlation of messages originating from the same client.

4.4.5 Context Assignment

At the start of an actor’s life cycle, the context variable is initialized to undefined. As
the actor begins communicating within the system, the conductor assigns values to the
context to establish causal relationships between messages.

The conductor accomplishes this by sending the context through the special handler
injected into each actor (with_context). Upon receiving a message, the conductor checks
whether the context is already set. If not, it generates a unique reference using Erlang’s
built-in make_ref() function and shares this reference along with the original message
with the target actor.

The conductor achieves this by sending the context through the special handle_call
that we injected into each actor. The conductor receives a message, examines if the
context field has a value to it, if not it generates a unique reference, using Erlang built in
function make_ref (), and shares that reference with the target actor that was supposed
to receive the initial message and the original message at the same time.

The key concern is the correct assignment and sharing of context at the time of
interaction, since the conductor captures and replays this information to the monitor.
Multiple clients may overwrite a component’s context value, but as long as the pairing
of message and context is accurately shared with the conductor, causal consistency is
maintained.

Special attention is required when propagating context, both from the actors and the
conductor. Each actor maintains a context field, which may be overwritten throughout
its life cycle. As long as the correct context is associated with each message, causal
consistency is preserved. To ensure this, the context must be extracted before sending it
to the conductor.

In Erlang, it is considered good practice to avoid letting spawned processes access
mutable state directly. The context must be captured before spawning, particularly when
the system employs OTP gen_server:call and asynchronous behaviour, as discussed
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in Section 4.3.1. Without this precaution, the system might inadvertently propagate an
incorrect or outdated context.

To address this, we inject a single line of code that extracts the context at the beginning
of the handle_call, ensuring that any spawned process receives the exact context active
when the call was initially handled. The implementation is shown in Listing 4.14.

| handle_call ({process, Data}, _From, State) ->

2 Context = State#state.context,

3 spawn(fun() ->

4 Result = conductor:call(Target, Msg, Context, ?7MODULE),
5 gen_server:reply(From, Result)

6 end)

Listing 4.14: Correct context extraction

4.4.6 Concurrency and Dead-Locks

The conductor inevitably introduces some overhead, as all messages must pass through it.
To minimize interference with the system, the conductor leverages asynchrony wherever
possible, enabling multiple messages to be routed concurrently and making it suitable for
highly concurrent scenarios.

Asynchrony is also essential to prevent deadlocks. Since all processes communicate
with the conductor, a chain of dependent events could cause the conductor to block
if it processed messages synchronously. For example, if a response depends on the
actions of another process, a synchronous conductor might stall when the dependent
process attempts to interact with it. By handling message redirection asynchronously, the
conductor avoids such deadlocks. Thus, asynchrony is not merely an optimization for

performance, it is a requirement for correct orchestration.

4.4.7 New Signatures

With the conductor managing contexts, the monitor no longer requires Erlang’s built-in
tracing tool. The conductor handles message tracking and forwards only the relevant in-
formation to the monitor, specifically, the messages that the monitor is expecting according

to the property being verified.

This approach significantly reduces overhead. In dynamic systems, traditional tracing
mechanisms capture all system events and then filter out irrelevant ones, which is costly.
With the conductor, only the relevant communications are sent to the monitor. Messages
outside the scope of the property are automatically ignored, simplifying monitoring and
focusing only on meaningful events. Instead of relying on the built-in tracing signatures,
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such as:

{trace, Pid, send, Msg, To}
{trace, Pid, ’receive’, Msg}

{trace, Pid, return_from, Module, Function, Arity, ReturnVal}

we can disable these tracing mechanisms and rely on the messages produced by the

conductor, which follow a simple signature:
{Sender, Receiver, Message, Context}

This simplifies monitor design, as it only needs to handle messages in the conductor’s
format, while the attached context enables causal reasoning between different messages in
the system. Although it would be possible to retain the tracing mechanisms and augment
each message with context, doing so would unnecessarily increase overhead, which is
avoided by relying solely on the conductor.

4.5 Conductor re-direction

As introduced earlier, the conductor injects a context field into the system. This context
may be overwritten multiple times, depending on the different interactions taking place.
Naturally, it is crucial to ensure that each message is consistently associated with the
correct context. To guarantee this, the conductor sends messages as tuples, preserving
atomicity between the message and its context.

Consider a simple system with two modules: client.erl and server.erl. Clients
can send messages to the server, which simply echoes them back. Even in this simple
setup, concurrency issues can arise if context handling is not performed carefully.

Whenever a message is sent from the client to the server, the call is redirected
to the conductor. The original call from the client is transformed into a call to the
conductor, including both the message and the destination process. The following

interaction illustrates this behaviour:

clientl — server

client2 — server

will be transformed into the following interactions with the conductor:

clientl — conductor
conductor — server
client2 — conductor

conductor — server
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The conductor forwards messages to their intended recipients along with the associ-
ated context. To achieve this, the conductor first determines whether the message should
be propagated with an existing context or if a new context should be generated for a
fresh interaction. This is handled by a dedicated call endpoint, which all other processes
invoke. The handler inspects the message to check for an existing context and either reuses

it or generates a new one as needed, as illustrated in Listing 4.15.

1 call(To, Msg, undefined, Module) ->
2 Context = make_ref(),
3 gen_server:call (?MODULE, {send_with_context, To, Msg,
Context, Module});
4 call(To, Msg, Context, Module) ->
gen_server:call (?MODULE, {send_with_context, To, lsg,
Context, Modulel}l).

&3]

Listing 4.15: Conductor Context Assignment

Next, the conductor invokes its internal method responsible for redirecting the original
message, capturing the response, and reporting all interactions to the running monitor.
To avoid deadlocks and optimize performance, the conductor spawns worker processes
to handle message redirection, which is especially important under high concurrency
with multiple clients. This mechanism is illustrated in Listing 4.16. It is important to
distinguish between the client module and other modules: for the client, the context

must be propagated back so that it can be stored locally.

I handle_call ({send_with_context, To, Msg, Context, Module}, From,

State) ->
2 ToModule = get_target_module(To),
3 monitor ! {Module, ToModule, Msg, Context},
4 spawn(fun() ->
5 worker_process(To, Msg, Context, Module, From, ToModule)
6 end),

7 {noreply, State}.

9 worker_process(To, Msg, Context, Module, From, ToModule) ->
10 Reply = gen_server:call(To, {with_context, Context, Msg}),
11 FinalReply = case is_client_module(Module) of

12 true -> {Reply, Context};
13 false -> Reply
14 end,

15 monitor ! {ToModule, Module, Reply, Context},
16 gen_server:reply(From, FinalReply),
17 end.

Listing 4.16: Conductor Re-direction of Messages

92



4.6. SYSTEM SYMPHONY

The proposed solution introduces a wrapper-based architecture that fundamentally
changes how context propagation occurs in inter-process communication. Instead of
transmitting context and original messages separately, which can create race conditions
and synchronization complexities, the system embeds contextual information directly
within the message payload using a specialized envelope pattern. This effectively trans-
forms the traditional two-message protocol into a single atomic operation.

The core innovation is the context injection handler at the receiving process level. When
atarget process receives a message of the form {with_context, Context, OriginalMessage},
the injected handler immediately extracts the context, updates the process state with this
information, and delegates the original message to the appropriate receiver.

4.5.1 Monitor’s Melody

The monitoring component provides comprehensive observability into the causal flow
of messages across the distributed system. The monitor receives notifications for each
message transmission, including both outbound messages and their corresponding re-
sponses, along with the associated context identifier. This bidirectional tracking enables
the construction of complete request-response cycles that can be correlated across arbitrary
process topologies.

The monitor’s effectiveness relies on the atomic nature of the context injection mech-
anism. Because the context and message are transmitted together as a single unit, the
monitoring system obtains a consistent view of the causal chain without the temporal
ambiguities that would arise from separate transmissions. Each monitored interaction
includes the source module, destination module, message content, and context reference,
providing sufficient information to reconstruct the full execution trace.

This approach is particularly valuable in complex distributed workflows, where a
single client request may trigger cascading operations across multiple services. The
monitor can follow these operations as they propagate through various processing stages,
preserving causal linkages that support debugging, performance analysis, and end-to-end

request tracing.

4.6 System Symphony

Our monitoring approach addresses the fundamental challenge of maintaining coherent
operation traceability in distributed systems through a deliberate architectural choice
that combines context management with mandatory client API abstraction layers. This
design reflects the recognition that effective distributed system monitoring requires careful
consideration of both technical implementation constraints and natural system interaction
patterns.

Depending on the system that we are working with, the way that we perform this
causality tracking changes drastically, and in some systems, such as publish-subscribe
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architectures, our approach breaks completely. Therefore, we must focus on one type of
architecture, since tackling all the possible ones would be nearly impossible.

Ourapproach targets distributed systems that follow the actor-based model, specifically
the client-server interaction pattern implemented using Erlang OTP gen_server:call.
These systems exhibit request-response interaction patterns, where each operation has an
initiator (the client) that waits for a response. Examples include traditional client-server
systems, service interactions with request-response cycles, pipeline architectures, and
microservice architectures. The key characteristic is that all supported systems share the
fundamental property that each request produces a response, enabling traceability and
context management.

Clients serve as the points where new contexts enter the system, providing a controlled
mechanism for context creation. Without this client-driven context injection model,
server processes would retain static contexts indefinitely, leading to context pollution,
where unrelated operations become incorrectly associated across different client sessions.
By isolating contexts at the client level, context boundaries align naturally with client
interactions, preventing context staleness in long-running server processes.

This architectural choice addresses a critical challenge that arises in systems lacking
client-level context management. In scenarios where clients interact directly with the
system, such as via terminal interfaces or direct protocol access, the system might rely on
internal databases or session stores for client identification. However, without client-side
context preservation, each interaction is treated as an isolated event. When multiple
requests originate from the same logical client session, the lack of maintained context state
prevents the establishment of proper causal relationships, even when these relationships
reflect important operational dependencies.

Despite the constraints imposed by sequential operations at the client level, this ap-
proach effectively addresses a substantial portion of distributed system architectures
commonly encountered in enterprise environments. Examples include HTTP API interac-
tions, service-to-service communications, database transaction sequences, and traditional
request-response patterns. These scenarios exhibit natural session boundaries that align
well with our monitoring model, providing comprehensive observability while maintain-

ing clear boundaries regarding its intended application domain.
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CHAPTER

EVALUATION

We perform two different evaluations, in two different systems: a simple arithmetic system
performing addition and multiplication, and a more complex chat room management
system, similar to the one introduced in Chapter 2. The goal is to quantify the performance
overhead of introducing the conductor and monitors alongside the system and understand

the trade-offs between runtime property verification and unmonitored execution.

5.1 Experimental Set-up

The evaluation is conducted by running the same deterministic workloads on both a
baseline system (unaltered original code) and its instrumented counterpart, which includes
code injection, the conductor, and monitors. To reduce bias, the execution order of baseline
and instrumented versions is randomized. Each experiment is repeated 10 times, and
results are reported as mean values. For both systems we measured the total time it takes
to perform these requests, to calculate the total overhead, the latency degradation and
throughput degradation, since working in concurrent systems these metric offer valuable
insides and are more valuable then simply the execution time. For the calculator system,
we developed a script that connects multiple clients to the system, and then for each will
execute a determinant amount of send requests to the system. We perform this evaluation
to different numbers of clients and requests per client. As for the chat system, we simulate
a more real interaction, where we have multiple clients, each joining a given room and
posting messages into it, trying to simulate a real chat room with clients.

When benchmarking Erlang systems, certain precautions are essential to ensure
reliable measurements. One of the most critical aspects is accounting for the warm-
up phase of each run. Executing benchmarks immediately after startup can introduce

measurement artifacts, as the Erlang VM employs a lazy-start architecture [10]. Allowing
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the system to warm up stabilizes performance and produces results that more accurately
reflect steady-state behaviour. This is easily spotted in plots that exhibit performance
spikes in the initial set of data points. Such erroneous readings can be minimised or
eliminated if a series of warm-up requests are performed before the actual experiment

started. Doing this ensures that we reduce the erroneous readings.

5.2 Addition and Multiplication

Consider a system where a client interacts with an entry point, which is the central
process. A client will be able to send a connect request to this given system, and while
being connected he can send numbers to it. This system is supposed to add 10 to the
number the client sent and then multiply it by 2. The structure , alongside with the
signatures of the messages to perform the number addition and multiplication is depicted
in Figure 5.1.

{process, PID, Number} {process, Number} {process, Number}
client central add mult
{ok, Result} {ok, Result} {ok, Result}

Figure 5.1: Addition and multiplication system
An interaction with this system can be observed by the following trace:
o = {process, <0.1.0>, 10}{process, 10} {process, 20} {ok, 40} {ok, 40} {ok, 40}

This systems is structured as a pipeline, which is one of the classic architectures in
some Erlang systems, where a process makes a requests and multiple processes work
together in an established order to perform something over that request. The result will
then piggyback to the client after all the interactions completed. Note that, even if the
client has to wait before performing another request, the system itself is able to deal
asynchronously with multiple clients by spawning processes to deal with each client
request, responding when such process finishes its job.

After augmenting the system with our code injection, the communication flow changes
significantly. Instead of processes interacting directly, all messages are now routed
through the conductor. Every occurrence of gen_server:call is transformed into
conductor:call, effectively re-directing communication through this intermediary. The
conductor does not alter the contents of the messages; it simply forwards them to their
intended recipients. At the same time, it reports every observed interaction to a dedicated
monitor. This monitor is deployed alongside the system and receives the messages with
their associated context, enabling runtime property verification. The resulting architecture
of the instrumented system is illustrated in Figure 5.2.
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Figure 5.2: Conductor as hub routing all messages

Depending on the property that we are monitoring for, the monitor can have a more
complex structure, or follow a simpler receive chain structuring. A natural property is to
verify if the system as a whole behaves correctly, that is, if the number that a client sends
is indeed proceed correctly. In order to do that we could specify the following property
in WATLZ:

1 OMEGA(

2 send {client -> central} WITH {process, _, Number} : TOP;

3 send {central -> add} WITH {process, Numberl} : TOP;

4 send {add -> mult} WITH {process, Number2} : Number2 ==
Number1+10;

5 send {mult -> add} WITH {ok, Result} : Result == Number2 * 2

The monitor generated for this property is straightforward: it consists of a sequence of
receive statements, each responsible for checking the property at its corresponding step
in the chain.

The experiments were conducted first with a single client interacting with the system
and then with multiple concurrent clients. Across both scenarios, the outcome is consistent:
ACTORCHESTRA introduces noticeable overhead. This result is expected, as every message
must be routed through the conductor, which assigns context, forwards the message to
the intended process, and simultaneously reports it to the monitor. While this makes the
conductor a performance bottleneck, it is a necessary trade-off for guaranteeing causality
tracking and propagation. The results, shown in Figure 5.3 and Table 5.1, confirm the
theoretical expectation: any architecture that centralizes message handling and couples it
with monitoring inevitably incurs additional cost. Systems that natively embed causality
within their design would experience lower overhead, but in our case, this mechanism is

essential to ensure correctness.

97



CHAPTER 5. EVALUATION

—@— Baseline
=@— Instrumented

102 4

Total Time (ms)

T T T T T
500 1000 2000 5000 10000
Number Of Requests

Figure 5.3: Single Client Performance - Baseline vs Instrumented

Clients Req/Client Total Req Baseline (ms) Instrumented (ms) Overhead (%)

1 500 500 11.9 25.9 119.0
1 1000 1000 21.6 42.1 95.5
1 2000 2000 36.6 69.1 89.6
1 5000 5000 65.3 120.5 85.3
1 10000 10000 102.4 209.3 105.4

Table 5.1: Single-client benchmark results

The calculator system evaluation reveals important characteristics of our instrumenta-
tion overhead. Under single-client conditions, we observe an initial overhead of 119% for
light loads (500 requests), which decreases to approximately 105% as the system handles
heavier loads (10,000 requests). This trend indicates that our instrumentation exhibits
favorable scaling properties, the relative cost of causal tracking and monitoring does not
spike exponentially as the system processes more requests. The performance of our system
when there are multiple clients can be visualized in Figure 5.4 and the detailed data in
Table 5.2.

The multi-client results demonstrate how our instrumentation behaves under concur-
rent access patterns. Across different client configurations (2, 4, 8, and 16 clients), the
overhead stabilizes in the 65-131% range, with most configurations converging around
100-130% overhead. Notably, the overhead does not exhibit exponential growth with client
count, indicating that our conductor’s message coordination mechanism scales reasonably
well with concurrency.

The process of assigning causal context to each message introduces computational

overhead that varies significantly based on request patterns. The data suggests this
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Figure 5.4: Multiple Clients Performance - Baseline vs Instrumented

overhead is not simply proportional to request volume, but rather depends on the temporal
distribution of requests and the resulting process scheduling behaviour.

Real distributed systems are inherently concurrent, and our framework demonstrates
that instrumentation overhead remains bounded and predictable under multi-client sce-
narios, ranging from 42.5% to 131.7%. Crucially, the overhead does not grow exponentially
with increased concurrency, suggesting that the architecture scales in a controlled manner

even under realistic, concurrent workloads.

5.3 Chat System

In order to study the impact of our framework in a more complex system, we will also
benchmark the performance overhead over a chat room system, similar to the one provided
in Section 3.8.

The idea of this system is that the clients will register into a main server, and then
they will be able to join different chat rooms and send messages to those chat rooms. The
system would be composed of three main components, the chat_server that is the entity
communicating with the client, the chat_room which will correspond to each chat room
created by the chat_server, and lastly a registry_server that will register and manage
the clients into the system. As stated, there will always be the client entity which serves
as the entry point to the communication with the system. What we will study in this
evaluation, are two different version of this chat system.

The first one, called no-broadcast version, will behave differently from the broadcast
version. Simply put, in the no-broadcast version, whenever a client posts a message it
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Clients Req/Client Total Req Baseline (ms) Instrumented (ms) Overhead (%)

2 500 1000 24.8 35.1 42.5
2 1000 2000 42.9 70.0 63.6
2 5000 8000 122.1 231.9 91.5
2 10000 16000 202.8 420.8 108.1
4 500 2000 34.7 63.7 84.4
4 1000 4000 57.9 95.2 65.1
4 5000 16000 171.7 353.3 106.5
4 10000 20000 318.0 675.6 113.1
8 500 4000 47.5 80.8 71.1
8 1000 6400 73.3 128.1 75.2
8 5000 20000 236.6 540.5 129.7
8 10000 24000 454.6 1031.9 128.5
16 500 6400 64.3 117.2 83.6
16 1000 12800 105.1 208.9 99.7
16 5000 24000 492.8 1138.5 131.7
16 10000 48000 945.3 2166.7 129.6

Table 5.2: Multi-client benchmark results for calculator system

will simply be logged into a file, and in the broadcast version we will actually broad-
cast the message to all the clients in the room in an asynchronous fashion, using the
gen_server:call directive. The interaction schema and the monitored property are the
same as those introduced in Section 3.8.1, namely verifying that all registered clients in
the system post messages exclusively in the rooms they have joined.

5.3.1 No Broadcast Version

Our evaluation across different client configurations reveals that the message processing
overhead maintains remarkable consistency. As the system scales from 5 clients sending
30 messages each to 200 clients sending 10 messages each, the overhead stabilizes between
127% and 145%. This narrow range demonstrates that our architecture handles the
increased coordination complexity without exponential performance degradation.

The configuration with 200 clients shows the highest overhead at 144.9%, which is
expected as the conductor must coordinate a larger number of concurrent message streams.
However, the fact that this represents only a 17.7% increase over the lightest configuration
(5 clients at 127.2% overhead) indicates excellent scalability characteristics for our causal
tracking mechanism. The results of the chat system benchmarks is visible in Figure 5.5
and Table 5.3.

The results are slightly higher compared to the addition and multiplication system,
primarily because that system was a “toy example,” whereas the chat system reflects
the complexity of a real-world distributed environment. Unlike the simpler case, the

chat system requires explicit state management, more intricate message patterns across
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Figure 5.5: No-Broadcast System: Message Processing Time

Clients Msg/Client Total Msg Baseline (ms) Instrumented (ms) Overhead (%)

5 30 150 38.3 87.0 127.2
10 30 300 68.7 159.5 132.2
20 30 600 129.4 303.4 134.5
50 20 1000 2249 534.3 137.6

100 10 1000 259.8 602.7 132.0
200 10 2000 428.1 1048.4 144.9

Table 5.3: No-Broadcast System: Message Processing Time Table

processes, and persistent storage, all of which contribute additional overhead.

Each user triggers multiple instrumented operations across the system, such as: con-
necting, joining a room, sending messages to that room, joining another room, disconnect-
ing from the system. The patterns of interactions are way much complex, which results in
more messages sent to the conductor.

The increased complexity of the monitor itself also contributes to the overall system
overhead. Unlike in simpler settings, the monitor in this scenario can spawn sub-monitors
to check property satisfaction and route messages to the appropriate instance. Combined
with the higher volume of messages being funneled through the conductor and the
intricate structure of the monitoring framework, these factors compound the cost. In
effect, both the system’s orchestration and the monitoring infrastructure become more
demanding, amplifying the overhead in this already complex environment.

The latency measurements, presented in Figure 5.6 and Table 5.4, reveal the most
direct impact of our instrumentation on user experience. Across all test configurations,
the instrumented version consistently exhibits approximately double the latency of the
baseline system. The latency and throughput measures, were calculated with the time of
the messaging phase of the system, in order to ignore potential noise and focus on the

actual work of the system.
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Figure 5.6: No-Broadcast System: Average Latency Comparison

The chat system evaluation provides additional insights into real-world performance
characteristics. Message processing overhead ranges from 127% to 145%, while latency
consistently doubles compared to the baseline. Latency measurements show the instru-
mented version achieving approximately 50% of baseline performance, which represents
the most significant impact of our approach.

Clients Msg/Client Total Msg Base Lat (ms) Instr. Lat (ms) A Lat (%)

5 30 150 1.0 2.6 61.5
10 30 300 2.0 4.8 58.3
20 30 600 3.9 9.2 57.6
50 20 1000 10.1 22.6 55.3

100 10 1000 20.4 45.0 54.6
200 10 2000 36.6 77.8 52.9

Table 5.4: No-Broadcast System: Average Latency Table. A Lat (%) = degradation from
baseline.

The throughput analysis, depicted in Figure 5.7 and Table 5.5, provides insight into
the overall system capacity under our instrumentation. The baseline chat system achieves
throughput ranging from approximately 4,800 to 5,300 messages per second across differ-
ent client configurations. Under instrumentation, this drops to a consistent range of 2,000
to 2,500 messages per second.

The throughput limitation stems from the sequential nature of causal context assign-
ment in the conductor, each message must be processed to determine its place in the
causal chain before it can be forwarded.

Despite this reduction, the instrumented system still maintains substantial capacity
for development-time evaluation. Processing 2,000+ messages per second provides ample

performance for testing complex interaction scenarios, load testing with realistic user
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Figure 5.7: No-Broadcast System: Throughput Comparison

counts, and validating system behaviour under stress conditions.

Clients Msg/Client Total Msg Base Thpt (msg/s) Instr. Thpt (msg/s) A Thpt (%)

5 30 150.0 5193.5 2026.2 61.0
10 30 300.0 5074.3 2082.2 59.0
20 30 600.0 5176.9 2162.6 58.2
50 20 1000.0 4907.6 2180.2 55.6

100 10 1000.0 4792.2 2136.9 55.4
200 10 2000.0 5272.3 2460.7 53.3

Table 5.5: No-Broadcast System: Throughput Table. A Thpt (%) = degradation from
baseline

5.3.2 Broadcast Version

When benchmarking our system, we depared ourselves with some very interesting results
regarding the broadcast version of the chat system, which was the initial implementation
that we intended for it. We conducted the same experiments, with the same configurations
and deterministic actions for this version, and the conclusion can be visible in Figure 5.8
and Table 5.6.

Examining the data reveals a markedly different outcome compared to the no-broadcast
version: the observed overhead is significantly lower and decreases as the workload
increases. This behaviour can be attributed to the amortization of the instrumentation
cost across a higher volume of system activity. In this broadcast scenario, each message
is sent to all clients in the chat room, causing the system’s core workload to grow more
rapidly than the instrumentation overhead. As a result, the relative cost of monitoring
diminishes over time, a dynamic that does not occur in the simpler no-broadcast version,
where instrumentation dominates due to the lower overall workload. Here, the additional

103



CHAPTER 5. EVALUATION

=@~ Baseline
=il Instrumented

104

Message Time (ms)

T T T T T T
5C 10C 20C 50C 100C 200C
Test Configuration

Figure 5.8: Broadcast System: Message Processing Time

Clients Msg/Client Total Msg Baseline (ms) Instrumented (ms) Overhead (%)

5 30 150 97.5 141.5 45.0
10 30 300 285.5 348.6 221
20 30 600 930.5 1112.4 19.5
50 20 1000 3675.9 4080.0 11.0

100 10 1000 7524.5 8017.5 6.6
200 10 2000 31209.0 32467.3 4.0

Table 5.6: Broadcast System: Message Processing Time Table

work associated with broadcasting messages effectively spreads out the monitoring cost
of ACTORCHESTRA, demonstrating that in real-world concurrent systems, the impact of
instrumentation can be mitigated. This efficiency gain is further facilitated by the fact
that broadcasts are handled via the cast OTP directive, a "fire-and-forget" operation that
bypasses the conductor, avoiding extra routing overhead. The effect of this design choice
is illustrated in Figure 5.9.

This is also observable in the throughput analysis, as in this broadcast version the
system suffers in the throughput, since the work per message escalates with the client
count, making the system saturated with the broadcast work, as visible in Figure 5.10
and Table 5.7. Throughput collapses because each message triggers massive coordination,
compared to is counter part, the no broadcast version, where the system can leverage from
concurrency better at scale due to the non-existent coordination overhead between clients.

This gives us a very interesting insight, that both versions of the system are getting
closer to each other, due to the amortized cost and the real big chunk of work similar in
both version is the broadcasting of the messages.

The current results are particularly interesting because the dominant workload (mes-
sage broadcasting) is now outweighing the impact of instrumentation. As the number
of clients grows, broadcasting becomes increasingly costly, causing the runtime of both
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Figure 5.9: Instrumentation Overhead: Amortization Analysis
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Figure 5.10: Broadcast System: Throughput Comparison
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Clients Msg/Client Total Msg Base Thpt (msg/s) Instr. Thpt (msg/s) A Thpt (%)

5 30 150.0 1711.1 1156.5 32.4
10 30 300.0 1116.7 913.4 18.2
20 30 600.0 670.0 566.6 15.5
50 20 1000.0 287.7 262.4 8.8

100 10 1000.0 149.1 140.8 5.6
200 10 2000.0 714 68.7 3.7

Table 5.7: Broadcast System: Throughput Table. A Thpt (%) = degradation from baseline

systems to converge. This also explains the throughput values we are seeing, since the

scaling behaviour introduces a degradation effect on system performance.

5.4 Conclusions

These performance characteristics must be contextualized within the intended use case
of our instrumentation framework. The primary value proposition lies not in production
deployment, but in development-time verification where runtime property checking
provides immediate feedback on system correctness.

During development, engineers routinely tolerate substantial performance penalties
from debugging tools, profilers, and testing frameworks in exchange for deeper insight
into system behaviour. In this context, our measured overhead of 100-150% is far from
prohibitive, particularly given the unique advantage it offers: the ability to detect causal
property violations at runtime. Without such monitoring, these issues might remain
hidden until late in deployment or emerge as subtle, hard-to-diagnose bugs in production.

The introduction of an intermediary routing entity fundamentally changes Erlang’s
native message passing semantics. Instead of direct process-to-process communication,
all messages must traverse the instrumentation layer, introducing additional copying and
routing decisions. Although runtime property verification introduces some instrumenta-
tion overhead, the benefits far outweigh the costs. It enables early detection by catching
issues during development rather than letting them surface as production failures. It also
provides rich causal context, recording the full sequence of events that led to a violation
so developers can understand not just what went wrong but why. Verification happens
automatically, eliminating the need to manually construct exhaustive test cases for every
execution path. As a result, developers gain greater confidence that their distributed
systems preserve the desired properties, even in complex and highly concurrent scenarios.

More importantly, in the broadcast version of the chat system the overhead decreases
drastically, ranging from 45%-4%, due to the amortized cost of the underlying operations
that a system performs. The conclusion we can take from this is the overhead impact
of our instrumentation depends not only on the workload applied to the system, but
also the whole system architecture itself, where in some systems the instrumentation
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cost is what makes a bigger impact into the system performance, where in others it gets
amortized by the true work load of the system. This makes our framework suitable in
real world distributed systems, where we can mask the potential degradation that the
instrumentation implies.

The same instrumentation framework exhibits dramatically different overhead profiles
when applies to architectures with different computational complexities per operation.
This demonstrates that architecture-workload interaction is an critical factor in the dif-
ferences we have seen in the time executions, where lightweight systems show poor
instrumentation amortization, yet still acceptable for the development and debugging
phase, while in more complex distributed systems, with asynchronous background work,
it shows a better amortization.

ACTORCHESTRA is not a framework to be compared to profiling tools that do not impact
the system in such a way. It is a framework that is used in the production and debugging
phases of development where speed and latency are not as important as in production.
The tool provides complete causality tracking between messages, and property verification
at runtime, catching violations of properties that other traditional methods might miss.
It opens the door to formal verification in distributed system resolving around the actor-
based model.

Our results also reveal clear avenues for optimization to reduce overhead. The through-
put limitations observed in the chat system indicate bottlenecks within the monitoring
pipeline, which could be alleviated through approaches such as decentralized conductors
or distributed worker pools. Furthermore, the relatively stable overhead across varying
client counts demonstrates the framework’s inherent architectural scalability, highlighting
significant potential for further refinement and performance improvements.

Rather than serving as a general-purpose commercial monitoring solution, our frame-
work is intended to complement manual testing and post-hoc debugging. In distributed
systems, where diagnosing subtle bugs can consume days of investigation, the additional
overhead incurred during controlled verification phases is a worthwhile trade-off. The key
consideration is not the overhead itself, but the value of detecting causality violations early
in development. For many systems, this benefit is substantial. In summary, the framework
should be viewed as a specialized runtime verification tool, tailored for development and
testing scenarios, providing guarantees and insights that conventional debugging and

production monitoring alone cannot deliver.
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RELATED WORK

This chapter positions WALTZ and ACTORCHESTRA within the broader runtime verifica-
tion landscape, highlighting how our context-aware approach overcomes fundamental
limitations in monitoring concurrent actor systems. We evaluate existing specification
languages and tools along three key dimensions: their capacity to process execution traces
obtained from real running systems, their support for context-aware verification, and their

mechanisms for correlating variables across interacting actors.

6.1 Runtime Verification Landscape

Runtime verification tools can be classified along several critical dimensions that deter-
mine their suitability for actor-based systems. One axis is the monitoring approach: some
tools operate on live execution traces directly from a running system, while others analyze
pre-defined logs of actions, even if those logs originate from real executions. Another
dimension is concurrency support, which ranges from tools that assume sequential execu-
tion to those capable of context-aware verification that accounts for asynchronous message
passing and causal relationships. A third dimension concerns property scope, spanning
from monitoring single components in isolation to verifying system-wide invariants that
involve multiple interacting actors.

Most existing RV approaches struggle when applied to actor-based systems because
they either presuppose sequential execution or restrict verification to individual com-
ponents. Actor systems, however, are inherently concurrent, built on asynchronous
communication and causal message relationships that may extend across multiple hops in
an interaction chain. The remainder of this chapter surveys existing languages and tools
along these dimensions, setting the stage for our novel approach, which enables practical
runtime verification of context-aware properties in concurrent actor-based systems.
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6.2 Specification Languages

This section provides an overview of various specification languages introduced by the
RV community, highlighting their characteristic and applications.

6.2.1 Linear Temporal Logics

Linear Temporal Logic (LTL) [67] and its extensions express system properties through
temporal operators over global state sequences. While powerful in sequential contexts,
these approaches face fundamental challenges when applied to actor systems, as discussed
in Section 3.1.

LTL, [42] introduces the idea of revocable verdicts. In standard runtime monitoring,
verdicts must be absolute—once produced, they cannot change. LTL, extends the verdict

II?/I

domain from three values (T, L, “?”) to four: true (T), false (1), potentially true (T.),
and potentially false (_L;). This allows monitors to capture a broader range of properties,
though at the cost of sometimes never reaching a definitive conclusion. The guarantees
remain limited to soundness [2], making LTLs; more of a semantic refinement than a
fundamental solution to the limitations of temporal logics.

Metric Temporal Logic (MTL) augments LTL with explicit timing constraints [53]. For

example, in the running example from Chapter 2, we could define:

O (enter — (O(0,20) post))

Here, O(9,20) specifies that an event must occur within 20 time units. While this enables
reasoning about deadlines and bounded response times, features absent in basic LTL, the
reliance on global timing assumptions limits its applicability in distributed actor systems,
where message delays vary unpredictably.

Metric First-Order Temporal Logic (MFOTL) [13] extends MTL by adding data pa-
rameters and first-order quantifiers, significantly increasing expressiveness. Tools such as
MonPoly [14] and WHYMON [61] demonstrate MFOTL's practical utility. The monitorable
fragment of MFOTL, formally defined in [13], imposes restrictions on quantifier usage
while still allowing a wide range of properties to be monitored at runtime. For instance,

in the running example, we could write:
OVxVy : entered(x,y) — (0,20 post(x)

This property expresses that in every room, if a person x entered it, then x must post
within 20 time units. Despite this expressive power, MFOTL inherits temporal semantics
that assume perfect global synchronization, an unrealistic requirement in distributed
systems. Alternatives like Distributed Temporal Logic (DTL) attempt to address this but
assume sequential execution with synchronous event sharing [12].

In summary, while LTL and its extensions (LTLs, MTL, MFOTL) expand the expressive-

ness and monitorability of temporal specifications, they remain grounded in assumptions
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that do not align with the realities of actor-based distributed systems. Global time, sequen-
tial execution, and perfect synchronization are either impractical or outright impossible
in asynchronous environments where causality is determined by message passing. As
a result, these logics struggle to capture the fine-grained, context-dependent properties
that arise in concurrent actor interactions. This motivates the need for the approaches
such as WALTZ and ACTORCHESTRA, which explicitly embrace actor semantics and context
propagation as first-class principles for runtime verification.

6.2.2 uHML and mHML

Efforts to create a specification language have been presented in various studies [18, 7],
allowing for the definition of properties that can be monitored in a runtime context. Recent
research has also explored monitors for specification languages not based on LTL, such
as the modal p-calculus with a linear-time interpretation. Additionally, a recent study
has focused on Hennessy-Milner logic with recursion, known as yHML [1, 2], which is
a reformulation of the p-calculus. Instead of redefining the semantics of a specification
logic to adhere to the necessities of RV like it was performed for LTL3, the objective is to
create a specification language with the sole purpose of runtime verification context.

Certain properties expressed in pHML are not inherently monitorable. To address this
limitation, Francalanza [44] analyzed the monitorable fragment of yHML and identified a
subset of the logic that ensures monitorability. Building on this insight, he introduced a
specification logic called mHML, which guarantees that any property expressed within
it can be monitored at runtime. The formal definition of this logic is provided in Defini-
tion 6.2.1.

Definition 6.2.1 (mHML [44]). ¢, x € MHMLf = sHML U cHML where:

0,9 sHML:=tt | ff | [a]0 | OAS | maxX.0 | X

n,o € cHML =ttt | ff | (a)n | ®"VD | minX.t | X

where sHML is the safe property fragment and the cHML is the co-safe fragment of the
logic. An important note is that we can only choose one or another, not both, at the same
time to define monitorable properties with this specification language. An example of a
property that can be defined with this specification language is stating that, for instance,
our system cannot perform action ¢, then the formula would be [¢]££.

While mHML aligns more closely with process semantics, it faces two major limita-
tions in the context of actor-based systems. First, it lacks mechanisms for context-aware
verification, preventing monitors from distinguishing between independent causal chains.
Second, it requires the explicit specification of all possible interleavings, a burden that
quickly becomes impractical in real-world interaction scenarios where concurrency pat-

terns multiply rapidly.
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These specification languages, while sophisticated, rest on assumptions that limit their
applicability to actor systems: either a reliance on global state evolution or the need for
explicit enumeration of all possible interleavings. In contrast, actor-based systems demand
specification frameworks that can span multiple locality levels, capturing local actor state,
actor-to-actor relationships, and system-wide invariants, while natively handling causal

contexts and asynchronous interactions.

6.3 RV Tools

In this section, we present and examine several tools developed within the field of runtime
verification. These tools provide support for specifying system properties, monitoring
executions, and analyzing system behaviour, enabling the early detection of deviations
from expected properties and improving the reliability of concurrent and distributed

systems.

6.3.1 Log Examination Tools

MonPoly [14] is a runtime verification tool built with 0Caml [56] that analyzes traces and
properties defined in metric first-order temporal logic (MFOTL) [13]. Not all MFOTL
properties are monitorable. Therefore, a monitorable safety fragment was defined for this
language [13], which is used in MonPoly. This specification language is helpful since it
can carry data on it, adding more expressiveness to the language, coming at the cost that
only a fragment of it is monitorable [13]. A later version of MonPoly was released that
supports full MFOTL but comes at the cost of substantial efficiency problems [69].

It is worth mentioning that monitors used in MonPoly compute sets of satisfying
variable assignments instead of simple boolean verdicts, which is helpful information
compared to simply knowing if a given property was violated; it is possible to know what
the assignment of values that caused that violation. A notable limitation of MonPoly
lies in the manual definition of traces. Although the tool’s algorithm processes traces
incrementally, the traces themselves must be read from pre-generated log files, which
adhere to a grammar specific to that type of log file. Extracting traces from a running
system would be more interesting than reading them from a log file that was not produced
by a real running system. It does function in an online environment, but the trace is read
from a log file that is generated based on a grammar and defined rules.

WHYMON [61] takes a similar approach to MonPoly, working with the same specifi-
cation language (MFOTL) but presenting differences towards the MonPoly tool. To begin
with, WHYMON uses full MFOTL, as it has no restrictions on negation and universal
quantifiers, allowing arbitrary free variables, and supports past and future temporal oper-
ators. A novel feature of this tool is that the output value given by the monitor is richer;
more specifically, the outputs of the monitors in WHYMON are partitioned decision trees
that resemble MTL's semantics. These trees are used to explain why a formula is satisfied
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or violated, enhancing explainability in the verdicts by outputting explanations. The
tool provides a much more detailed explanation for every satisfying and violating assign-
ment [62]. However, even if this tool can be applied online, the traces must be manually
created by the user using their grammar, similar to how MonPoly does it. But, it also
examines real-world traces besides the synthetic examples they provide. The tool is more
advanced than MonPoly because it offers explainable verdicts, and we can incrementally
examine the trace to observe those verdicts and the assignments bound to the variables
in the formulas and the incoming trace. Compared to MonPoly, WHYMON takes much
more time to perform the same analysis [62], but we must consider the different outputs
that each monitor does; the WHYMON monitor’s outputs carry much more information
and explainability compared to the MonPoly ones.

Though, represents a significant limitation for distributed systems monitoring, where
events may be temporally ordered but not causally related. Lima et al. [61] approach
assumes sequential, totally-ordered event streams and cannot handle concurrent traces.
Total ordering is required and the tool processes events one at a time in timestamp order.
The approach is most suitable for monitoring centralized systems with sequential event
logs, or distributed systems where events can be accurately timestamped and merged into

a sequential stream without losing critical causal information.

6.4 RV in Actor Based Models

Ian Cassar and Adrian Francalanza [28] outlined a spectrum of instrumentation techniques
for online monitoring that can be integrated into runtime verification tools. This spectrum
spans from fully asynchronous monitors, which may suffer from delayed detection of
violations, to tightly coupled monitors, which provide fine-grained control over system
behaviour but introduce significant overhead due to the required synchrony. Additionally,
subsequent work examined the application of these instrumentation strategies specifically
within the actor-based model [24].

6.4.1 Elarva

ELARVA [34] extends LARVA [35], a Java-based runtime verification tool that relies on
Dynamic Automata with Timers and Events (DATE) for specification. While LARVA operates
synchronously and lacks support for concurrency or distribution, ELARVA adapts the
approach to the actor model, performing online monitoring in a fully asynchronous fashion.
It leverages Erlang’s tracing mechanisms to observe communications, but suffers from late
detection and limited fault-prevention capabilities. The crucial distinction is scope: ELARVA
restricts properties to single Erlang components [47], whereas ACTORCHESTRA targets inter-
componentinteractions. Moreover, while ELARVA relies on DATEs for specification, WALTZ
introduces a modal, action-driven logic that abstracts away interleaving complexity and

evaluates properties directly within their causal contexts.
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6.4.2 Multiparty Session Types

Fowler [22], building on Yoshida’s work on multiparty session types [65], proposed
monitored-session-erlang, a runtime verification framework for Erlang OTP applica-
tions. His approach shares our assumptions, since it also targets OTP-compliant Erlang
programs. The methodology centers on multiparty session types, where protocols define
sequences of typed interactions among multiple participants.

By leveraging multiparty session types, Fowler’s work introduces a notion of causality
within actor interactions through the internal use of a sessionID that relates all the events
within the same session. The monitored-session-erlang framework validates message
exchanges at runtime against predefined session type specifications that describe the
expected participants, sequence, and structure of interactions. To ensure correct routing of
messages to their corresponding monitors in multiparty sessions, the framework generates
opaque values that act as conversation keys. While this mechanism supports multiple
concurrent sessions, the responsibility for switching between and managing these sessions
rests largely on the developer. Messages are verified by checking whether valid transitions
exist from the current session state, with violations resulting in runtime exceptions. The
framework is implemented as an Erlang library, built on top of gen_server behaviour and
supervision hierarchies. Participating actors are required to implement specific directives
for session initiation, joining conversations, and handling typed communications, ensuring
structured and reliable interactions within the system.

Although conceptually related, Fowler’s framework differs from ACTORCHESTRA in sev-
eral key ways. It relies on session types to capture causality, whereas our approach uses
context injection, avoiding the rigidity of protocol typing. Additionally, Fowler’s frame-
work requires manual insertion of session-management directives, while ACTORCHESTRA
automates this via code injection, reducing developer effort and allowing greater flexibility
for future extensions.

Most importantly, the expressiveness of monitored-session-erlang is limited com-
pared to ACTORCHESTRA. It ensures protocol conformance, e.g, that actor A sends a message
of type X to actor B, but cannot reason about message payloads or their relationships
across interactions. In contrast, ACTORCHESTRA supports context-aware verification of both
communication flow and data content, enabling richer properties beyond mere protocol

compliance.

6.4.3 detectEr

detectEr [9] is a runtime verification tool for Erlang programs that leverages the lan-
guage’s native tracing mechanisms to capture execution events. It uses the monitorable
fragment of yHML to define safety properties and automatically generates monitors that
run online alongside the system. This capability allows detectEr to operate on real
execution traces, in contrast to many earlier tools that relied on pre-recorded logs. The tool

supports multiple instrumentation strategies, including inline and outline deployment,
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and recent extensions allow it to handle the maxHMLP fragment, a maximally expressive
syntactic subset of yHML with data [1]. Despite these innovations, the verdicts produced
are boolean values and provide limited insight into the causes of violations, which can be

critical in complex, concurrent systems.

However, detectEr exhibits several fundamental limitations that restrict its applica-
bility to modern actor-based applications. First, it can only monitor individual processes
in isolation, making it impossible to specify or verify properties that span multiple actors.
This confinement means that only local request-response interactions can be monitored,
preventing the expression of system-wide invariants or multi-actor protocols. Second, the
tool lacks context-aware verification. While the underlying logic theoretically supports
cross-actor properties, the implemented fragment only allows single-process monitoring,
so events that are causally related across asynchronous chains cannot be correlated.

In practice, applying detectEr to multi-actor scenarios would require assuming a
synchronous model, which is incompatible with the asynchronous nature of Erlang’s
actor system. Finally, because of Erlang’s concurrency model, users must manually
enumerate all possible message interleavings. As the number of concurrent actors and
interactions grows, this becomes exponentially complex, making it impractical for real-
world distributed systems. Consequently, detectEr can only correlate a request with its
immediate response, and longer causal chains or variable correlations across multiple
interactions are beyond its capabilities.

ACTORCHESTRA overcomes these limitations through its context-aware approach. By
embedding causal contexts directly into the language semantics, WALTZ allows properties
to be defined notjust over individual messages, but across entire chains of actor interactions.
This enables the specification and verification of properties that span multiple actors and
multiple interactions, capturing complex causal relationships that arise in real-world
distributed systems. The system automatically manages these contexts, eliminating the
need for manual interleaving specification and allowing messages within the same causal
chain to be correlated seamlessly. This capability makes it possible to perform intra-
actor verification in concurrent, asynchronous environments, something that detectEr
cannot achieve. detectEr’s process-centric design and lack of context-awareness limit its
applicability. In contrast, ACTORCHESTRA enables precise monitoring of complex distributed
properties that naturally span multiple actors and interactions, providing a level of insight
and correctness assurance aligned with the realities of modern actor-based concurrency.

6.5 WALTZ and ACTORCHESTRA

The analysis above reveals a clear gap in the runtime verification landscape: existing ap-
proaches either do not fully support actor-specific concurrency or encounter fundamental
constraints that limit their applicability to real-world distributed systems. WALTZ and
ACTORCHESTRA address these gaps through three core innovations.
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Traditional runtime verification approaches struggle in actor systems because concur-
rency obscures causal relationships between messages. WALTZ overcomes this limitation
by embedding causal context directly into the language semantics, allowing the system to
track which events are truly related. This enables verification of properties that depend
on causal chains, rather than just sequential order, making it possible to specify and
check meaningful correctness conditions even in highly concurrent actor-based systems.
Unlike process-centric tools such as detectEr or global-state approaches like MonPoly,
ACTORCHESTRA explicitly models the causal relationships between messages, allowing mon-
itors to reason about multi-actor interactions and verify properties that were previously
intractable.

Beyond context management, real-world actor systems often require verification of
properties that span chains of interactions across multiple processes. Existing tools
either restrict monitoring to single processes, as in detectEr, or rely on complex manual
correlation mechanisms, such as multiparty session types. WALTZ overcomes these
limitations by allowing natural specification of properties that encompass entire interaction
chains. Causal relationships are automatically preserved, and variables can be correlated
across different actors and interaction steps. This capability enables the expression
of complex distributed protocols, such as end-to-end request guarantees or multi-actor
coordination workflows, without requiring developers to manually track correlations.

Finally, practical deployment of runtime verification requires integration with live
systems. Many sophisticated RV tools, such as MonPoly or WHYMON, operate on pre-
recorded log files, restricting their usefulness to post-hoc analysis rather than proactive
failure prevention. ACTORCHESTRA integrates directly with running actor systems, extract-
ing traces in real-time, and providing immediate feedback. It automatically injects the
necessary instrumentation code, minimizing developer overhead while enabling practical
deployment in production environments. This combination of context-aware specification
and real-time monitoring transforms runtime verification from a passive debugging tool
into an active mechanism for maintaining system reliability.

The general comparison between our tool and others in the field is visible in Table 6.1.

Tool Running trace  Distributed Context-aware Rich Verdicts
MonPoly X X X 4
WHYMON X X X v
detectEr v v X v
ELARVA v v X X
Session Types! v v v X
ACTORCHESTRA v v v 4

Table 6.1: Comparison of RV approaches

LCompared to our framework, Fowler [22]’s approach lacks automation and does not support properties
that capture or reason about data relationships across interactions.
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The runtime verification landscape shows a clear evolution from general temporal
logics toward domain-specific approaches tailored to particular computational models.
Nevertheless, existing tools struggle with the core challenges of monitoring concurrent
actor systems: context-aware evaluation, multi-actor property correlation, and real-time
integration with running systems.

WALTZ advances the state of the art by embedding context-awareness directly into
the specification language semantics, automatically handling the complexities that render
verification of concurrent systems intractable with conventional methods. ACTORCHESTRA
complements this with practical real-time monitoring capabilities, enabling deployment
in production actor systems.

While tools like detectEr pioneered actor-based runtime verification and demon-
strated its feasibility, WALTZ overcomes its fundamental limitations by supporting context-
aware verification and intra-actor message correlation. This positions our work as an
advancement in the state of the art, enabling the verification of qualitatively richer classes
of properties in modern distributed systems.

By combining domain-specific language design, context-aware semantics, and real-
time system integration, WALTZ and ACTORCHESTRA open new possibilities for ensuring
correctness in concurrent actor systems, capabilities that were previously either theoret-
ically intractable or practically infeasible. ACTORCHESTRA functions as a passive, online,
outlined, and asynchronous runtime verification tool, leveraging a centralized conductor
along with decentralized monitors where needed. This combination enables scalable,
context-sensitive verification that operates alongside the system without interfering with
its execution, making it a practical and robust solution for detecting subtle concurrency

violations in real-world actor-based applications.
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This chapter finalizes the document with a summary of what this work tackled and

providing future paths to improvement and extensions to the work.

7.1 Summary

We developed a framework for runtime verification of Erlang systems that adhere to
OTP standards and follow client-server architectures. The effort involved studying the
theoretical foundations of runtime verification, analyzing existing tools, particularly
those targeting actor-based systems, and identifying their capabilities and limitations.
Building on this foundation, we developed three key components: a specification language
for defining properties, a compiler that generates running Erlang monitors from these
specifications, and a causality-tracking entity designed specifically for client-server OTP
systems.

WALTZ is a specification language specifically designed for actor-based systems. It
allows users to define properties over chains of interactions between different processes
by capturing the messages deemed relevant. Built with the concurrency model of Erlang
in mind, WALTZ evaluates properties not only over the observed trace but also within the
causal context of each message. This context-awareness is essential for correctly verifying
properties in concurrent systems, as it prevents the unintended mixing of messages from
different causal chains. One of WALTZ'’s key strengths is its ability to specify properties
spanning multiple actor interactions, enabling users to define comprehensive system-wide
specifications or focus on specific interaction patterns. Equally important is its context-
aware semantics, which are critical for verification in highly concurrent environments.

A central goal of our work was compiling WALTZ properties into running monitors.
Because the language semantics closely align with the behaviour of the underlying system,
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this compilation process is straightforward. The generated monitors are scalable, tracking
distinct message chains and evaluating them independently, producing verdicts upon
detecting either a violation or satisfaction. These monitors run alongside the system in an
outlined fashion, without interfering with its execution, acting as oracles that receive only
the relevant traces and evaluate them against the formally defined properties. Monitors
for nested properties are more complex than those for simple properties, as they must
redirect messages and orchestrate the trace to correctly evaluate nested interactions.

The conductor is the entity responsible for tracking all the interaction in the system,
and assigning a causal reference, the context, to each message that is sees. It is the main
entity, that aids the monitors, to receive a trace that has the context directly attached to
the message payload, avoiding concurrency problems on the side of the monitor, since all
of the important information is sent atomically. The conductor focuses on client server
application built with OTP standard to allow for context injection, since they offers us a
standard to work with.

Together, these components form ACTORCHESTRA, a comprehensive framework for
verifying context-aware properties in actor-based systems, enabling the specification and
evaluation of properties that span multiple interacting actors.

7.2 Future Work

There are several potential extensions and improvements to our work. For WALTZ, one
such enhancement would be the ability to capture multiple events occurring simultane-
ously as part of a property. Currently, the language supports only ordered chains of
messages, but in some scenarios, it may be necessary to express properties involving
concurrent events. Supporting this would require introducing a new operator to the
language to handle these simultaneous interactions. Additionally, we can introduce logi-
cal conjunction and disjunction operators formulas to increase the expressiveness of the
language. Their inclusion requires the compilation of multiple monitors that coordinate
and interact with one another, in a manner similar to the handling of nested formulas.
Adding time to properties is also a path to follow, since with time we will be able to
escape the non-monitorability issue, because we are setting a beginning and an ending
to our properties. One interesting extension, would be the definition of properties
that compare or relate two, or more, different contexts, so essentially, allowing inter-
context property definitions in order to enrichen our language. Exploring the notions of
unbreakability of chains might be also an interesting topic, since Erlang is built around a
fault tolerant design, and sometimes it is normal for things to fail. In our case we do not
allow room for failure due to the whole non-breakable chains of messages. It would be
interesting to open the door to that, to have properties that allow for failure, as long as in

the future the event that failed, succeeds.

Regarding the conductor and ACTORCHESTRA, our current implementation targets
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a specific system architecture. As a result, certain types of systems, such as publish-
subscribe architectures, do not fit within our existing assumptions. There is significant
potential for improvement by investigating such systems and developing methods to
manage causality effectively within them. Given the wide variety of system architectures
and behaviours, tracking and handling all of them is practically infeasible. A standard
reference is necessary, which is why we focused on the specific target system used in this
work. A natural direction for future work is to extend ACTORCHESTRA to support multiple
architectures, enabling it to manage causality across a broader range of system designs.

There is also room for improvement in the generated monitors, since certain properties,
specially the nested properties, might be improved to allow room for more parallelism in
the verification and in the notification of verdicts. Not only improvement on the monitor
organization, but the entire instrumentation pipeline, in order to reduce as maximum as
possible the overhead added to the monitored system.

Finally, given the structure of our specification language and the design of the generated
monitors, extending the framework to include verdict explainability could significantly
enhance the utility of the results. Such an extension would enable deeper insights into

property violations and open avenues for research into automated blame assignment.
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