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Abstract

Undefined behavior (UB) contributes to many serious problems, including security vulnerabil-
ities. However, state-of-the-art compilers, such as Clang/LLVM, rely on UB to issue program
optimizations. Ideally, compilers should not rely on such dangerous behavior while optimizing
programs. But given the big corpus of programs whose main goal is performance, understanding
the improvement that UB optimizations bring becomes an important problem.

In this work, we analyze the impact of 19 UB optimizations on 22 real-world C/C++ programs
collected using Phoronix Test Suite (PTS) that contain over 125 performance tests. In 125 cases
the absence of UB optimizations causes performance degradations and in 42 cases it results in
performance improvements. To recover the lost performance we used Link Time Optimizations
(LTO). The number of degradations is reduced from 125 to 43 and the number of improvements
is increased from 42 to 115. We also analyze theoretical performance recovery methods that
focus on run-time checks and improved alias analysis. Our results show that it is possible to
stop using UB in compiler optimizations because part of the same performance can be achieved
using other methods such as LTO, run-time checks and improved alias analysis.

As part of this project we implemented 13 flags out of 19 that we used and we added 1 new
benchmark in PTS, i.e. Z3 which is a theorem prover. Then, we discovered 1 functional bug
and opened 2 performance bugs in LLVM. Finally, we discovered 1 security bug in the john-
the-ripper benchmark using a flag from our suite.

ii
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Chapter 1

Introduction

Permissible undefined behavior ranges from ignoring the situation completely with
unpredictable results, to having demons fly out of your nose.2

Undefined behavior is the source of many security vulnerabilities [20] and of various compiler
optimizations [34]. The contradiction between security and performance stems from the diverg-
ing views of the users of UB. On one hand, programmers expect that their code will behave
consistently in every environment [59, 45, 17, 50]. On the other hand, compiler writers take ad-
vantage of UB to create optimizations that make use of the best features of particular hardware
platforms [18].

Projects such as Chromium [61], Firefox [43], Linux [4], the Python Interpreter [60] and Mon-
ero [11] were affected throughout the years by various types of UB. Consequently, much work
has focused on detecting and analysing UB in languages such as C/C++ in order to reduce
the security impact. Fuzzers, sanitizers [10, 46, 48] and code instrumentation tools have been
created to enable more secure code in terms of UB. Furthermore, compiler options have been
created to ensure that specific UBs are transformed in defined behavior, e.g. signed overflow is
UB but -fwrapv transform signed overflow into two’s complement wrap-around.3

However, few studies have inspected the performance impact of UB optimizations. Internally,
UB optimizations work on a reductio ad absurdum principle. Compilers presume that UB can
never happen in a program, because that would be illegal, and create assumptions which are
used to generate better code. However, not all assumptions are inherently unsafe, e.g. lead
to optimizations that delete security checks. Safe UB assumptions can prove loop termination
properties or prove mathematical properties.

Furthermore, current literature only focuses on the performance impact of UB optimizations
on micro-benchmarks. While they are valuable to showcase specific optimizations on a small
and precise code fragment, they cannot always represent real-world usage scenarios [56]. To fill
this gap we present the first study that analyses the impact of 19 UBs on a benchmark suite of
22 real-world C/C++ applications with more than 125 performance tests.

To better illustrate the significance of undefined behavior in both security vulnerabilities and
performance optimizations, we provide a couple of examples from each category. First, UB can
act as a security weakener when programmers make "use of a nonportable or erroneous program
construct or of erroneous data" [26]. One of the most popular vulnerabilities caused by UB is
CVE-2013-5180 4. The srandomdev(3) function returns predictable values instead of intended
random values because the code contains an uninitialized read.

2http://catb.org/jargon/html/N/nasal-demons.html
3https://gcc.gnu.org/onlinedocs/gcc/Code-Gen-Options.html
4https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5180

1
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CHAPTER 1. INTRODUCTION 2

Listing 1.1 presents the code that triggers UB. In this implementation, the function assumes
that it can use garbage values placed in the uninitialized value junk in order to initialize the
random number generator of the system. This assumption may hold with a specific version of a
compiler, but posses serious problems when a different compiler that optimizes-out the variable
to zero, for example.

Listing 1.1: srandomdev(3) version which contains an unitialized read from junk
void
srandomdev(void)
{
...
struct timeval tv;
unsigned long junk;

gettimeofday(&tv, NULL);
srandom((getpid() << 16) ^ tv.tv_sec ^ tv.tv_usec ^ junk);
...

}

For example, tcc 0.9.27, which is not an optimizing compiler, successfully generates code as per
the intentions of the programmer,1 i.e., use an uninitialized value as part of the computation in
the srandom(3) argument. However, optimizing compilers such as GCC 14.1 and Clang 18.1.0
produce code that deletes either partially2 or completely3 the srandom(3) argument.

Listing 1.2: srandomdev(3) compiled with
Clang 18.0.1
srandomdev():

sub rsp, 24
lea rdi, [rsp + 8]
xor esi, esi
call gettimeofday@PLT
call getpid@PLT
add rsp, 24
jmp srandom@PLT

Listing 1.3: srandomdev(3) compiled with
GCC 14.1
srandomdev():

sub rsp, 24
xor esi, esi
mov rdi, rsp
call gettimeofday
call getpid
mov rdi, QWORD PTR

[rsp+8]
xor edi, DWORD PTR

[rsp]
sal eax, 16
xor edi, eax
call srandom
add rsp, 24
ret

The code generated by GCC and Clang is presented in Listing 1.2 and Listing1.3. The two
generated functions differ by 5 instructions, mainly because Clang decides to completely delete
the operation that involves the junk variable. Since in the Clang version the srandom(3) function
is still called, the register that contains its argument is left in an unknown state.

This has serious security implications as the randomness of the whole system is compromised.
Meanwhile, the problem has been solved by using standard C construct for generating random
numbers.4 Even if the CVE that describes this issue is more than 10 years old, uninitialized

1https://godbolt.org/z/qdfP8GqxG
2https://godbolt.org/z/4ne7fv46f
3https://godbolt.org/z/aPorbKh6z
4https://github.com/freebsd/freebsd-src/commit/6a762eb23ea5f31e65cfa12602937f39a14e9b0c

https://godbolt.org/z/qdfP8GqxG
https://godbolt.org/z/4ne7fv46f
https://godbolt.org/z/aPorbKh6z
https://github.com/freebsd/freebsd-src/commit/6a762eb23ea5f31e65cfa12602937f39a14e9b0c
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variables are still misused to this day. As part of this work, we have discovered an uninitialized
read in the john-the-ripper program.1

Furthermore, security problems caused by UB are not isolated, throughout the years, undefined
behavior was a constant presence in the CWE Top Most Dangerous Software Weaknesses.2
Moreover, the amount of discussions and technical problems generated by UB in C and C++
projects is not to be ignored. Two simple queries on GitHub reveal that there are more than
5k issues related to UB in the C language 3 and more than 11k in the C++ language.4

Nevertheless, UB is a valuable resource for compiler optimizations [9, 32, 42]. Compilers cannot
prove the inexistence of UB for a given program since this would require complete knowledge
of every state of the running program, which is not available at compile time. Nevertheless, if
compilers could do that, they could also solve the halting problem, but the halting problem is
provably undecidable. Hence, detecting all possible UBs is impossible. Consequently, compilers
assume that the program contains only defined behavior which allows them to optimize-out
cases that produce UB.

For example, given a pointer dereference *P, UB gives the optimizer the ability to assume that
P is never NULL. If *NULL would take place anywhere in the program, then the compiler is
allowed to reason that the code that leads to the NULL dereference must not be reachable,
otherwise UB would be triggered. This type of optimizations give the compiler more flexibility
since it is not required to diagnose every occurrence of UB and allows it to generate smaller
and faster code.

Besides pointer dereferences, UB also affects arithmetic operations with signed numbers since
signed overflow is undefined behavior. Listing 1.4 shows a piece of C code that computes the
result of an inequality with signed numbers. Since it would be illegal for the additions to
overflow, the expression can be simplified to a < b. Effectively, this allows signed integers to
inherit all properties of natural numbers. Both GCC 14.15 and Clang 18.16 optimize out the
addition as presented in Listing 1.5.

Listing 1.4: C code containing signed overflow
bool foo(int a, int b, int c) {
return (a + c) < (b + c);

}

Listing 1.5: Equivalent assembly code for Listing 1.4
foo(int, int, int):

cmp edi, esi
setl al
ret

However the same C operation does not hold if we change the type of the parameters to
unsigned. Unsigned addition is never UB per the C/C++ Standards, it contains wrap-around
semantics that will invalidate the additive property mentioned above. Listing 1.6 presents this
effect. Both Clang 7 and GCC 8 produce code that adds both parts of the inequality before
performing the comparison.

1https://github.com/openwall/john/pull/5466
2https://cwe.mitre.org/top25/archive/
3GitHub search query: "undefined behavior" language:C
4GitHub search query: "undefined behavior" language:C++
5https://godbolt.org/z/49EsoTc9q
6https://godbolt.org/z/866PKd5TK
7https://godbolt.org/z/r9Y656bG9
8https://godbolt.org/z/s159E57ef

https://github.com/openwall/john/pull/5466
https://cwe.mitre.org/top25/archive/
https://github.com/search?q=%22undefined+behavior%22+language%3AC&type=issues&s=created&o=desc
https://github.com/search?q=%22undefined+behavior%22+language%3AC%2B%2B&type=issues&s=created&o=desc
https://godbolt.org/z/49EsoTc9q
https://godbolt.org/z/866PKd5TK
https://godbolt.org/z/r9Y656bG9
https://godbolt.org/z/s159E57ef
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Listing 1.6: Equivalent assembly code for Listing 1.4 if type of parameters is unsigned
foo(unsigned int, unsigned int, unsigned int):

add edi, edx
add esi, edx
cmp edi, esi
setb al
ret

In practice, compilers use signed overflow to optimize memory accesses based on induction
variables (IV) inside loops. On current 64 bit machines, int size is 32 bits wide for compatibility
reasons with older 32 bit machines. This causes problems since int is commonly used as IV in
C/C++ code. On every memory access that is dependent on the IV, a sign extension from 32
bit to 64 bit is required since addresses are in 64 bit format. However, because sign extension
is a costly operation, it would be ideal to get rid of it. To do that, the compiler can use the
fact that signed overflow is UB.

In Listing 1.7 we present a simple loop where the IV is 32 bits wide and the limit of IV is 64 bits
wide, also the memory addresses are 64 bits wide. In the generated assembly code, IV always
needs to be sign extended to 64 bits before accessing any memory, virtually transforming iv
from int32_t to int64_t. For this transformation to be correct, the compiler must prove that
iv can never overflow in this loop or insert extra code that detects the overflow. Since both
solutions are costly either because it puts more pressure on the compiler or the generated code,
a simpler solution would be to assume that UB will never happen, hence the sign extension is
always valid.

Listing 1.7: A simple C loop that computes the sum of all elements inside an array using a 32
bit induction variable on a 64 bit system
#include <stdint.h>

int foo(int *x, uint64_t count) {
int sum = 0;
for (int32_t iv = 0; i < count; ++i)

sum += x[iv];
return sum;

}

Listing 1.8 shows the generated assembly code for the above function.1 The IV is placed in
the rcx register and is treated as a 64 bit value for the whole duration of the loop. However,
we compiled the same loop with -fwrapv, a compiler flag that forces signed overflow to be
defined and to take two’s complement wrap-around semantics. The resulted code, presented in
Listing 1.8, is 2 instructions longer. The additional instructions, i.e. "mov ecx, 1" and "movsxd
rdx, ecx" deal with the sign extension of IV from 32 bits to 64 bits. For the whole duration of
the loop, IV is treated as a 32 bit value and only when needed it is extended to 64 bits.

Consequently, UB managed to reduce the size of the entire function by 2 instructions, i.e. 18%
of the function compiled without -fwrapv. However, this optimization has other far reaching
consequences. The above example was compiled with -O1 where vectorization is not enabled.
When vectorization is enabled in -O2, for example, the instruction difference between the two
versions is of 12 instructions.2

1https://godbolt.org/z/dz4YbvW3n
2https://godbolt.org/z/da88TfKWr

https://godbolt.org/z/dz4YbvW3n
https://godbolt.org/z/da88TfKWr
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Listing 1.8: Loop from Listing 1.7 compiled
without -fwrapv
foo(int*, unsigned long):

test rsi, rsi
je .LBB0_1
xor ecx, ecx
xor eax, eax

.LBB0_4:
add eax, dword ptr

[rdi + 4*rcx]
inc rcx
cmp rsi, rcx
jne .LBB0_4
ret

.LBB0_1:
xor eax, eax
ret

Listing 1.9: Loop from Listing 1.7 compiled
with -fwrapv
foo(int*, unsigned long):

test rsi, rsi
je .LBB0_1
xor edx, edx
mov ecx, 1
xor eax, eax

.LBB0_4:
add eax, dword ptr

[rdi + 4*rdx]
movsxd rdx, ecx
inc ecx
cmp rdx, rsi
jb .LBB0_4
ret

.LBB0_1:
xor eax, eax
ret

In summary, UB has been a constant source of security vulnerabilities in the last decades, one
example of this is CVE-2013-5180 which deletes security checks in the program when uninitial-
ized variables are used.1 However, UB also plays an important role in compiler optimizations,
enabling both performance improvements and binary size reduction.

1.1 Contributions
Much of the work regarding UB has been focused on the security impact of UB. However, to un-
derstand the real consequences of UB, we propose a comprehensive analysis of the performance
impact of UB optimizations in C/C++. In this study, using 22 C/C++ real-world applications
that contain more than 125 performance tests, we anlayze the performance impact and the
binary size impact of 19 wide-used and popular UBs. Our study is focused on the Clang/LLVM
16 compiler.

Each UB is controlled by a compiler flag, we cover behaviors such as: signed overflow, NULL
pointer dereference, uninitialized loads, etc. As part of this project we implemented 13 compiler
flags and we used 6 flags that already existed.

We discovered that in 125 cases the performance decreases and in 42 the performance increases
when the flags that disable UB are activated. However to recover the lost performance we
used Link Time Optimizations (LTO) that reduce the number of degradations from 125 to 43
and increase the number of improvements from 42 to 115. To further reduce the number of
degradations we propose theoretical techniques that add run-time checks or improve the alias
analysis subsystem in order to get rid of UB optimizations while keeping maximum performance.

Furthermore, we discovered that lack of UB optimizations increase the binary size by at most
+2%, however this number can be reduced by making use of LTO.

Then, we analyzed 6 performance degradations and 1 performance improvement to better un-
derstand the impact of UB optimizations. In one case, the performance degradation was caused
by a bug in the source code that we reported in the john-the-ripper benchmark. In the rest
of 5 cases the performance was caused by the inability of LLVM to speculatively execute in-
structions, to vectorize loops and to inline functions. The only improvement was caused by

1https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5180

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5180
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a SkyLake specific feature where the uops cache gets better performance if the loop that it
decodes is 32 bits aligned instead of 16 bits.

The performance of all the degradations that we analyzed can be recovered either by using
LTO or by using theoretical techniques such as run-time checks and improved alias analysis.
This results shows that the compiler can generate programs with similar performance without
issuing UB optimizations which are dangerous.

1.2 Outline
This work is structured as follows. In Chapter 2 we introduce undefined behavior and how it
affects various optimizations inside compilers, focusing mostly on LLVM. Then , in Chapter 3,
we present the work that has been previously done in assessing the security and performance
impact of UB optimizations. Chapter 4 and Chapter 5 describe the flags that we use for
controlling UB optimizations and the benchmark infrastructure we prepared.

Chapter 6 and Chapter 7 present the results of the performance impact of UB optimizations
and an analysis of 6 degradations and 1 improvement caused by our flags. Chapter 7 ends with
a discussion about the performance recovery for the degradations that we encountered using
techniques such as Link Time Optimizations, additional run-time checks and improved alias
analysis.



Chapter 2

Background

In this chapter we introduce the concept of undefined behavior and present its relation with
the LLVM compiler infrastructure.

2.1 Undefined Behavior
The C and C++ standards introduce UB for describing the behavior of non-portable and erro-
neous program constructs, or of erroneous data, or of intermediately-valued objects. Compiler
implementations are free to ignore the presence of UB completely or to behave in a documented
manner. Possible sources of undefined behavior come from language constructs such as signed
overflow, NULL pointer dereference, access of an object through a different pointer type, and
many other sources.

To determine if a language construct triggers UB, the C and C++ standards use a series of
phrases such as:

• the behavior of the program is undefined

• has undefined behavior

• results in undefined behavior

• the behavior is undefined

• have undefined behavior

• is undefined

• result has undefined behavior

However, some UBs are implicit rather than explicit. For example, the current draft of the
C++ standard, N4928 [1], contains the following wording in [intro.progress]: "The implemen-
tation may assume that any thread will eventually do one of the following:". Then a list of 4
assumptions is listed, but it is not explicitly stated that violating the assumptions leads to UB.
Fortunately, there are currently submitted proposals to mitigate against this and make all UB
explicit [6].

The C99 standard contains no more than 191 undefined behaviors that do not require specific
actions from the compiler. However, since some of them are easy to report, most of the compilers
choose to issue a warning or an error [28] when they encounter this type of UB. Examples of
such UBs are: unmatched ’ or ", identifiers with external and internal linkage, and multiple
declarations of the main function.

7
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On the contrary, there are UBs that are hard or impossible to diagnose. They require run-time
information that is not available at compile time. For example, an integer value or a pointer
cannot be proven to stay in the realm of defined behavior for the whole duration of the program.
Consequently, compilers use an reductio ad absurdum method to deal with UB. By working on
the assumption that the program does not contain UB, the transformation that the compiler
employ become simpler in terms of UB checking.

Assuming that the program does not trigger UB gives birth to UB optimizations. The compilers
use the fact that the rules of the language cannot be violated to deduce properties about the
language constructs. For example, because a pointer has already been dereferenced and after
that it is checked against NULL, then the NULL check is redundant and can be deleted. Because
it would be UB to dereference a NULL pointer, the compiler assumes that the pointer is already
valid and the second check is redundant.

The effects of this type of optimizations range from deletion of dead code which decreases the
binary size to improvements in the run time of the program. However, UB optimizations are
risky and can render unexpected results [53]. In some cases, code that is intended to act as
security checks gets deleted, leading to program vulnerabilities.

A simple, yet effective, example of C code that produces unexpected results because of UB is
presented in Listing 2.1.1 The value_or_fallback function returns the pointed-to value if the
pointer is valid, otherwise it returns 42. Furthermore, in the software development life-cycle it
is common to add print statements to debug the code. However, the print statements adds UB
to our function because it dereferences the pointer without knowing if it is valid.

Listing 2.1: Code which contains an UB triggered by a possible invalid dereference of pointer p
int value_or_fallback(int *p)
{
printf("The value of *p is %d\n", *p);
return p ? *p : 42;

}

As a result the function is optimized into the code presented in Listing 2.2, effectively deleting
the NULL pointer check. The compiler observed that the pointer was dereferenced before the
NULL pointer check and as a consequence it concluded that the pointer is required to be valid
since NULL pointer dereference cannot take place.

Listing 2.2: The ternary operator from Listing 2.1 is deleted because the compiler assumes p is
valid
int value_or_fallback(int *p)
{
printf("The value of *p is %d\n", *p);
return p;

}

GCC 14.12 and Clang 18.13 both delete the check at -O3. To keep the pointer check while
also dereferencing the pointer beforehand, both compilers use a flag called -fno-delete-null-
pointer-checks. Using this flag in combination with -O3 generates the expected NULL pointer
check.4

This type of pattern, i.e. dereferencing the pointer before it is NULL checked, is common in
real-life software as well. The Linux 2.6.30 kernel suffered from a deleted check which left the
kernel in an exploitable state [4]. The vulnerable code is presented in Listing 2.3

1https://devblogs.microsoft.com/oldnewthing/20140627-00/?p=633
2https://godbolt.org/z/ETsx44YMz
3https://godbolt.org/z/G9E5c13xT
4https://godbolt.org/z/jhbfznxYr, https://godbolt.org/z/nPeTMr5fs

https://devblogs.microsoft.com/oldnewthing/20140627-00/?p=633
https://godbolt.org/z/ETsx44YMz
https://godbolt.org/z/G9E5c13xT
https://godbolt.org/z/jhbfznxYr
https://godbolt.org/z/nPeTMr5fs
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Listing 2.3: Linux 2.6.30 code which dereferences a pointer before checking if it is valid
struct tun_file *tfile = file->private_data;
struct tun_struct *tun = __tun_get(tfile);
struct sock *sk = tun->sk;
unsigned int mask = 0;

if (!tun)
return POLLERR;

First, the file argument was dereferenced without any NULL pointer check. Then then tun
pointer was resulted as part of a possible invalid operation. Finally, after all variables were
declared, tun was checked against NULL. Since NULL pointer dereference generates UB and
the compiler assumes that UB can never happen, then the compiler concludes that the pointer
must be valid since otherwise the code would produce UB. To solve this problem, the -fno-
delete-null-pointer-checks was used to mitigate against the deletion of the check. We also use
this flag in our benchmark experiments.

In summary, we presented the origins of undefined behavior and how some UBs are easy to
catch while others are hard or impossible to catch. For example, syntactic UBs are easy to
catch, however catching UB related to pointer dereferencing, for example, would require run-
time information or code instrumentation that adds overhead to the compiled programs. Since
there are many UBs that lie in the second category, compilers assume that UB never happens in
order to create transformations that become simpler in terms of UB checking. Consequently, this
gives birth to UB optimizations which we demonstrate with a simple example which contains
a possibly invalid pointer dereference in Listing 2.1.

Next, we present an introduction to the Intermediate Representation (IR) used by LLVM and
how UB is modeled in this IR.

2.2 Intermediate Representation
To apply optimizations that are based on UB, or any optimizations whatsoever, compilers use a
set of intermediate languages to translate the source code into machine code. Multiple interme-
diate languages have been proposed, usually they are referred as Intermediate Representations
(IR) [12, 51]. The existence of IR in current compilers allows great levels of portability. Usu-
ally, a compiler is divided into front-end, which is responsible for transforming source code into
IR, middle-end, which applies optimizations on the IR, and back-end, which translates the IR
into machine code. In this context, a new language can be added into the front-end or a new
hardware architecture can be added into the back-end without losing any optimization from
the middle-end.

LLVM employs three different IRs: the LLVM IR,1 where most of the target-independent
optimizations such as inlining and global value numbering are taking place, the SelectionDAG,2
which provides support for instruction selection and scheduling, and the MachineIR,3 which
contains machine instructions and target-specific optimizations.

Currently, LLVM IR uses the Static Single Assignment (SSA) form [21]. In SSA representation
each variable can be assigned only once which enables efficient implementations of various types
of analyses. Since each variable can be assigned only once, different versions need to be created
on variable updates, depending on the basic blocks they were assigned in (a basic block is a
sequence of instructions with a single entry and a single exit). This causes problems when we

1https://llvm.org/docs/LangRef.html
2https://llvm.org/docs/CodeGenerator.html#introduction-to-selectiondags
3https://llvm.org/docs/MIRLangRef.html

https://llvm.org/docs/LangRef.html
https://llvm.org/docs/CodeGenerator.html##introduction-to-selectiondags
https://llvm.org/docs/MIRLangRef.html
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refer to variables from previous basic blocks. For this, the ϕ node solves this problem by taking
into account previous values of the variable and choosing the suitable value.

The code below presents a simple C if statement, that conditionally initializes a variable, which
is translated into LLVM IR’s SSA form. The phi instruction in the cont basic block chooses
the value that will be placed in a based on the control flow of the program.

i n t a ;
i f ( c )

a = 0 ;
e l s e

a = 1 ;
re turn a ;

entry :
br %c , %ctrue , %c f a l s e

c t rue :
br %cont

c f a l s e :
br %cont

cont :
%a = phi [ 0 , %ct rue ] ,

[ 1 , %c f a l s e ]
r e t i 32 %a

Other representations have been proposed to extend SSA, including Static Single Information
(SSI) [13] which in addition to ϕ nodes adds σ nodes at the end of each basic block indicating
where the value goes, and Gated Single Assignment (GSA) [40, 52] which replaces ϕ nodes with
functions that represent loops and conditional branches. Another variant of SSA is MemorySSA
which enables identification of redundant loads and reorganization of memory-related code.

Recently, Horn clauses have been proposed as an IR for compilers, as an alternative to SSA,
since despite leading to duplicated analysis efforts, they solve most problems associated with
SSA: path obliviousness, forward bias, name management, etc [27].

2.3 LLVM’s Representation of Undefined Behavior
Since the LLVM Intermediate Representation (IR) needs to work with low-level unsafe proce-
dures such as pointer dereferencing, memory reading or arithmetic operations, it also needs to
represent the concept of undefined behavior.

The LLVM IR has two categories of UB: immediate UB and deferred UB. They are used to
encode the severity of unsafe operations. On one hand, immediate UB is a strong form of UB
that is propagated directly from the target languages, in our case C and C++. The operations
that it encapsulates range from division by zero which generate a processor trap or dereferencing
an invalid pointer which causes possible memory corruption. Since immediate UB has severe
implications on the target machine, compilers are allowed to issue defensive mechanisms against
this. As a consequence, the entire code path that leads to immediate UB can be deleted.

On the other hand, LLVM also encapsulates a weaker form of UB which is called deferred UB.
This type of UB refers to operations that produce non-deterministic values but otherwise are safe
to execute. Examples of deferred UB are: overflowing a signed integer or reading uninitialized
memory. Deferred UB is critical for allowing speculative execution of operations, among other
optimizations, since it allows the free movement of operations that produce possibly undefined
values.

Furthermore, deferred UB comes in two forms: undef and poison. The undef value corresponds
to an arbitrary bit pattern of a given type and may return a different value each time it is used.
This allows transformations to choose the most profitable value based on the operation where
undef is used.

An example of undef’s usage in LLVM optimizations is presented in Figure 2.1. For each oper-
ation that uses the x variable, LLVM chooses the most profitable value, for the multiplication
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it chooses x=0 and for the bitwise or it uses -1. Finally, this results in a and b holding constant
values which are folded into the return value.

Before undef was added in LLVM [5], all undef values were converted to 0 by the mem2reg
pass which resulted in various missed optimization opportunities. The example from Figure 2.1
would only transform the multiplication into 0 and the bitwise or would result in y. Since the
return value is not anymore a constant value, further optimizations such as constant folding
are not possible in the callers of this function.

Figure 2.1: Example of using undef in LLVM optimizations

However, there are transformations that are not valid when undef exists. For example, it
is common to convert a multiplication instruction such as %y = mul %x, 2 to %y = add
%x, %x on architectures where multiplication is more expensive than addition. However, the
transformation is not valid because in the first instruction %y will always hold an even number,
but in the second instruction %y will contain an arbitrarily bit pattern. This is the direct effect
of the fact that undef is not required to return the same bit pattern on each usage.

On the bright side, the ability to return a different value on every usage of undef means that
there is no need to have a hardware-backed source of non-determinism. The compiler is free to
assume that undef can hold any value that is convenient for a particular transformation.

The second type of deferred UB, i.e. poison, is a more powerful form UB that propagates
through the program and triggers immediate UB if it reaches a side-effecting operation. Com-
pared to undef, poison is not bound to an arbitrarily value of a given type, this allows certain
optimizations such as sign-extension elimination and arbitrary speculation of instructions.

For example, in C/C++ the expressions a + b > a and b > 0 are equivalent because signed
overflow is undefined, assuming that a and b are signed integer values. In LLVM, the first
expression translates to:

%add = add %a , %b
%cmp = icmp sgt %add , %a

However, it is not valid to transform the two instructions to:

%cmp = icmp sgt %b , 0

because the add instruction would wrap around on overflow, effectively acting as an unsigned
integer.

Moreover, the optimization cannot be legalized by defining a version of add that returns undef
on overflow. Suppose that a = INT_MAX and b = 1, then the addition overflows and the
expression becomes undef > INT_MAX.1 Since there is no bit pattern that undef returns
which is greater than INT_MAX, the results of the expression is false. However, the optimized
version, i.e. b > 0, becomes invalid because it would return true.

1https://alive2.llvm.org/ce/z/R4XICN

https://alive2.llvm.org/ce/z/R4XICN
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To solve this problem, poison was added. If we define a version of the add instruction that
returns poison on overflow then the optimization becomes valid.1 Since poison is not tied to
a specific bit pattern of the given type and poison can propagate in the cmp instruction, then
the result of the cmp instruction is poison as well if the addition overflows. Then, to make the
transformation valid, poison can be materialized into %cmp = icmp sgt %b, 0.2

Furthermore, speculative execution is another example that showcases the limitations of undef
compared to poison. The following code snippet:

i f ( k != 0) {
whi l e ( c ) {

use (1/k ) ;
}

}

can be transformed to:

i f ( k != 0) {
m = 1/k ;
whi l e ( c ) {

use (m) ;
}

}

Because 1/k is loop invariant, it is natural to assume that it can safely be moved outside the
loop to save computational cycles. This operation can be considered safe since k is checked
against 0 before the division. However, if k is undef the check can pass and the division would
trigger immediate UB since different bit patterns can be chosen for the two usages. poison
allows this transformation to be correct because if k is poison then m will be poison as well
instead of generating immediate UB.

LLVM also introduced an instruction that stops the propagation of undef and poison, called
freeze. Calls to freeze return an arbitrarily, but fixed, value of the given type if the argument
is undef or poison. Otherwise, the instruction is a no-op since it returns the input argument.
freeze can also be used in the speculative execution example to make the movement of 1/k valid.
However, that would be unoptimal since further optimization opportunities would effectively
be killed:

fk = f r e e z e k
i f ( fk != 0) {

m = 1/ fk ;
whi l e ( c ) {

use (m) ;
}

}

2.4 Examples of UB Optimizations
To get a better feel about the types of source code changes UB optimizations might imply, we
provide in this section 5 examples of UB optimizations that have direct impact at the level of
the C/C++ language. All examples are focused on signed overflow for simplicity. The examples
are extracted from [9] and were presented by Ian Lance Taylor in 2006.

The examples are listed below:
1https://alive2.llvm.org/ce/z/dq8t36
2https://alive2.llvm.org/ce/z/gmpCtf

https://alive2.llvm.org/ce/z/dq8t36
https://alive2.llvm.org/ce/z/gmpCtf
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1. Fold (- (A / B)) to (A / - B) or (- A / B). It is especially profitable if A or B are easily
negated.

2. Fold ((A + C1) cmp (B + C2)) to (A cmp (B + C1 + C2)) where C1 and C2 are constants,
and likewise for -. UB is able to preserve the mathematical properties of inequalities.

3. Fold simple comparisons like (X - C > X) to false.

4. Assume that if X >= 0 and Y >= 0, then X + Y != 0 exactly when X != 0 or Y != 0.
This is used primarily when simplifying comparisons against NULL. This assumes that
the memory address space cannot wrap around.

5. Compute the number of iterations in a loop of the form X = INIT; X cmp END; X OP=
Y by assuming that X will not wrap around. If X would wrap around, the loop might
become infinite.

Consequently, signed overflow UB reaches a wide set of optimizations, ranging form rewriting
of division operations, proving mathematical properties on signed comparisons and computing
the number of iterations in a loop.

2.5 Summary
In summary, we introduced the concept of UB as described in the C/C++ Standards and its
implications on the Intermediate Representation (IR) and optimizations of LLVM. Then, we
present a handful of optimizations that can be done both at the level of the IR and at the level
of the source code which are based on UB.

LLVM makes use of two types of UB to optimize code. It uses immediate UB to represent
severe operations such as dereferencing invalid pointers, then it uses a weaker form of UB,
called deferred UB, to represent operations that produce non-deterministic values but which
are safe to execute.

The deferred UB is as well divided into undef and poison. undef corresponds to an arbitrarily
bit pattern of the given type, while poison corresponds to a special value that is not part of the
given type and is able to propagate through the program. They are used to enable optimizations
such as peephole optimizations or speculative execution. Additionaly, LLVM also introduced a
freeze instruction to stop the propagation of undef and poison.

Next, we present the literature focused on understanding the security and performance impact
of UB optimizations.



Chapter 3

Related Work

As presented in Chapter 2, undefined behavior affects the design of both the source languages,
in our case C/C++, and of the compiler IR. For source languages, much work has been focused
on efficiently finding and fixing UB using fuzzers [35, 23] or sanitizers [62, 30]. Then, fuzzing
techniques were also applied on compilers to make sure that they handle consistently programs
that contain UB [33, 58]. Finally, efforts have been put into defining solid semantics for handling
UB in compilers [34] and into assuring the correctness of the compiler transformations [37, 36].

As such, the security and correctness implications of UB have been thoughtfully studied. How-
ever, few studies focus on the performance implications of UB in both the source languages
and the compiler IR [53, 25]. Yet, to measure the performance, they use synthetic benchmarks
which are not necessary representative for real-life workloads. In this context, we offer the first
detailed examination of the impact of UB optimizations on non-synthetic workloads.

Furthermore, C99 Rationale [8] places UB in close relation with optimizations and current
versions of the C/C++ Standards plan changes to reduce the number of UBs, e.g. signed
overflow becomes legal in C23 [2] and erroneous behavior partially replaces UB in C++26 [3].
In this context, understanding the performance impact of UB optimizations can become a
decision mechanism for further changes regarding UB.

The rest of this chapter presents how UB has affected software systems and compilers over the
years, focusing on the security bugs they introduce and the applied mitigations. Then, we use
the work of Lee et al. [34] that defines the semantics of UB in LLVM to prepare the stage for
our performance study.

3.1 Security Impact of UB
Since UB is the source of security bugs and miscompilations [57, 53], most of the efforts have
been put into analyzing and reducing the amount of UB in C/C++ codebases [24, 47, 54] and
into the consistent handling of UB in compiler implementations [36, 37, 33, 44].

A recent study [57] presents a number of 120 security bugs which are caused by UB, among other
cases. 59 of them were caused because the compiler deleted security related code. Moreover,
the authors present that from 2007 until 2021, the number of security bugs caused by UB is
almost constant. Also, in their study, a survey on the understanding of UB implication by 62
C programmers with an average of 7 years of experience is conducted. Even if 90% of them are
aware of UB, only 48% of them know the implications of UB on compiler optimizations and
42% of them are aware of the security bugs UB can lead to.

In this context, the importance of understanding and controlling the effects of UB increased.

14
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Dietz et al. [22] present a study on the impact of integer overflow in C/C++, which over the
years was a constant presence in MITRE’s CWE Top 25 Most Dangerous Software Weaknesses 1

and caused security breaches that allowed arbitrarily code execution.2 However, Dietz et al.
found more than 200 distinct locations in the SPEC CINT2000 benchmark suite where integer
overflow was intentionally used. This makes the detection of this type of UB harder because
compilers have no method of knowing if the program uses intentional or unintentional integer
overflow.

Various fuzzing techniques have been proposed to find and understand compiler bugs based on
UB [15, 33, 44, 58]. Le et al. [33] discovered more than 100 bugs in GCC and LLVM using a
fuzzing technique that takes into account both the program generated by the fuzzer and a the
input of the program. Yang et al. [58] reported more than 300 compiler bugs using a fuzzing
technique that takes into account only the fuzzed programs. Finally, Regehr et al. [44] created
a tool to reduce the test cases that trigger compilation bugs and Chen et al. [15] provided
methods for selecting the most relevant issues reported by compiler fuzzers.

Besides fuzzers, sanitizers are also used to detect problems related to UB [46, 48, 10]. On one
hand, Serebryany et al. [46] discovered more than 300 bugs in Chromium, Firefox and LLVM
using AddressSanitizer (Asan). Asan uses a custom memory allocator and code instrumentation
to detect out-of-bounds accesses in objects allocated on heap and stack. On the other hand,
Stepanov et al. [48] found more than 500 bugs in a Google server-side application with +100
MLOC using MemorySanitizer (Msan). Msan uses both code instrumentation and a shadow
memory to catch uninitialized reads. Finally, UBsan [10] uses code instrumentation for catching
a wider class of UB: overflowing bitwise shifts, signed integer overflow, etc.

3.2 Performance Impact of UB
We use the work of Lee et al. [34] that described the semantics of UB in LLVM as a starting
point for our performance study. In their work, Lee et al. present a tradeoff in the design
of UB in the LLVM IR. On one hand, UB is required to exist in order to reflect inherently
unsafe operation such as memory accesses in languages such as C/C++. On the other hand, its
design must be not too over-constraining with regards to optimizations since it would prohibit
desirable transformations. For example, even if reading from uninitialized memory is technically
UB, it does not have severe implications on the program, hence an optimization that removes
the read is desirable.

Furthermore, the authors presented and formalized an important type of UB which is heavily
used in LLVM’s transformation, i.e. deferred UB, which take the form of two special LLVM
values: undef and poison. Using undef, LLVM can choose the most profitable bit pattern
for a variable that contains UB, while poison can propagate the UB to specific points in the
progam where an optimization would be the most profitable. However, it is not clear what is
the performance impact of deferred UB on real-life programs and what transformations inside
LLVM benefit the most from this type of UB.

To fill this gap, Wang et al. [53] and Ertl [25] provided performance numbers that demonstrate
the impact of UB optimizations on synthetic workloads. The first study measured the perfor-
mance of GCC 4.7 and Clang 3.1 on the SPECint 2006 benchmark with three flags that disable
UB optimizations: -fwrapv, -fno-delete-null-pointer-checks and -fno-strict-aliasing. They report
performance modifications on only two benchmarks, i.e. 456.hmmer and 462.quantlib. In both
cases, the flags produce performance degradations between -6.3% and -11% and the root cause
lies in the inability of the compilers to optimize critical loops. In the first case, -fwrapv dis-
ables the conversion of the loop induction variable from 32 to 64 bits, while in the second case,

1https://cwe.mitre.org/top25/archive/
2http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2753, https://cve.mitre.org/cgi-bin/cvename.cgi?

name=CVE-2002-0639

https://cwe.mitre.org/top25/archive/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-2753
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0639
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2002-0639
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-fno-strict-aliasing disables movement of loop invariants outside the loop.

The next study explores the performance impact of UB optimization on a set of programs
that implement the Traveling-Salesman Problem (TSP) extracted from the Writing Efficient
Programs book [14]. Each program is compiled with various versions of GCC and version 3.5 of
Clang. For GCC, 7 flags that disable UB optimizations were enabled, while for Clang only 3 were
enabled, i.e. -fno-strict-aliasing -fno-strict-overflow and -fwrapv. Out of 8 programs compiled
with GCC 5.2.0, 5 show no performance modifications, 2 shows performance degradations of
-1% and 1 show a performance improvement of 2%. For Clang, no modifications in performance
were observed.

3.3 Summary
Currently, most of the work focuses on the security impact of UB. Sanitizers, fuzzers and
methods for understanding UB have been proposed to reduce the associated risks. However,
very little efforts have been put in analysing the performance impact of UB on real-life software.
We fill this gap by providing the first study that analyses the performance implications of
undefined behavior in LLVM, offering a comprehensive view on how this type of behavior is
used in today’s software.

Next, we present the flags and the benchmarks that we used in our study.



Chapter 4

Flags used for controlling UB
optimizations

In this chapter we present the flags that we used for controlling the behavior of Clang/LLVM
with regards to UB optimizations. We put together a suite of 19 flags that control two impor-
tant subsystems of the compiler, i.e. the code generation and the optimization pipeline. The
suite consists of both flags that were already implemented in Clang/LLVM and flags that we
implemented. More than half of them were implemented as part of this project. We divided
the flag suite in 6 categories which can be found in Table 4.1.

Each category focuses on different language constructs that can generate undefined behavior.
For example, the Arithmetic Operations category contains flags that generate defined behavior
for the following operations: division, remainder, shifting, addition and multiplication. By
adding guards, or by deleting LLVM attributes that generate undefined behavior, we make
sure that in every point of the program the aforementioned operations do not trigger undefined
behavior.

Most of the flags, however, are focused on undefined behavior generated by pointer operations.
In this category we have 8 flags that cover an extensive range of pointer functionalities: align-
ment, dereferenceability, inbounds indices, etc. This type of flags occupies the largest space in
our suite with 8 flags out of 19 possible. Addressing as many undefined behavior sources related
to pointer improper usage was an important goal for us because in the past decades this was a
common source of severe security problems [49].

The next two categories focus on builtins, function attributes and loops that can trigger unde-
fined behavior. The wrong usage of builtins such as assume_aligned and function attributes
such as pure and const can render the program ill-formed. Furthermore, the usage of infinite
loops is disallowed by the C/C++ standards which causes undefined behavior if a program
makes use of them. By making use of the flags in this category we make sure to generate
defined behavior for all the constructs related to builtins, function attributes and loops.

The Values and Conversions category focuses on undefined behaviors related to conversions
from and to types such as bool and enum. On one hand, a boolean variable contains only two
values, however we offer more flexibility and allow booleans to be valid for a wider range of
values. On the other hand, using the already implemented -fstrict-enums flag we enable stricter
rules for converting enums to other types and vice-versa. This flag is the only flag from our
suite that enables undefined behavior instead of disabling it. Finally, in this category we also
include a flag that disables the undefined behavior related to reading uninitialized variables,
effectively making uninitialized reads equal to 0.

17
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The last category focused on aliasing rules implemented inside LLVM. The effect of the flags
present in this category is to disable any reasoning based on undefined behavior when proving
aliasing information. For example, accessing values at indices outside an array, commonly
refered as an out-of-bounds (OOB) access, is considered undefined behavior and it is used by
LLVM to prove that two pointers do not alias. -disable-oob-analysis disables such reasoning,
forcing LLVM to find different methods for proving that the pointers do not alias.

Category Flags Short Name
Arithmetic Operations -fcheck-div-rem-overflow AO1

-fconstrain-shift-value AO2
-fwrapv AO3

Pointers -fdrop-align-attr P1
-fdrop-deref-attr P2

-fdrop-inbounds-from-gep P3
-fno-delete-null-pointer-checks P4

-fdrop-noalias-restrict-attr P5
-fno-strict-aliasing P6

-fno-use-default-alignment P7
-Xclang -no-enable-noundef-analysis P8

Builtins -fdrop-ub-builtins B1
Functions and Loops -fignore-pure-const-attrs FL1

-fno-finite-loops FL2
Values and Conversions -fno-constrain-bool-value VC1

-fstrict-enums VC2
-mllvm -zero-uninit-loads VC3

Alias Analysis -mllvm -disable-oob-analysis AA1
-mllvm -disable-object-based-analysis AA2

Table 4.1: Categories of UB controlled by flags

Finally, we also had plans to add a flag that disables optimizations based on use-after-free,
however, we did not find any pass in LLVM that exploits the usage of deallocated objects. We
also did not add any flag for UB that comes from fixed points operations because our benchmarks
did not make use of them and we did not address UB coming from standard library operations.

The rest of this chapter is divided in two parts. In the first part we offer a detailed description
of the flags in each category mentioned above. We cover the C/C++ constructs that the flag
affects as well as the implementation details inside LLVM. In the second part we present the
implementation process of each flag and the tools used in this process.

4.1 Description of the flags
This section presents all 19 flags used in our experiments. For each flag presented in Table 4.1 we
cover the specific undefined behavior that it addresses and how it affects the LLVM Intermediate
Representation (IR).

4.1.1 Arithmetic Operation
-fcheck-div-rem-overflow

When generating code for division and remainder, an additional check is added to ensure that
the operation is well defined. The operations are not well defined when either the divisor is 0
or when the dividend is INT_MIN and the divisor is -1 as this would render INT_MAX+1.
This equivalent C code for the check is presented in Listing 7.5.
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When the operands are unsigned, the expression simplifies as we only need to verify if the
second operand is 0.

Listing 4.1: Equivalent C code for the checks added befor division and remainder
if (b == 0 || (a == INT_MIN && b == -1))

abort();
else

a [/ or %] b;

-fconstrain-shift-value

When generating any kind of shift, we constrain the right operand of the shift to not exceed
the length in bits of the left operand. In LLVM, this adds an extra and instruction before every
shift instruction. In rare cases, when the bitwidh of the shifted type is not a power of 2, a urem
instruction is added instead of and.

This mimics the result of x86 [19] and RISC-V [55] processors where a shift operation on a 32
bit register "a » b" is equivalent with "a » (b & 0x1f)". However, on ARM [38] processors,
a shift overflow results in 0, hence the extra and instruction is not needed. Since we only did
benchmark experiments on x86, we kept the extra and instruction.

However in C/C++, for 32-bits integer types, a shift with a value greater than 31 renders the
program ill-formed because the result would not fit in the integer type.

-fwrapv

Normally, when addition, subtraction or multiplication between two integer types do not fit in
the result integer type the behavior is undefined.

This option instructs the compiler to change the semantics of signed arithmetic overflow so it
wraps around using two’s complement representation. In LLVM, the nsw attribute is dropped
when this flag is enabled.

4.1.2 Pointers
-fdrop-align-attr

The LLVM align attribute indicates that a pointer value has a specified alignment. If the
specified alignment does not match the actual alignment of the pointer then UB is triggered.
To mitigate against this, we remove all such attributes from all the pointers in the program so
that UB does not get triggered.

-fdrop-deref-attr

The LLVM dereferenceable and dereferenceable_or_null attributes indicate how many bytes
from a pointer value can be dereferenced. If the user of this pointer tries to dereference more
bytes than allowed, then UB is triggered. To mitigate against this, we remove all such attributes
from all the pointers in the program so that UB does not get triggered.

This attribute is very common in C++ code because LLVM assumes that the whole object is
dereferenceable if there is a pointer that points to it, especially the this pointer.

-fdrop-inbounds-from-gep

Accessing memory outside the bounds of an object in UB. To access memory, either for writing
or for reading, LLVM uses two instructions. The first instruction is called getelementptr (GEP)
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and it is used to calculate the address where the memory operation will take place. Then the
result of the GEP is fed into either a load or a store instruction.

GEP has an attribute called inbounds that controls the behavior of the result when the com-
puted address is going out of bounds of its underlying object. If inbounds is enabled then the
computation of such address is UB. To mitigate against this, we remove all such attributes from
all the GEP instructions in the program so that UB does not get triggered.

-fno-delete-null-pointer-checks

This flag assumes that programs can safely dereference null pointers, and that code or data can
resides at address zero. This does not assume that if a pointer is checked after it has already
been dereferenced then the pointer cannot be null. In LLVM, this adds the null_pointer_is_-
valid function attribute and deletes the nonnull attribute on function parameters.

-fdrop-noalias-restrict-attr

Restrict pointers are used to specify that only one pointer is used to access the object to which it
points. In LLVM, this is translated into a noalias attribute. If the rules of the noalias attribute
are violated then UB is triggered. To mitigate against this, we remove all such attributes from
all the pointers in the program so that UB does not get triggered.

-fno-strict-aliasing

Disallows the compiler to use type information to disambiguate aliasing information. In par-
ticular, an object of one type is not assumed to reside at a different address of an object of a
different type, unless the types are compatible. For example, an unsigned int can alias an int,
but not a void* or a double. The char type may alias with any other type. In LLVM, tbaa
metadata is dropped when this flag is enabled.

-fno-use-default-alignment

Any memory operation, including load, store, memcpy, etc., that use a misaligned pointer will
result in undefined behavior. This flag pessimistically uses the weakest alignment for all types
to discard the risk of UB. In LLVM, the alignment of every pointer involved in a memory
operation is forcefully set to 1 by modifying the align attribute.

-Xclang -no-enable-noundef-analysis

This flag stops the analysis of function arguments and return type for mandatory definedness.
In LLVM, this drops the noundef attribute from function arguments and return values.

4.1.3 Builtins
-fdrop-ub-builtins

Programmers can encode assumptions in their programs. The assumptions can be focused
either on values, using __builtin_assume, or on alignment, using __builtin_assume_aligned.
If the code that is dependent on these assumptions breaks them then the behavior is undefined.
To mitigate against this, we remove remove all such assumptions from the program so that UB
does not get tiggered.

Another builtin that we cover in this flag is __builtin_unreachable. In LLVM, the unreachable
instruction has no defined semantics. We replace this builtin with __builtin_trap so that we
get defined semantics in code that uses such builtins.
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4.1.4 Functions and Loops
-fignore-pure-const-attr

pure and const attributes are used to decorate functions that have no observable effect on the
state of the program other than returning a value. As such, any function that is decorated with
any of the two attributes, and modifies the state of the program by writing into global pointers
or into pointers received as arguments triggers UB. Another way of triggering UB is to call a
non-const or non-pure function from a const or pure function.

In LLVM, the pure attribute is translated into the following LLVM IR attributes:

1. memory(none), the function does not access any memory

2. nounwind, the function never raises an exception

3. willreturn, the execution continues after the function exits

For const the following LLVM IR attributes are added:

1. memory(readonly), the function only reads memory

2. nounwind, the function never raises an exception

3. willreturn, the execution continues after the function exits

To mitigate against the possible UB generated by these attributes, we remove them from all
the functions in the program.

-fno-finite-loops

Assume that a loop with an exit point will not take the exit point and will loop indefinitely.
This does not allow the compiler to delete loops without side effects. In LLVM, this drops the
mustprogress attribute from functions.

4.1.5 Values and Conversions
-fno-constrain-bool-value

Allow boolean values to act as integers and not be constrained in the interval {0, 1}. This flag
drops the range metadata from operations that involve boolean values.

-fstrict-enums

Allow the compiler to optimize using the assumption that a value of enumerated type can only
be one of the values of the enumeration. This assumption may not be valid if the program uses
a cast to convert an arbitrary integer value to the enumerated type. In LLVM, this adds range
metadata to instructions that use enum values.

-mllvm -zero-uninit-loads

To remove the UB related to accessing uninitialized values, this flag replaces uninitialized loads
with zero loads. Compared with "-ftrivial-auto-var-init=choice",1. our flag does not explicitely
sets to 0 all uninitialized variables, it only replaces uninitialized loads with zero loads for
performance reasons. In LLVM, this replaces the undef, resulted from operations that load
from a fresh alloca, with 0.

This flag implements the ideas in P2723R1 [7]. However, compared to P2723R1, we also handle
heap-allocated objects.

1https://gcc.gnu.org/onlinedocs/gcc/Optimize-Options.html#index-ftrivial-auto-var-init

https://gcc.gnu.org/onlinedocs/gcc/Optimize-Options.html#index-ftrivial-auto-var-init
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4.1.6 Alias Analysis
-mllvm -disable-oob-analysis

The alias analysis (AA) subsystem of LLVM exploits UB related to out of bounds indices.
Below are two exploitations employed by AA with regards to GEP instructions:

1. If an inbounds GEP would have to start from an out of bounds address for the two pointers
to alias, then we can assume that the two pointers do not alias.

2. If the size of one access is larger than the entire object on the other side, then we know
such behavior is undefined and can assume that the two pointers do not alias.

This flag disables such exploitations and as such offers more pessimistic aliasing results.

-mllvm -disable-object-based-analysis

To conclude that two pointers do not alias, LLVM’s AA also checks the types of the underlying
objects located at these pointers. If the two objects are different then LLVM generates NoAlias
information.

This flag disables such reasoning and consequently enables a flat memory model where objects
can be situated everywhere in memory, even under the same pointer. This effectively disables
any UB caused by accessing an object with a inappropriate pointer.

4.1.7 Summary of Intermediate Representation changes
As presented above, the effect of each flag is to guard against undefined behavior either by
adding more checks in the LLVM IR or by deleting IR constructs that can possibly trigger
undefined behavior. Flags that are part of the two categories are presented in Table 4.2. An
exception is the -fstrict-enums flag that enables undefined behavior by adding an IR construct
that can possibly triggre UB, i.e. the range metadata.

We also have a third category for flags that control directly the optimizer. To avoid the cost
of setting each object to 0, we only replace the loads of uninitialized objects with 0. Then,
because the Alias Analysis (AA) subsystems of LLVM uses UB, we created the rest of 2 flags to
control the decision of AA that are based on out-of-bounds accesses and comparison between
objects.

Adds checks into IR Deletes UB constructs from IR Controls the optimizer
-fcheck-div-rem-overflow -fwrapv -mllvm -zero-uninit-loads
-fconstrain-shift-value -fdrop-align-attr -mllvm -disable-oob-analysis

-fno-delete-null-pointer-checks -fdrop-deref-attr -mllvm -disable-object-based-analysis
-fstrict-enums -fdrop-inbounds-from-gep

-fdrop-noalias-restrict-attr
-fno-strict-aliasing

-fno-use-default-alignment
-Xclang -no-enable-noundef-analysis

-fdrop-ub-builtins
-fignore-pure-const-attrs

-fno-finite-loops
-fno-constrain-bool-value

Table 4.2: Flags that add checks, delete UB constructs from IR and directly control the opti-
mizer

Almost three quarters of our flags delete UB constructs from the IR. Normally, LLVM uses this
information to enable certain optimizations and to provide better performance for the compiled
programs. However, the semantics of the IR constructs that LLVM uses contain undefined



CHAPTER 4. FLAGS USED FOR CONTROLLING UB OPTIMIZATIONS 23

behavior if their rules are not respected. By removing completely the information we make sure
that only defined behavior is generated with the drawback of reducing the performance of the
program.

Furthermore, all flags but -disable-oob-analysis, -disable-object-base-analysis and -zero-uninit-
loads affect the code generation subsystem either by adding more instructions or by deleting
attributes. The rest of 3 flags have direct effect on the optimization pipeline from LLVM, either
by affecting the alias analysis subsystem or the individual passes inside the pipeline.

4.2 Implementation of the flags
In this section, we present the methods and tools for discovering undefined behavior constructs
in LLVM and the implementation process for the flags that control the UB constructs. We also
present 1 bug in LLVM and 5 issues that we found in Alive2 while implementing the feature
that helped us finding UB constructs. Alive2 is an automated verification tool for LLVM
optimizations.

4.2.1 Implementation
We used a combination of both manual and automatic discovery of constructs that trigger unde-
fined behavior in LLVM. The first discovery strategy consisted of manually inspecting LangRef,1
the LLVM Language Reference Manual, and creating flags for the attributes or metadata that
contain UB as part of their semantics. The second discovery strategy consisted of compiling
all benchmarks in our suite with Alive2 [36] to automatically locate UB constructs. Using the
two strategies, we assured, on one hand, that we cover the most common UB constructs, and
on the other hand, that we cover the whole the range of UB constructs that is present in our
benchmark suite.

In the first phase, i.e. manually going through LangRef, we were interested in constructs
that contained the following keywords in their description: "undefined behavior", "undefined
value", "undef" and "poison". In LLVM, undef and poison values are special values used for
representing undefined behavior.

The constructs that we focused on lie in the following categories:

• function attributes: mustprogress, willreturn, etc.

• pointer and values attributes: align, dereferenceable, etc.

• instructions: lshr, alloca, etc.

For each construct we created a new flag which required modification either in Clang or
the optimization pipeline of LLVM. This phase resulted in 7 new flags, namely: -fcheck-div-
rem-overflow, -fconstrain-shift-value, -mllvm -zero-uninit-loads, -fdrop-noalias-restrict-attr, -
fno-constrain-shift-value, -fno-use-default-alignment and -mllvm -disable-object-based-analysis.
Out of these 7 flags, 3 flags lie in the Arithmetic Operations category, 3 flags lie in the Pointers
category and 1 flag lies in the Alias Analysis category.

There are also UBs that we did not address, for example: exploitations based on accessing
use-after-free objects, exploitations based on fixed point operations and exploitations based
on undefined behavior arrising from stanard library operations, such as abs(INT_MIN). Since
either LLVM did not exploit them or our benchmarks did nont make use of these features, we
choose to not include them in our study.

In the second phase, we compiled the whole benchmark suite with Alive2 to find missed oppor-
tunities for UB flags. Alive2 is an automatic verification tool for LLVM optimizations. Briefly,

1https://llvm.org/docs/LangRef.html

https://llvm.org/docs/LangRef.html
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after each optimization pass it checks whether the IR contains undefined behavior. This helps
us find places in the optimization pipeline that exploit UB.

We decided to patch Clang whenever we found an UB exploitation in the optimization pipeline of
LLVM. By generating code free of UB directly from Clang, we assured that further optimization
cannot take any advantage or further propagate the exploitation of undefined behavior. For
example, instead of patching each place in LLVM that takes advantage by division by 0, we
generated code from Clang that guarded each division so that LLVM cannot further optimize
it.

The following is an example of undefined behavior detected using Alive2. Listing 4.2 contains a
C function from the aom-av1-3.7.0 benchmark that returns a boolean value based on a pointer
received as parameter.

Listing 4.2: C code for is_sb_aq_enabled
static bool is_sb_aq_enabled(const AV1_COMP *const cpi) {
return cpi->rc.sb64_target_rate >= 256;

}

Listing 4.3 contains the corresponding Alive2 output for is_sb_aq_enabled. The output can
be broken down in multiple parts:

1. The IR before the optimization and the IR after the optimization, they are delimited by
=>

2. Information about the validity of the transformation, in this case we get an "Transforma-
tion doesn’t verify! (unsound) ERROR: Source has guardable UB"

3. Detailed information about the cause of the error including values that triggered the error
and the memory state

Listing 4.3: Alive2 output on is_sb_aq_enabled
===> Part 1 <===
define i1 @is_sb_aq_enabled(ptr noundef %cpi) null_pointer_is_valid zeroext

{
%entry:
%cpi.addr = alloca i64 8, align 8
store ptr noundef %cpi, ptr %cpi.addr, align 1
%0 = load ptr, ptr %cpi.addr, align 1
%rc = gep inbounds ptr %0, 677024 x i32 0, 1 x i64 427536
%sb64_target_rate = gep inbounds ptr %rc, 248 x i32 0, 1 x i64 16
%1 = load i32, ptr %sb64_target_rate, align 1
%cmp = icmp sge i32 %1, 256
ret i1 %cmp

}
=>
define i1 @is_sb_aq_enabled(ptr noundef %cpi) null_pointer_is_valid zeroext

{
%entry:
%rc = gep inbounds ptr noundef %cpi, 677024 x i32 0, 1 x i64 427536
%sb64_target_rate = gep inbounds ptr %rc, 248 x i32 0, 1 x i64 16
%0 = load i32, ptr %sb64_target_rate, align 1
%cmp = icmp sge i32 %0, 256
ret i1 %cmp

}

===> Part 2 <===
Transformation doesn’t verify! (unsound)
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ERROR: Source has guardable UB

===> Part 3 <===
Example:
ptr noundef %cpi = pointer(non-local, block_id=0, offset=-388623)

Source:
ptr %cpi.addr = null
ptr %0 = pointer(non-local, block_id=0, offset=-388623)
ptr %rc = poison
ptr %sb64_target_rate = poison
i32 %1 = UB triggered!

SOURCE MEMORY STATE
===================
NON-LOCAL BLOCKS:
Block 0 > size: 601368 align: 9223372036854775808 alloc type:

0 address: 0
Block 1 > size: 8968 align: 4 alloc type: 0 address:

601368

LOCAL BLOCKS:
Block 2 > size: 601368 align: 9223372036854775808 alloc type:

0 address: 0

Target:
ptr %rc = poison
ptr %sb64_target_rate = poison
i32 %0 = UB triggered!

Because the pointer might point to an object that is not allocated, the code triggers undefined
behavior. As such, %rc and %sb64_target_rate contain poison values in Part 3 of the output.
They cause the subsequent "UB triggered!" in %1. The %1 variable is the result of a load
instruction that has the following semantics in LLVM IR: "if pointer is not a well-defined value,
the behavior is undefined".

The source of undefinedness stems from the presence of the inbounds attribute in the getele-
mentptr (GEP) instructions that compute the %rc and %sb64_target_rate variables. When
this attribute is present, GEP generates poison if the following condition is not respected: "The
base pointer has an in bounds address of an allocated object, which means that it points into
an allocated object, or to its end. Note that the object does not have to be live anymore; being
in-bounds of a deallocated object is sufficient."

Alive2 is not capable of using inter-procedural analysis that would allow it to assess whether
the address points to an allocated object by inspecting the caller of the function. As such,
based only on the information available in the current function, Alive2 concludes that the
aforementioned inbounds rule is not respeted, hence undefined behavior is triggered.

To stop the generation of the poison values, we patched Clang to not emit inbounds attribute
to any GEP instruction. We integrated the functionality of removing inbounds from GEP
instructions in a flag called -fdrop-inbounds-from-gep. We ran similar analyses on other LLVM
IR constructs, resulting in the following 6 flags: -fdrop-noalias-restrict-attr, -fdrop-align-attr,
-fdrop-deref-attr, -fdrop-ub-builtins, -fdrop-pure-const-attr, -mllvm -disable-oob-analysis.

We also had plans to drop the noundef attribute but fortunately there already existed a flag
for that, callled "-Xclang -no-enable-noundef-analysis".

Out of the 8 flags generated in this phase, 5 flags are part of the Pointers category, 1 is part of
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the Builtins category, 1 is part of the Functions and Loops category and 1 is part of the Alias
Analysis category.

4.2.2 LLVM bugs and Alive2 modifications
As part of this project we implemented in Alive2 a feature that enables the discovery of UBs
that can be guarded from Clang. As discussed earlier in this chapter, we preferred to generate
code free of UB directly from Clang instead of patching each place in LLVM that exploits UB
optimizations. Furthermore, we discovered 1 LLVM bug when we ran Alive2 on our benchmarks
suite.

Below is the bug found in LLVM:

1. Vectorization of loop reduction introduces an aligned store incorrectly

We found this bug while developing the -fno-use-default-alignment flag. For this flag our goal
was to align all memory operations, including loads, stores and memcpy, to 1. However, the
Loop Vectorizer pass inside LLVM changed the alignment from 1 to 2 in a store instruction.
This is not a valid transformation as LLVM is not allowed to over-align memory addresses.

Below are 4 false positives that we fixed in Alive2 in order to discover guardable UBs in our
benchmark suite, then we also list one Alive2 missing feature that we discovered but did not
implement:

1. UB exploit mode: fix false-positive with memcpy SROA transformation

2. UB exploit mode: fix false positive with byval fncall

3. UB exploit: work around false positives with poison ptrs

4. rework support for arbitrary-sized globals to support 0-sized ones

5. Alive2 doesn’t analyse locally-allocated pointers on function calls

The first three issues fix false-positives reported by Alive2 in the benchmarks that we analyzed.
The third issue adds support for zero-sized arrays which is a feature that LLVM supports but
Alive2 did not at that moment. The last issue is a missing feature that we discovered but
did not address. Alive2 is not able to analyse pointers declared as local variables passed in a
function call. An example of this problem is presented in Listing 4.4.

The xname_cmp function is part of the openssl benchmark. In the function, abuf and bbuf
are local pointers which are passed to the i2d_X509_NAME function. However, Alive2 cannot
continue to analyse the pointers inside the new function and prove that they are well defined
after the inner function returns. Consequently, Alive2 concludes that the called function might
introduce UB in abuf and bbuf. This is not a fundamental limitation of Alive2, but a feature
that is currently not implemented.

https://github.com/llvm/llvm-project/issues/65212
https://github.com/AliveToolkit/alive2/commit/0c36b7cba5a56d99ab7203170418e71844d6336f
https://github.com/AliveToolkit/alive2/commit/027f267aa5fd330969f131f82221ae874754426c
https://github.com/AliveToolkit/alive2/commit/30cdf9c6f914c14332240bcd6d52f33ce98402d6
https://github.com/AliveToolkit/alive2/commit/31e160dd07af3d3cdea3e76807a73bd5424d8c71
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Listing 4.4: OpenSSL code where Alive2 cannot analyse locally-allocated pointers

static int xname_cmp(const X509_NAME *a, const X509_NAME *b)
{

unsigned char *abuf = NULL, *bbuf = NULL;

...

// Alive2 cannot propagate the locally allocated pointers in
i2d_X509_NAME

alen = i2d_X509_NAME((X509_NAME *)a, &abuf);
blen = i2d_X509_NAME((X509_NAME *)b, &bbuf);

...
memcmp(abuf, bbuf, alen);
...

}

4.3 Summary
In this chapter we have presented a detailed description of all the 19 compiler flags that we
use in our benchmarks for controlling the behavior of LLVM with regards to undefined behav-
ior optimizations. We divided the 19 flags in 6 categories: Arithmetic Operations, Pointers,
Builtins, Functions and Loops, Values and Conversions, and Alias Analysis. These categories
group flags by the language constructs they affect.

We also showed that 4 flags out of 19 add checks to the IR while 11 flags delete UB constructs
from the IR and 3 flags control directly the LLVM optimizer so that the compiled programs
do not exhibit undefined behavior. Furthermore, we presented how we implemented each flag,
how we employed Alive2 in finding UB constructs and the bugs that we found in LLVM plus
the issues found while implementing guardable UB in Alive2.

As part of this project we implemented 13 new flags for LLVM and we used 6 existing flags.
Next, we present the benchmark suite that we designed for our performance study.

Next, we present the benchmark suite that we used and the best practices we followed to get
stable results.



Chapter 5

Benchmarks

For our experiments we use one 2x Intel Xeon CPU E5-2680 v2 @ 2.80GHz (IvyBridge) server
bundled with 64GB DDR3 RAM (@ 1600 MHz) running Debian GNU/Linux 11 (bullseye).
The benchmarks are compiled using a forked version of the Clang/LLVM 16.0.6 that can be
found at https://github.com/lucic71/llvm-project/tree/release/16.x-ub. All the benchmarks are
collected and ran using a modified version of Phoronix Test Suite 10.8.4 (PTS) [31] that can
be found at https://github.com/lucic71/phoronix-test-suite

We collected a benchmark suite of 22 C/C++ mature applications that already contained
performance tests as part of their infrastructure. In total we collected 129 performance tests.
In the experiments that we conducted we did not touch the source code or the build systems of
the applications. Table 5.1 presents all 22 benchmarks that we use, the corresponding number
of lines of code and the corresponding measurement scale for each benchmark. As part of this
project, we added the Z3 benchmark in the official PTS benchmarks repository.

Most of the benchmarks in our suite measure the performance by the time spent in running
the underlying application. 11 benchmarks use time as a measurement scale. Next, Mflops,
MB/s and megapixels/second are the second most popular categories with 4 benchmarks per
category. We also have 1 benchmarks that are not part of any of the mentioned categories, i.e.
john-the-ripper which measures the performance in checks/second.

In terms of lines of code (LOC) per benchmark, the benchmark that contains the most LOC is
build-llvm with over 2 milion LOC, at the other end compress-pbzip2 contains only 6 kLOC.
The mean lies 259 kLOC with a standard deviation of 419 kLOC.

In this study, we considered performance modifications within the -2% and +2% as noise. We
exclude from our analysis any data point in this range because minor fluctuations are not rele-
vant for the real-world applications that we are benchmarking. Compared to microbenchmarks,
where the noise interval can be reduced significantly, the applications in our suite present mod-
erate variability in the results.

The rest of this chapter presents the building process of the benchmark suite and the techniques
we employed to create a benchmark infrastructure resilient to ±2% noise.

5.1 Benchmark suite
We chose PTS as our benchmarks source because of it rich number of benchmarks. It contains
more than 500 benchmarks, however, for our experiments we looked only at applications written
in C/C++, targeted on CPU workloads, with diverse run-times and easily compilable by Clang.
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https://github.com/lucic71/llvm-project/tree/release/16.x-ub
https://github.com/lucic71/phoronix-test-suite
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After applying these filters we selected only 22 benchmarks from PTS. The benchmarks are
presented in Table 5.1.

To filter benchmarks based on our aforementioned requirements we used the public GitHub
repository that contains information about all the benchmarks that are part of PTS.1 Each
benchmark is represented as an XML file. Exploring C/C++ benchmarks is done by searching
the string "build-utilities" in the the ExternalDependencies XML node of each benchmark.

However, "built-utilities" is often used in conjunction with other dependencies such as "cuda",
"opencl", "openmpi-development", "vulkan-development". Since we were only interested in
running plain CPU workloads, we ignored benchmarks that make use of the additional external
dependencies.

To ensure that the benchmarks are compiled with Clang and that our compiler flags are correctly
used we employed two techniques. On one hand we set the CC/CXX environment variables to
point to our modified version of Clang where the UB flags are implemented. On the other hand,
we created a wrapper script over Clang whose role is to append the UB flags at the end of the
compilation command. This helped in ensuring that the UB flags have the greatest priority in
the command.

No Benchmark kLOC Measurement scale
1 aom-av1-3.7.0 508 frames/second
2 botan-1.6.0 148 MB/second
3 build-llvm-1.5.0 2.139 seconds
4 compress-pbzip2-1.6.0 6 seconds
5 compress-zstd-1.6.0 85 MB/second
6 draco-1.6.0 50 seconds
7 encode-flac-1.8.1 59 seconds
8 espeak-1.7.0 44 seconds
9 fftw-1.2.0 255 Mflops
10 graphics-magick-2.1.0 263 iterations/second
11 john-the-ripper-1.8.0 315 checks/second
12 jpegxl-1.5.0 106 megapixels/second
13 luajit-1.1.0 69 Mflops
14 ngspice-1.0.0 514 seconds
15 openssl-3.1.0 472 bytes/s
16 primesieve-1.9.0 9 seconds
17 quantlib-1.2.0 395 Mflops
18 rnnoise-1.0.2 14 seconds
19 simdjson-2.0.1 74 MB/s
20 sqlite-speedtest-1.0.1 249 seconds
21 tjbench-1.2.0 57 megapixels/second
22 z3-1.0.0 496 seconds

Table 5.1: Benchmarks used in our experiments

A final goal of our benchmark suite was to incorporate benchmarks with various run-times
since we are interested in seeing the impact of the UB flags on long-running application as
well as on short-running applications. We collected the run-times on the same machine that
we ran the benchmarks on. From 22 benchmarks, the mean run-time is 951.5 seconds and the
standard deviation is 1772.0 seconds. Figure 5.1 presents a detailed view of the run-time of
each benchmark.

1https://github.com/phoronix-test-suite/test-profiles

https://github.com/phoronix-test-suite/test-profiles
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Figure 5.1: Run-time in seconds of each benchmark present in our suite, the total run-time is
greater than 7 hours

The presented running times are collected only for a single run and a single flag. Given that
the total reported time is 7 hours and we benchmark no more than 20 flags then a complete
run would last approximately 6 days. However, to reduce the variance in the results, PTS uses
a dynamic number of run-times which ensures that the standard deviation of the results does
not reach a predefined threshold. In consequence, the time per benchmark increases. We have
observed that usually 3 runs are sufficient per benchmark. This results in 2.5 weeks to complete
a full benchmark session.

In summary, we presented how we gathered a collection of 22 C/C++ benchmarks already
available in PTS, the methods we used for ensuring that our UB flags take effect on the bench-
mark suite and a report of the time spent per each benchmark, with a total of 2.5 weeks to
complete a full benchmark session. Next we present the infrastructure used for benchmarking,
focusing on techniques that we used to stabilize the results of the benchmarks.

5.2 Benchmark infrastructure
Mytkowicz et al. [39] discuss the importance of setting up a robust benchmark infrastructure
before starting any performance experiment. Since the environment can add measurement
bias into the results, we took care to reduce the noise generated by components such as the
operating system kernel, other applications running on the system and hardware interactions.
Consequently, we designed a benchmark infrastructure where the standard deviation between
the results of one benchmark is at most 3% and where we consider noise any performance
modifications that fall into the interval [-2%, +2%].
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In their work, Mytkowicz et al. prove that the memory layout of the application that is bench-
marked is a common root for measurement bias. Two factors that they use in their experiments
for changing the memory layout of the benchmark are the size of the UNIX environment vari-
ables and the linking order of the object files. They saw differences of 33% between various
memory layouts controlled by the two above factors.

In our experiments, we used the default UNIX environment size that comes with the OS where
we ran the benchmarks, i.e. Debian GNU/Linux 11 (bullseye). We also did no modification
to the link order of the applications. However, we followed the best practices in benchmarking
and enabled the following noise reduction mechanisms:

• Run benchmarks in single-threaded mode to reduce inter-threads communication noise

• Disable Turbo Boost and Hyper Threading to reduce CPU noise

• Use taskset and nice Linux utilities to reduce CPU and scheduler noise

• Set the CPU to 80% of the total frequency to reduce thermal throttling noise

• Disable ASLR to reduce kernel noise

• Use statistical methods provided by PTS to reduce noise from other sources

These modifications were only applied on the running environment and on the scripts that
control the PTS benchmarks. No modification to the source code or the build system of the
application were applied.

The first and most important modification that we employed was to run all benchmarks in
single-threaded mode. By default, PTS runs benchmarks in multi-threaded mode to gain as
much performance as possible but sacrificing results stability. As locking mechanisms and
inter-threads communication add noise in the final results, we wanted to make sure that we
reduce this class of noise to a minimum. The environment modifications can be found at
https://github.com/lucic71/test-profiles.

Then, we disabled Intel technologies such as Turbo Boost and Hyper Threading which are
known for their capabilities of improving the performance of the application at the cost of
higher variability of the results. Furthermore, we set the CPU frequency to a fixed value, i.e.
80% of the maximum CPU capacity, to avoid thermal throttling and avoid dynamic frequency
scaling.

Moreover, we used the taskset and nice utilities to control the behavior of the benchmark Linux
process. Setting the process CPU affinity and controlling the priority of the Linux process
assured that we reduce the noise generated by kernel operations such as moving the process
to another CPU core or scheduling another Linux process while our benchmark process runs.
Another protection mechanism we used was to disable ASLR globally.

Finally, we used statistical methods to improve the stability of the benchmark results. PTS
uses a dynamic run count that will get triggered every time the standard deviation of a bench-
mark exceeds a predefined threshold. This ensures the statistical significance of the results.
The default value for the standard deviation threshold is 3.5. We also used this value in our
benchmarks.

After we defined all noise sources and applied techniques for reducing them, we defined the
benchmarking process using a series of Bash scripts which can be found at https://github.com/
lucic71/ub-benchmark-infra. The summarized process is presented in Listing 5.1.

https://github.com/lucic71/test-profiles
https://github.com/lucic71/ub-benchmark-infra
https://github.com/lucic71/ub-benchmark-infra


CHAPTER 5. BENCHMARKS 32

Listing 5.1: Benchmarking process described in pseudocode
prepare_benchmark_environment()

flags = [baseline, ..., -fwrapv, -fconstrain-shift-value, ..., all]
for flag in flags:

for b in benchmarks:
compile_benchmark_with_flag(b, flag)
gather_binary_size_information()
run_benchmark(b)
gather_performance_information()

In this process, we iterate over all 19 flags that we present in Chapter 4 plus 2 more special
flags, i.e. baseline and all. First, the entire benchmark suite is compiled with an UB flag, then
we run and collect the results from the whole suite.

baseline and all are special flags that we used in our scripts. On one hand, when baseline is
enabled, no UB flag is activated, this is useful to compute the performance impact of each
UB flag. On the other hand, when all is enabled, all flags that disable UB exploitations are
activated, except -fstrict-enums which enables UB exploitations.

In summary, we presented the noise reduction mechanisms we employed when running the
benchmarks and the high-level process of compiling the benchmark suite with the UB flags and
then collecting binary size and performance numbers. Next, we present a series of bugs that
we encountered in PTS while preparing our benchmark infrastructure.

5.3 Bugs discovered in Phoronix Test Suite
While preparing our benchmark infrastructure, we reported and fixed 4 bugs in PTS. The bugs
target the wrong usage of benchmark names, wrong usage of environment variables and wrong
usage of the application that is benchmarked:

• Commas in test names break csv files

• [redis-1.4.0] NUM_CPU_PHYSICAL_CORES shall not be greater than 128

• Test profiles don’t respect CC/CXX environment variables

• CXFLAGS should be CXXFLAGS

We encountered the first bug while parsing the benchmark results. Our goal was to convert all
the results into CSV format to evaluate the impact of each flag relative to the baseline. However,
the presence of commas in the option names for compress-zstd caused errors in parsing our CSV
files.

We discovered the second bug while running redis, a benchmark that we eventually discarded
from our suite, on a machine with more than 128 cores. Because the PTS scripts were not han-
dling the case where NUM_CPU_PHYSICAL_CORES, a special PTS variable that controls
the number of available cores, is greater than 128, our benchmark stopped working.

The last two bugs were encountered when searching for C/C++ benchmarks that would easily
be compilable with Clang. Our strategy was to set the CC, CXX, CFLAGS and CXXFLAGS
environment variables and check which benchmarks respected them. In this process we found
more than 50 benchmarks that did not respect these variables. This violates the official docu-
mentation of PTS which states “The Phoronix Test Suite does respect CC/CXX environment
variables and test profiles are expected to honor CFLAGS/CXXFLAGS and other compiler

https://github.com/phoronix-test-suite/test-profiles/issues/294
https://github.com/phoronix-test-suite/test-profiles/issues/292
https://github.com/phoronix-test-suite/test-profiles/issues/269
https://github.com/phoronix-test-suite/test-profiles/pull/290
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settings”.1

Finally, the last bug, which targets the aircrack-ng benchmark, refers to a typo in the CXXFLAGS
environment variable.

5.4 Summary
This chapter presented the process of gathering, running and collecting results from a bench-
mark suite of 22 C/C++ real-world applications that contains 129 performance tests. We used
Phoronix Test Suite to create the benchmark suite. Even if PTS has more than 500 bench-
marks, we selected our candidates based on the following prerequisites: to be implemented in
C/C++, to target CPU workloads, to have diverse run-times and to be compilable by Clang.

Furthermore, we made the necessary modifications to have robust and predictable results, the
modifications include: running the benchmark single-threaded mode, disabling Turbo Boost
and Hyper Threading and other techniques to reduce noise coming from different sources.

Finally, a complete run of the 21 flags, including all and baseline, takes around 2.5 weeks. 11
benchmarks use time spent to run the application as the measurement scale, other measurement
scales are: MB/s, Mflops and megapixels/second.

In the next chapter, we present a comprehensive view of the results that we gathered based on
the benchmarks presented in this chapter and the flags presented in Chapter 4.

1https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.
md

https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md
https://github.com/phoronix-test-suite/phoronix-test-suite/blob/master/documentation/phoronix-test-suite.md


Chapter 6

Results

This chapter presents the impact of the 19 flags that control UB optimizations on a benchmark
suite with 22 C/C++ applications that contains more than 125 performance tests which results
is more than 2500 data points. We benchmark each individual flag presented in Chapter 4
and also combine all flags that disable UB optimizations. In 125 cases the flags result in a
performance degradation and in 42 cases the flags result in a performance improvement.

To recover the lost performance resulted from the deactivation of UB optimizations, we use
Link Time Optimizations (LTO). When the UB flags and LTO are enabled at the same time,
performance degradations reduce form 125 to 43 and performance improvements increase from
42 to 115.

The rest of this chapter first presents how UB flags interact with the 22 benchmarks, then we
show how LTO can recover the lost preformance caused by the UB flags. Besides performance,
we also inculde information about the effect of the UB flags on the binary size. In the non-LTO
benchmarks, only pbzip2 presents severe degradations, of -6%, for the all and -fdrop-inbounds-
from-gep flags. The best benchmark in terms of binary size is primesieve with improvements
of +4% in the all, -fdrop-inbounds-from-gep and -disable-object-based-analysis flags.

6.1 Performance Impact
For each benchmark presented in Chapter 5 we compute the baseline performance and the
performance when the flags are enabled. To compute the baseline we disable all UB flags.
Then, one by one, we activate the flags to compute the performance when UB optimizations
are disabled. One exception is the combination between -fdrop-inbounds-from-gep and -disable-
oob-analysis which needs to be activated at the same time to disable UB exploitations related to
out-of-bounds accesses. We also benchmark the -fstrict-enums which enables UB optimizations,
instead of desabling them, as the rest of the flags do. Finally, all activates all flags that disable
UB optimizations. For each setup we also enable the optimization level -O2.

We gathered a total number of 129 performance tests that are spread across 22 benchmarks.
In Figure 6.1a, we divided the performance impact in multiple performance segments. Since
positive performance impacts are not common, we only have one segment that covers improve-
ments. Then, as discussed in Chapter 5, performance results that lie in the interval [-2%, +2%]
are considered noise. At last, the negative performance impact is divided in two: moderate
degradations ([-5%, -2%) and severe degradations (< -5%). For each performance interval, we
present the number of benchmarks that are affected.

We run the performance tests for 19 times, corresponding to the number of flags, which results
in almost 2500 data points. Out of this number, 43 tests result in severe degradations, 92 tests

34
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(a) non-LTO

(b) LTO

Figure 6.1: UB flags and the number of benchmarks per impact interval. Impact is divided into
severe degradations (< -5%), moderate degradations ([-5%, -2%) and improvements (> +2%).
The vertical line divides the dataset in half
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result in moderate degradations and 42 result in improvements.

All flags but one exhibit more performance degradations than performance improvements. -
fno-strict-aliasing (P6) is the only flag that does not follow this trend since it exhibits 14
improvements and 10 degradations.

In the Pointers (P) and all flag categories the trend towards negative performance is the most
obvious. At the opposite end, categories such as Functions and Loops (FL), Values and Conver-
sions (VC) and Alias Analysis (AA) exhibit a low amount of performance modifications with
at most 5 modifications per category. At the middle, the Arithmetic Operations (AO) flags
exhibit a moderate number of negative performance modification with almost no performance
improvement.

To recover the lost performance caused by the flags that disable UB optimizations, we use
Link Time Optimizations (LTO). When LTO and the UB flags are enabled at the same time,
performance degradations reduce from 125 to 43 and performance improvements increase from
42 to 115. Figure 6.1b shows the results for the LTO builds. Compared to Figure 6.1a, the LTO
builds present more improvements per flag. Furthermore, the severe degradations are reduced
to only 1 and the number of moderade degradations decreases per flag.

However, because not all the benchmarks could be built with LTO, we could not gather results
for all of them. Either their build system was not designed to support LTO or the changes
we needed to do in the build system were not trivial. As such the following benchmarks are
missing LTO results: aom-av1, build-llvm, openssl.

Most of our flags delete information that could produce UB from the IR. However, when LTO
is enabled, information such as function and arguments metadata is recovered using inter-
procedural analysis. This type of analysis assures that metadata is only added in places that
would not produce UB since the compiler is not allowed to add UB if the original program
did not contain. As a consequence, certain optimizations are re-enabled in the places where
information is recovered.

In the LTO setup, certain flag categories such as Builtins (B) and Functions and Loops (FL) do
not exhibit any performance degradation. The Pointers (P) category shows a reduction in the
number of degradation of 4.5 times, the Arithmetic Operations (AO) shows a reduction of 2.5
times and the Values and Conversions (VC) shows a reduction of 1.66. Finally, degradations
in all are drastically reduced by 5.8 times and the only flag that still has a severe degradation,
i.e. Alias Analysis 2 (AA2), reduced the moderated degradations from 4 to 2.

Still, even in the LTO benchmarks, the P and AO categories show the biggest number of
degradations. To further reduce this number, other techniques such as improved alias analysis
or introduction of run-time checks need to be added. We discuss these techniques in Chapter 7.

Figure 6.2a and Figure 6.2b present the distribution of the performance impact per flag in the
non-LTO and LTO setups. In the non-LTO setup, the median of almost all the flags in in the
negative side of the plot, the only exceptions are -fno-strict-aliasing (P6) and -fstrict-enums
(VC2). We expected VC2 to provide better performance since it enables UB, however for P6
we expected a more pronounced negative impact since it type based alias analysis information
from the IR which is used in many optimizations.

Pointer (P), Values and Conversions (VC) and all categories present the most spread-out distri-
butions. Even tough categories such as Arithmetic Operations (AO) impact more benchmarks
than VC, the performance of the first is more predictable than the performance of the latter.
For all, we expected more diverse results since it activates all flags that disable UB optimizations
which can have a wide range of effects on the optimization pipeline.

However, when LTO is enabled, the median trend moves towards positive values. The only
exception is the all flag which slightly moves its median, but moves worst performance degra-



CHAPTER 6. RESULTS 37

dation. Moreover, in the non-LTO setup, the majority of the medians were placed in the [-5%,
0%] interval, but in the LTO setup almost all of them move in the [0%, +5%] interval. For
LTO the best performance improvement also increases.

Besides the increased performance median, the flags in the VC category improve their stability
for the entire benchmark suite as their minimum and maximum are both closer to the median.
However, the majority of the flags in the AO and P present a weaker stability when compiled
with LTO. A curios case are the flags from the Builtins (B), Functions and Loops (FL) categories
and -fno-use-default-alignment (P8) flag which in non-LTO mode barley show any performance
modifications, but in LTO mode, besides the performance modifications they also present a
high variance in the results.

Figure 6.3a offers a different perspective. For each of the 22 benchmarks, we compute the
number of severe and moderate degradations as well as the number of improvements. fftw
and jpegxl lead the top of the benchmarks with the most performance modifications, with 24
improvements and 3 moderate degradations for fftw and 22 moderate degradations and 6 severe
degradations for jpegxl. On the other hand, benchmarks such as aircrack-ng, botan, draco and
ngspice do not exhibit any type performance modifications.

We also present the number of affected performance tests per benchmark when LTO is enabled
in Figure 6.3b. For the flags that showed the most performance degradations in the non-
LTO setup, such as fftw, graphics-magick, and jpegxl, the LTO setup reduces degradations
and increases improvements. While the benchmarks that exhibited a moderate number of
performance modifications decreases as well.

In Figure 6.4a, we compare the amount of performance modification between the flags that add
checks to the IR and the flags that delete UB constructs from the IR, a complete list of the
flags in each category is found in Table 4.2. Only 4 flags are part of the first category, they
present 3 severe degradations, 13 moderate degradations and only 1 improvement. On the other
side, the flags that delete information from the IR present 21 severe modifications, 47 moderate
modifications and no more than 22 improvements. Additionally, the flags that affect directly
the optimizer present 2 severe modification, 4 moderate modifications and 1 improvement. This
is a total of 17 modifications for the flags that add information and 9 modifications for the flags
that delete information and 7 modifications for the last category.

Figure 6.4b presents the impact of each flag category introduced in Table 4.2 when compiled
with LTO. The number of severe degradations is visibly reduced compared to the non-LTO
version in Figure 6.4a, only 4 severe degradations in the second category and 1 in the third
category remain. The proportion of moderate impact remains constant, i.e. the second category
still has more moderate degradations than the first and third. Also, the minimum number of
improvements in a category for LTO almost reaches the maximum number of improvements in
the non-LTO benchmarks.

At last, Figure 6.5 and Figure 6.6 presents a detailed view of the impact of each flag on the
performance tests in our suite for both the not-LTO and LTO versions.

In non-LTO mode, performance tests from benchmarks such as aom and zstd present perfor-
mance modifications for all even if when compiled with particular flags the performance does
not change at all.

The performance improvements of -fno-strict-aliasing (P6) are also transferred to all in the
fftw benchmark. Since almost no other flags impact the performance of fftw, all also benefits
from the impact present in P6.

A curios case is present in the GraphicsMagick-2 performance test. Many of the individual flags
are severely degrading the performance, however, when all of the flags, including the ones that
cause degradations, are combined in all, no performance modification is present at all.
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(a) non-LTO

(b) LTO

Figure 6.2: Impact distribution per flag in non-LTO and LTO modes.
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(a) non-LTO

(b) LTO

Figure 6.3: Quantitative performance impact of each benchmark in non-LTO and LTO modes
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(a) non-LTO (b) LTO

Figure 6.4: Comparison of three categories of flags: which add checks in the IR, which delete
UB constructs from the IR, which control the optimizer

In LTO mode, fftw and graphics-magick contain performance tests where almost for each flag
there is a performance improvement. However, in graphics-magick, even if for each invididual
UB flag there is a performance improvement, when combining all of them in the all flag the
performance decreases. z3 does not present any performance modifications for the individual
UB flags, however, when all is used, the performance moderately decreases.

In summary, we presented the performance impact of disabling UB optimizations on our bench-
mark suite which contains 22 C/C++ applications with more than 125 performance tests. In
125 cases the performance decreases while in 42 the performance increases. When enabling
LTO, to recover the lost performance, the performance degradations are reduced from 125 and
43 and the improvements are increased from 42 to 115. Next, we analyze the binary size impact
of UB optimizations.

6.2 Binary Size Impact
We also look at the binary size modifications to better understand the impact of UB opti-
mizations. Figure 6.8a and Figure 6.8b show the impact of the 19 UB flags on each of the 22
benchmarks in non-LTO and LTO mode. For more than half of the benchmarks, disabling UB
optimizations does not cause a modification in neither of the 2 modes.

As presented in Figure 6.7 LTO manages to transform part of the binary size degradations
into improvements. As a consequence, the number of degradations decreases. Moreover, LTO
transforms the 2 improvement outliers into degradation outliers as they appear in the same
benchmark, i.e. pbzip2. However, in both non-LTO and LTO, more than half of the benchmarks
do not show any binary size modification at all.
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Figure 6.7: Distribution of binary size impact for non-LTO and LTO benchmarks. Positive
impact means that the binary size decreases and negative impact means that the binary size
increases.

In non-LTO mode, -fdrop-inbounds-from-gep + -disable-oob-analysis (P3+AA1) and all present
the highest number of binary size degradations. However, in LTO mode, these two flags provide
the highest number of binary size improvements. Furthmore, LTO presents more improvements
per flag than non-LTO. We expected the binary size to get smaller with LTO because this type of
optimization is known for eliminating unused functions, eliminating dead code inside functions
and providing better inline decisions.

6.3 Summary
In this chapter we presented the performance impact and the binary size impact of disabling UB
optimizations. In 125 cases the performance decreases while in 42 the performance increases.
When enabling LTO, to recover the lost performance, the performance degradations are reduced
from 125 and 43 and the improvements are increased from 42 to 115. Also, more than half of
the benchmarks are not affected in terms of binary size. For the benchmarks that are negatively
affected in terms of binary size, LTO can be used to reduce this number.

Next, we analyse 7 performance modifications to understand which optimizations passes from
LLVM are affected by disabling UB optimizations.



CHAPTER 6. RESULTS 44

(a) non-LTO

(b) LTO

Figure 6.8: Changes in the binary size of the benchmark based on UB flag. Red means binary
size increase, green means binary size decrease, white means no binary size modification



Chapter 7

Performance impact analysis

In this chapter, we explore 7 of the major performance modifications caused by the flags in our
benchmark suite. For each analysis presented here, we explore methods for performance recov-
ery that do not rely on UB. In 5 out of 7 cases, the performance can be recovered using methods
such as LTO, run-time checks or improved alias analysis. In 1 the performance degradation is
caused by a bug in the source code. The remaining 1 case is a performance improvement.

We identified 3 categories of performance modifications in our benchmarks. First, we identi-
fied a category of performance modifications caused by an error or a bug in the source code.
Benchmarks that make use of erroneous constructs, e.g. reading an uninitialized value, are part
of this category. Benchmarks that show performance degradation when compiled with this flag
signal that there might be a security problem caused by UB in the source code.

Figure 7.1: Number of benchmarks impacted either positively or negatively by each flag category
presented in Table 4.1

The rest of the two categories focus on the recoverability of the missed optimization opportuni-
ties caused by our flags. As seen in Figure 7.1, enabling a flag is in 80% of cases is synonym with
a performance degradation caused by a missed optimization opportunity inside LLVM. Missed
optimization opportunities are caused by two sources. On one hand, the IR does not contain
the constructs, which might generate UB, that we deleted which are useful for certain optimiza-
tions such as loop vectorization or speculative execution. On the other hand, the checks that
we added restrict the domain of undefinedness in the program, which disables optimizations

45
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that exploit UB, such as division by zero.

However, there are methods for recovering the performance in certain situations. Performance
degradation for which a recovery method exists are placed in a category called Recoverable
Optimization Opportunities. For example, a missed opportunity based on the lack of pointer
attributes can be recovered using inter-procedural analysis and LTO. On the contrary, the third
category, called Unrecoverable Optimization Opportunities, covers issues that are theoretically
hard or impossible to recover. A summary with the flags and benchmarks that are part of each
category is found in Table 7.1.

Root cause Flag Benchmark Impact
Bug in the source code -zero-uninit-loads (VC3) john -1%

-fdrop-align-attr (P1) simdjson -13%
-fdrop-deref-attr (P2) simdjson -13%

Recoverable Missed Op-
portunities

-fdrop-inbounds-from-gep + -
disable-oob-analysis (P3 + AA1)

jpegxl -4%

-fconstrain-shift-value (AO2) zstd -2.1%
-disable-object-based-analysis
(AA2)

espeak -4.2%

Unrecoverable Missed
Opportunities

None None None

Improvement -fcheck-div-rem-overflow (AO1) jpegxl +7%

Table 7.1: Categories of performance modifications. Each performance modification is caused
by a combination between a benchmark and a flag.

The performance degradation of flags such as -zero-uninit-loads stems from a programming
error in the C/C++ source code. In this particular case, the usage of an uninitialized vari-
able combined with our flag triggered the addition of extra instructions used for initialization.
For this reason, loops placed under the extra code became misaligned which decreased the
performance of the application. Because this poses a security risk, we opened a bug in the
john-the-ripper project,1 which contains the affected benchmark.

Most of the flags present in the Recoverable Missed Opportunities category are directed to
flags from category Pointers (P). The effect of all P flags in Table 7.1 is to delete pointer
metadata that is susceptible to trigger UB. For example, we delete align and dereferenceable
attributes from all the pointers in the program and delete inbounds metadata from all pointer
computations. As a consequence, optimization passes such as Loop Invariant Code Motion or
Loop Vectorizer fail to optimize the code because their preconditions are not fulfilled due to
the missing IR information.

The Arithmetic Operations (AO) flags from Recoverable Missed Opportunities work by stopping
all arithmetic operation from generating UB. AO1 adds extra instructions to guard each division
and remainder operation, while AO2 adds extra instructions to guard each shift operation.
However, the effect of the two flags is parallel. On one hand, AO1 increases the performance by
+7% because the extra code triggers better loop alignment for the code placed below the guard
instructions. On the other hand, AO2 decreases the performance because the extra instructions
do not allow certain functions to be inlined.

Up until this moment, we found no performance modification that was caused by an unrecov-
erable missed opportunity.

The rest of the chapter focuses on detailed descriptions for each performance modification
present in Table 7.1.

1https://github.com/openwall/john/pull/5466

https://github.com/openwall/john/pull/5466
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7.1 -fdrop-align-attr on simdjson
-fdrop-align-attr has a negative performance impact of -13% on the simdjson benchmark. When
this flag is enabled, the Loop Invariant Code Motion (LICM) pass in LLVM fails to move
constant instructions outside the loop. In consequence, critical loops inside the program are
heavier in terms of executed instructions. However, the performance can be recovered for this
benchmark using LTO and inter-procedural analysis.

This flag is added as an attempt to discard undefined behavior related to misalignment of
pointers. In LLVM, if the alignment declared using the align attribute does not match the
real alignment of the pointer, the behavior is undefined. Removing the attribute ensures that
UB is not generated, at the cost of performance degradation. We have seen a performance
degradation in all the benchmarks that are affected by this flag.

In simdjson, the performance hotspot is placed in a function called partial_tweets::simdjson_-
ondemand::run. When the flag is enabled, the content of this function causes the performance
to drop. Listing 7.1 presents the full prototype of the function. The prototype is particularly
interesting because we observed that only by removing alignment information from the first
argument of the function while preserving the alignment to the rest of the arguments decreases
the performance.

Listing 7.1: Name of the function where the performance degradation takes place
partial_tweets::simdjson_ondemand::run(
simdjson::padded_string &this,
std::vector<partial_tweets::tweet<std::basic_string_view<char,

std::char_traits<char>>> json,
std::allocator<partial_tweets::tweet<std::basic_string_view<char,

std::char_traits<char>>>>>& result
)

The first argument of the function controls indirectly an instruction inside a loop which fails to
get speculatively executed. Since the other two parameters do not play a role in the computation
of the not-moved pointer, this explains why the performance degradation is directly dependent
on the alignment information of the first parameter.

The effect of the missing alignment information is show in Listing 7.2. In the LLVM IR code
snippet, when the flag is disabled, i.e. the baseline, the 3 instructions that were previously
inside the while.body basic block got successfully moved outside the loop in the while.body.ph
basic block, i.e. the preheader of the loop.

However, when the flag is enabled, the instructions fail to get moved outside the loop, even
tough their result does not change from iteration to iteration. As a consequence, the loop
becomes heavier in terms of instructions per iteration by 3 additional instructions. In both
cases, the 3 instructions are dependent on the %impl variable which is derived from the first
parameter of the function.

The movement of loop-invariant instructions outside the loop is commonly referred to as hoist-
ing. LICM uses two conditions to assess the validity of the hoisting operation on an instruction.
The first condition focuses on the dereferenceability information while the second focuses on
alignment information.
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Listing 7.2: Diff on the run function between baseline and -fdrop-align-attr
- -fdrop-align-attr disabled
+ -fdrop-align-attr enabled

; Preheader
while.body.ph:
%impl = gep inbounds %"ondemand::parser", ptr %this, i64 0, i32 1

...
- %39 = load ptr, ptr %impl, align 8
- %var1 = gep inbounds %"dom_parser_impl", ptr %39, i64 0, i32 1
- %var2 = gep inbounds %"dom_parser_impl", ptr %39, i64 0, i32 2

br label %while.body

; Loop:
while.body:
...

+ %50 = load ptr, ptr %impl, align 8
+ %var1 = gep inbounds %"dom_parser_impl", ptr %50, i64 0, i32 1
...

+ %var2 = gep inbounds %"dom_parser_impl", ptr %50, i64 0, i32 2

The first condition checks that the pointer that is part of the instruction contains bytes that are
dereferenceable. If the pointer contains no dereferenceable bytes, then moving the instruction
outside the loop would introduce UB earlier in the program, which is not desirable. The second
condition checks that the pointer has at least the same alignment as the alignment of the
instruction that uses it. Otherwise, loading or storing from a misaligned pointer causes UB.

In our case, the second condition was failing because the pointer had no alignment information.
In consequence, the comparison with the alignment of the instruction failed and the hoisting
operation was not executed.

Practically, on architectures which allow unaligned loads or stores, such as x86, hoisting the
instruction is allowed. To validate this, we recreated the hoisting example from simdjson with
a minimal example presented in Listing 7.3.

We first manually hoisted the "%0 = load ptr, ptr %this, align 8" outside the loop. Then
to validate that on x86 the same assembly code is generated regardless of the presence of the
alignment information, we removed the alignment of the hoisted instruction. Indeed, there
was no difference between the code with the hoisted instruction and the alignment information
present and the code with the hoisted instruction and the alignment information absent 1.
Hence, for x86 the hoisting operation is valid.

1https://godbolt.org/z/1Tq9rqW31

https://godbolt.org/z/1Tq9rqW31
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Listing 7.3: Hoisting of the %0 instruction from while.body to entry
define i1 @foo(ptr align 8 %this, i1 %cond) {
entry:
[ ]
br label %while.cond

while.cond:
...
br i1 %cond, ..., label %while.body

while.body:
...
%0 = load ptr, ptr %this, align 8
%1 = load i32, ptr %0, align 4
%cmp2 = icmp eq i32 %1, 0
br i1 %cmp2, ..., label %while.cond

As a result, we opened a bug report in LLVM, explaining the missed optimization opportunity.1
After discussing with the LLVM team on this matter, we learned that it is not common for the
pointers generated by Clang to have present dereferenceable information but absent alignment
information. Currently, Clang takes care to add both attributes to all the pointers in the
program.

To infer the alignment information we used the inter-procedural analysis offered by LTO op-
timizations. Using this type of analysis, pointer attributes can be deduced by inspecting the
interaction between the functions that use the respective pointers. We observed an improve-
ment of +4.5% when the program was compiled with LTO and -fdrop-align-attr was enabled
vs the baseline which was also compiled with LTO. This did not restore all the performance
lost by enabling the flag, however it proved that inter-procedural analysis can save part of the
performance lost due to missing pointer alignment information.

Figure 6.5 shows that for the simdjson benchmarks there is a one-to-one correspondence between
the results for -fdrop-align-attr and -fdrop-deref-attr, i.e. P1 and P2. This is not arbitrarily,
both flags trigger the same missed optimization opportunity in LICM, i.e. the inability to
hoist instructions. We also experimented with the recovery of the performance using LTO on
-fdrop-deref-attr. The regained performance percent is the same as for -fdrop-align-attr, i.e.
+4.5%.

Furthermore, based on the results presented in Chapter 6, all flags in the Pointers (P) category,
which -fdrop-deref-attr is part of, benefit from a reduction in the performance degradations
when built with LTO. Since for most of the flags in the P category we delete pointer attributes,
the inter-procedural analysis issued by LTO manages to recover some of the lost attributes.
Hence, part of the performance is recovered.

7.2 -fdrop-inbounds-from-gep + -disable-oob-analysis
on jpegxl

-fdrop-inbounds-from-gep and -disable-oob-analysis have a negative performance impact of -4%
on the jpegxl benchmark. When the flags are enabled, the Loop Vectorizer pass in LLVM fails
to vectorize certain loops because it cannot compute their number of iterations. Consequently,
the loops take longer to execute. However, the performance can be recovered using run-time
checks which prove that the loops can be vectorized.

1https://github.com/llvm/llvm-project/issues/80616

https://github.com/llvm/llvm-project/issues/80616
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We use a combination of two flags to cover the whole range of UBs related to pointers that
overflow the limits of the objects they point to. This type of accesses are referred as out-of-
bounds (OOB) accesses. The first flag assures that the UB-generating inbounds attribute is
absent from pointer computations using getelementptr (GEP) instructions and the second flag
assures that alias analysis based on OOB pointers is disabled.

Figure 6.5 shows that for the most benchmarks that this flags affect, the performance decreases.
For 9 benchmarks the performance decreases while for only 4 benchmarks the performance
increases.

For this benchmark, we have observed that only by compiling jpegxl with the first flag, i.e.
-fdrop-inbounds-from-gep, the performance decreases. The performance hotspot of this bench-
mark is found in the function called jxl::FindTextLikePatches which contains more than 20
loops. The primary issue is that loops whose induction variables depend on GEP instructions
without inbounds information do not get vectorized.

A simplified example of such a loop is presented in Listing 7.4. In the preheader of the loop,
the %init variable contains the initialization value of the induction variable. Then, inside
the loop, the exit condition is derived from a GEP instruction that does not contain inbounds
information. Because of this, LLVM cannot compute the exit count of the loop which is essential
for vectorization.

To decide if the loop is vectorizable, LLVM uses Scalar Evolution (SCEV) analysis on the
instructions that are part of the exit condition, i.e. %c in our example. When SCEV translates
LLVM instructions into its internal representation, i.e. SCEV expressions, inbounds plays an
important role on the final result. If inbounds is present then the SCEV expression will contain
the no-self-wraparound (NW) flag. This flag indicates that the induction variable will never
reach its initial value when the step is non-zero.

On the contrary, if the NW flag is absent the induction variable might reach its initial value
risking to create an infinite loop. Because infinite loops cannot be vectorized, LLVM fails in
optimizing the loops from jxl::FindTextLikePatches that contain induction variables derived
from GEP instructions without inbounds information.

Listing 7.4: Simplified version of IR that causes vectorization problems
preheader:

...
%init = ...
br %loop

loop:
%ptr = phi [%inc, %loop], [%init, %preheader]
...
%inc = gep inbounds ptr, ...
%c = cmp %inc, %end
br %c, %loop, %exit

exit:
...

To allow the loop optimization, run-time checks are required to ensure that the loop satisfies
all the preconditions for vectorization. Using the checks, we can create both the vectorized
variant of the loop and the unvectorized one. Then, at run-time the proper loop variant will
be selected. If the loop is provably finite at run-time, then the vectorized variant is chosen,
otherwise the unvectorized variant is chosen.
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For selecting the correct loop at run-time, the following formula can be used:

init % increment_size == 0 && end % increment_size == 0

If the condition is true then we can select the vectorized loop otherwise we stick to the unvec-
torized one. Essentially, we guarantee that the loop terminates if the loop induction variable
starts from a value that divides exactly by the increment size and ends at a multiple of the in-
crement size. The sequence of values for the loop induction variable can be visualized as follows:
init (% increment_size == 0), init + increment_size ∗ 1, init + increment_size ∗
2, ..., init + increment_size ∗ n (== end)

However, this solution increases the binary size of the application. For every loop that could
not be vectorized because of the missing inbounds information the following 3 components will
be added:

• The check for selecting the type of loop at run-time

• The vectorized loop

• The unvectorized loop

To sum up, the presence of inbounds is critical so that loops can be vectorized. If the attribute
is absent, then LLVM cannot compute the number of iterations of the loop, hence vectorization
is not possible. Nevertheless, the vectorization can still be enabled using run-time checks.

7.3 -fcheck-div-rem-overflow on jpegxl
Figure 6.5 shows that for -fcheck-div-rem-overflow (AO1) there is no performance improvement.
However, we also tested the flag on a 1 x Intel Core i7-8850H CPU @ 2.60GHz (uarch: SkyLake)
machine bundled with 32GB DDR4 RAM (@ 2400 MHz) running Debian GNU / Linux 12
(bookworm) where we have seen an improvement of +7% on the jpegxl benchmark.

The additional code that this flag adds in the binary indirectly affects the alignment of loops
that follow the extra code. As such, small loops, with the size between 16 and 31 bytes which
are initially aligned to 16 bits, become aligned to 32 bits, which increases the performance of
the Instruction Decode Queue (IDQ) inside the CPU.

Initially, our hypothesis was that this flag will decrease the performance because it adds more
instructions in the final binary. For each division or remainder operation a check similar to the
one in Listing 7.5 is added. However this theory was rejected because the extra instructions
provided better alignment for loops placed under our extra code. On micro-architectures such
as SkyLake the performance of the IDQ increases if the decoded loop is small enough and is
properly aligned.

Listing 7.5: Equivalent C code for the checks added befor division and remainder
if (b == 0 || (a == INT_MIN && b == -1))

abort();
else

a [/ or %] b;

We observed this effect on a single loop in our program. The loop, with the size of 18 bytes,
was placed in a compiler-generated destructor that also acted as the performance hotspot of our
application. Normally, when the flag was disabled, the alignment of the loop was declared to
16 bits, however when extra code coming from our flag was generated, the loop became aligned
to 32 bits.

We reproduced this behavior with a minimal example presented in Listing 7.6 and Listing 7.7.
In both cases the size of the loop is equal to 18 bytes, however, In Listing 7.7 the address of
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the first instruction of the loop is artificially increased from 16 bits to 32 bits using a NOP
instruction of size 10 bytes.

Listing 7.6: Loop of 18 bytes aligned to 16
bits
11b0: test %rsi,%rsi
11b3: jle 11c8 <test+0x18>
11b5: lea -0x1(%rsi),%rax
11b9: cmp

%edx,-0x4(%rdi,%rsi,4)
11bd: mov %rax,%rsi
11c0: jne 11b0 <test>
11c2: mov $0x1,%eax
11c7: ret
11c8: mov $0xffffffff,%eax
11cd: ret

Listing 7.7: Loop of 18 bytes aligned to 32
bits using NOPs
11d0: cs nopw 0x0(%rax,%rax,1)
11da: nopw 0x0(%rax,%rax,1)
11e0: test %rsi,%rsi
11e3: jle 11f8 <test+0x28>
11e5: lea -0x1(%rsi),%rax
11e9: cmp

%edx,-0x4(%rdi,%rsi,4)
11ed: mov %rax,%rsi
11f0: jne 11e0 <test+0x10>
11f2: mov $0x1,%eax
11f7: ret
11f8: mov $0xffffffff,%eax
11fd: ret

The effect of the alignment on the performance of the IDQ is presented in Figure 7.2. We
collected IDQ statistics using the Linux perf tool focusing on the throughput of the Decode
Stream Buffer (DSB), which represents the uops cache of IDQ. The plot effectively presents that
by increasing the alignment of the loop, the number of DSB cycles is reduced while providing
the same number of decoded uops. The number of any upos decreases by almost a half while the
number of 4-uops batches remains the same, this signals that IDQ makes better use of caching
when the alignment of the loop is 32 bits.

Figure 7.2: Instruction Decode Queue statistics comparison between 16-bits and 32-bits aligned
loop. The number of different types of cycles decreases for 32-bits loops while the uops through-
put remains the same.

Benchmarking the loops presented in Listing 7.6 and Listing 7.7 on the SkyLake machine showed
a performance improvement of +12% for the 32 bits aligned loop compared to the same 16 bits
aligned loop. Similar behavior can be observed on the Sandy Bridge microarch. However, on
micro-architectures such as Westmere or IvyBridge we have not seen a difference.



CHAPTER 7. PERFORMANCE IMPACT ANALYSIS 53

We reported these numbers to the LLVM team1 and also found an older report2 where the
difference between the 16 bits and 32 bits aligned loops is greater than the one we observed. In
the other issue all_dsb_cycles_4_uops is 500 times better and dsb_cycles is 13 times better.

The author of the older issue proposed multiple heuristics for aligning this kind of loops when
generating machine code, the cases that the author notes are:

• They [the loops] are innermost;

• Size of loop mod 32 is between 16 and 31 (only in this case alignment by 32 will strictly
reduce the number of 32 window crossings by 1);

• (Optional) The loop is small, e.g. less than 32 bytes;

• (Optional) We could make even sharper checks trying to ensure that all other conditions
of DSB max utilization are met (may be very complex!)

At the moment, LLVM does not integrate any of these heuristics, however users are able to
specify the alignment of the loop in multiple ways. One method is to declare the alignment
directly from C/C++ using the [[clang::code_align(N)]] attribute.3 Another way is to use the
-x86-experimental-pref-innermost-loop-alignment or -branches-within-32B-boundaries compiler
flag to align all the loops in the program.

In summary, the addition of extra instructions for guarding the division and remainder operation
produces a positive performance impact on micro-architectures such as SkyLake and Sandy
Bridge, while no performance impact is seen on Westmere and IvyBridge. Small loops, between
16 and 31 bytes, that follow the extra checks are aligned to 32 bits which consequently improves
the performance of the Instruction Decode Queue because the Decode Stream Buffer is able to
provide the cached instructions in less cycles.

7.4 -fconstrain-shift-value on compress-zstd
-fconstrain-shift-value has a negative performance impact of -2.1% on the compress-zstd bench-
mark. The extra code that this flag adds for protecting shift instructions restricts the inliner
to take effect on functions that contain shifts.

As seen in Figure 6.5 this flag affects 4 benchmarks. In one of the benchmarks, i.e. compress-
zstd, the guarding instruction added before each shift cause certain functions to not be inlined.
We have observed that the inability of LLVM to inline the ZSTD_getOffsetInfo function, which
contains 4 shift operations, causes a negative performance impact.

We have observed that the computed inline threshold for the function is 45. When the flag
is disabled the cost of ZSTD_getOffsetInfo is 40, but when the flag is enabled the cost of the
function increases to 50.

However, this is not a severe issue. The lost performance can be recovered either by using
the always_inline attribute to ZSTD_getOffsetInfo directly in the source code or tweaking the
inline heuristics of LLVM.

7.5 -zero-uninit-loads on john-the-ripper
-zero-uninit-loads has a negative performance impact of -1% on the john-the-ripper benchmark.
Normally, we ignore performance impact in the range [-2, +2] because we consider it noise.

1https://github.com/llvm/llvm-project/issues/89937
2https://lists.llvm.org/pipermail/llvm-dev/2021-January/148177.html
3https://releases.llvm.org/18.1.0/tools/clang/docs/ReleaseNotes.html#attribute-changes-in-clang

https://github.com/llvm/llvm-project/issues/89937
https://lists.llvm.org/pipermail/llvm-dev/2021-January/148177.html
https://releases.llvm.org/18.1.0/tools/clang/docs/ReleaseNotes.html#attribute-changes-in-clang
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However, this performance impact is strongly tied to a security risk discovered using this flag.
We discovered that in john-the-ripper an uninitialized read is performed on certain code paths.

This flag only affects 2 benchmarks, besides john-the-ripper, graphics-magick is also affected,
we suspect that graphics-magick also contains an unintended uninitialized read in its codebase.
The effect of this flag is to replace all undef values that are resulted from loading an uninitialized
value with 0. Security-wise, loading an uninitialized value is very dangerous as it can render
the program meaningless.

john-the-ripper only contains a function that makes use of uninitialized read, namely scan_-
central_index. A reduced snippet of the function is presented in Listing 7.8. If the else branch
is not taken, ctx.archive.zip64 contains an uninitialized value in the second if statement.

Listing 7.8: Uninitialized variable ctx used inside scan_central_index
static void scan_central_index(const char *fname)
{
zip_context ctx;
...
if (this_disk != 0 || cd_start_disk != 0) {
...
} else {

ctx.archive.zip64 = zip64;
break;

}
...
if (ctx.archive.zip64) {

...
}

}

Because we replace the undef value resulted from reading ctx.archive.zip64 with a 0, the
JumpThreading pass in LLVM creates a specialized version of the control flow that is opti-
mized for ctx.archive.zip64 == 0. In consequence, 33 more bytes which represent instructions
are added in the final binary. The extra instructions, as in the case of -fconstrain-shift-value
on jpegxl, affect the alignment of the loops.

However, as opposed to -fconstrain-shift-value, the extra instructions decrease the performance.

One curious thing about the impact of this flag is that the scan_central_index is not even
used at run-time, however, it affects the performance of the application because of the extra
instructions that it adds in the final binary.

Since this performance impact also signals a security problem, we have opened an issue in
the john-the-ripper project.1 The solution for solving this problem is to simply initialize the
structure that contains the possibly undefined value. We discovered that this problem can
be as well caught by static analyzers such as clang-tidy which report the usage of possibly
uninitialized variables in the program before they reach the optimization pipeline of LLVM.

Since this is a bug in the source code, we employ no methods for recovering the lost performance.

Summarizing, the negative performance impact created by -zero-uninit-loads stems from a
bug in the source code. More code is added in the final binary as a mechanism to avoid an
uninitialized read in the program. The extra code breaks the alignment of subsequent loops
which creates a performance degradation. However, the security implications of this flag are
more important hence we decided to open an issue in the john-the-ripper project which we also
fixed.

1https://github.com/openwall/john/pull/5466

https://github.com/openwall/john/pull/5466
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7.6 -disable-object-based-analysis on espeak
-disable-object-based-analysis has a negative performance impact of -4.2% on the espeak bench-
mark. When this flag is enabled, loops that contain expressions which make use of multiple
objects at the same time cannot be vectorized. To recover the performance, better alias analysis
which do not rely on UB need to be implemented.

The effect of this flag is to disable alias analysis that is based on the comparison between the
objects that two pointers are referring to. Virtually, the consequence of enabling this flag is to
create a flat memory model where objects can overlap without causing undefined behavior. As
Figure 6.5 shows, in 4 cases the performance decreases when the flag is used while in only 1
case the performance increases.

Because, when the flag is enabled, aliasing information cannot be generated simply by comparing
the objects resulted by dereferencing two pointers, loops that contain expressions which make
use of such objects cannot be vectorized by LLVM. For example, inside the PeaksToHarmspect
function, LLVM fails to vectorize the second loop in Listing 7.9.

Listing 7.9: espeak-1.0.7 loop where performance degradation happens
#define N_LOWHARM 30
static int harm_inc[N_LOWHARM];
static int *harmspect;

#define MAX_HARMONIC 400
static int hspect[2][MAX_HARMONIC];

int PeaksToHarmspect(wavegen_peaks_t *peaks, int pitch, int *htab, int
control) {

...
/* hmax can be at most MAX_HARMONIC */
for (h = 0; h <= hmax; h++)

htab[h] = 0;
...
/* Loop that cannot be vectorized */
for (h = 1; h < N_LOWHARM; h++)

harm_inc[h] = (htab[h] - harmspect[h]) >> 3;
}

When PeaksToHarmspect is called, htab points to one of the two values inside hspect, while
harmspect points to the remaining value. For example if htab points to hspect[1], then harm-
spect will point to hspect[0]. Then, before the unvectorized loop is reached, multiple operations
involving htab are executed in PeaksToHarmspect. An example of such an operation is pre-
sented in the first loop from Listing 7.9. These operations utilize the whole size of the array,
which is MAX_HARMONIC.

When the unvectorized loop is reached and the flag is enabled, LLVM fails to prove that the
RHS of the expression inside the loop, i.e. (htab[h] - harmspect[h]) > > 3, and the LHS, i.e.
harm_inc[h], do not alias. Proving this property is crucial for vectorizing the loop, otherwise
the vectorization is not valid.

Inside the second loop, at most N_LOWHARM elements are accessed inside all the arrays.
While N_LOWHARM is the limit for the array in LHS, for the arrays in RHS, N_LOWHARM
is less than the actual limit which is MAX_HARMONIC. Since htab accesses memory at an
index greater than N_LOWHARM before reaching the second loop and undefined behavior
would be triggered if harm_inc would access memory at an index greater that N_LOWHARM
then LLVM concludes that RHS and LHS cannot alias.
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However, our flag prohibits LLVM to use the fact that UB would be triggered if harm_inc would
access memory at an index greater than N_LOWHARM, hence LLVM cannot conclude that
RHS and LHS do not alias. The effect of this change is presented in Listing 7.10 and Listing 7.11.
On one hand, Listing 7.10 presents the vectorized form of the loop where 4 elements are fetched
at the same time from htab and harmspect. On the other hand, in Listing 7.11 elements need to
be fetched individually because the memory they point to might change on the next iteration.

Listing 7.10: Optimal IR for loop in Listing 7.9
%43 = load <4 x i32>, ptr %arrayidx165.4, align 4
%44 = load <4 x i32>, ptr %arrayidx167.4, align 4
%45 = sub <4 x i32> %43, %44
%46 = ashr <4 x i32> %45, <i32 3, i32 3, i32 3, i32 3>
store <4 x i32> %46, ptr getelementptr inbounds ([30 x i32], ptr @harm_inc,

i64 0, i64 5), align 4

Listing 7.11: Unoptimal IR for loop in Listing 7.9
%arrayidx165.5 = getelementptr i32, ptr %htab, i64 6
%43 = load i32, ptr %arrayidx165.5, align 4
%arrayidx167.5 = getelementptr i32, ptr %33, i64 6
%44 = load i32, ptr %arrayidx167.5, align 4
%sub168.5 = sub i32 %43, %44
%shr169.5 = ashr i32 %sub168.5, 3
store i32 %shr169.5, ptr getelementptr inbounds ([30 x i32], ptr @harm_inc,

i64 0, i64 6), align 8

%arrayidx165.6 = getelementptr i32, ptr %htab, i64 7
%45 = load i32, ptr %arrayidx165.6, align 4
%arrayidx167.6 = getelementptr i32, ptr %33, i64 7
%46 = load i32, ptr %arrayidx167.6, align 4
%sub168.6 = sub i32 %45, %46
%shr169.6 = ashr i32 %sub168.6, 3
store i32 %shr169.6, ptr getelementptr inbounds ([30 x i32], ptr @harm_inc,

i64 0, i64 7),

To recover the performance, we attempted to use the SCEV alias analysis of LLVM.1 However,
this type of AA was not able to vectorize the loop by proving that RHS and LHS are not
aliasing. Since AA results can be improved in LLVM as shown by Hückelheim et al [29] and
current reasearch is done in this field [41, 16], it is possible that future version of LLVM can
vectorize the loop in the absence of UB.

In summary, when the flag is enabled a performance degradation of -4.2% is triggered because
LLVM cannot vectorize loops that load and store to objects which cannot be proved to not
alias. Since LLVM cannot prove that the objects do not alias, vectorization is not allowed to
be performed. However, to recover the performance, better alias analysis results which do not
rely on UB must be generated, which we were not able to get with Clang 16.

7.7 Discussion
In this chapter we presented 7 performance modifications that resulted from disabling unde-
fined behavior exploitations in LLVM. In all situations but one the modification resulted in
a negative performance impact. The positive performance impact of +7% was caused by a
micro-architecture specific feature in the Instruction Decode Queue of the CPU.

1https://llvm.org/docs/AliasAnalysis.html#the-scev-aa-pass

https://llvm.org/docs/AliasAnalysis.html#the-scev-aa-pass
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LLVM opt pass Flag Benchmark Impact
recovery

Loop Invariant Code
Motion

-fdrop-align-attr (P1) simdjson LTO

-fdrop-deref-attr (P2) simdjson LTO
Inliner -fconstrain-shift-value (AO2) zstd Tweak

inliner
heuristics

Loop Vectorizer -disable-object-based-analysis
(AA2)

espeak Improve
alias
analysis

-fdrop-inbounds-from-gep (P3) jpegxl Add
run-time
checks

Table 7.2: LLVM optimization passes that create the performance modifications. Only modifi-
cations from the "Recoverable Missed Opportunities" category are presented.

For each negative performance impact we offered a root cause analysis and methods for re-
covering the lost performance. In all the situations that we encountered the performance was
recoverable either using Link Time Optimizations or employing theoretical solutions.

During our analysis, we also discovered an application bug inside the john-the-ripper bench-
mark. Using the -zero-uninit-loads flag we discovered a read of an uninitialized value that we
reported and fixed. The activation of the flag also produced a performance degradation of -1%.

2 out of the 5 performance degradations, i.e. -disable-object-based-analysis and -fdrop-inbounds-
from-gep, are caused because LLVM is not able to vectorize critical loops in the benchmarks.
However, the performance can be recovered either by adding run-time checks that help LLVM
vectorize the loop or by providing better alias analysis mechanisms.

2 of the 5 performance degradations, i.e. -fdrop-align-attr and -fdrop-deref-attr, are caused
because LLVM is not being able to move loop invariants outside loops. The inability to move
the instructions is caused by the lack of pointer metadata on the loop invariants. However,
the performance can be recovered using Link Time Optimizations which generate the missing
metadata using inter-procedural analysis.

Lastly, the final performance degradation is caused by the lack of inlining. -fconstrain-shift-
value add extra instructions to each function that makes use of shifting which breaks the inlining
heuristics insinde LLVM. However, the performance can be recovered by tweaking the inlining
thresholds of LLVM.

In our analysis, we have found no case where the performance could not be recovered either
practically or theoretically. In this context, it is possible to have compiler optimizations that
do not rely on UB as the same performance or part of the same performance can be regained
using other techniques. This result can lead to more secure applications in terms of UB while
still being able to optimize applications.



Chapter 8

Conclusion and Future Work

C/C++ programs benefit from the performance improvements provided by optimizing compilers
such as Clang/LLVM. However, these compilers are known to use UB to issue optimizations.
Since UB is a dangerous concept that can lead to security vulnerabilities, it is important to also
analyze its role from a performance perspective to understand the associated tradeoffs.

We present the first study that thoroughly analyzes the performance impact of UB in C/C++.
Using 19 flags that disable UB optimization and a benchmark suite of 22 benchmarks with more
than 125 performance tests, we show that in 125 cases the absence of UB creates a performance
degradation and in 42 cases it causes a performance improvement.

We also offer methods to recover the lost performance. By using link-time pptimizations (LTO),
we reduce the number of degradations from 125 to 43 and increase the number of improvements
from 42 to 115. LTO offers inter-procedural program analysis that recovers part of the lost
information when UB optimizations are disabled.

We also analyzed 6 performance degradations and 1 performance improvement. For all degra-
dations we managed to recover the lost performance using LTO or other techniques. To further
increase the performance we propose theoretical techniques such as addition of run-time checks
and improvement of alias analysis results. As part of the performance analysis, we opened 2
LLVM performance issues and 1 security bug in john-the-ripper.

In this study we showed that it is possible to have a compiler design that does not use UB
optimizations at a small performance cost. The cost can be further reduced by using better
alias analysis and allowing run-time checks to be introduced. This results in more secure
applications in terms of UB at a small performance cost.

8.1 Future Work
Currently, we analyzed the impact of UB optimizations only on a hardware platform and for
a single baseline, i.e. -O2. To better understand the impact, this study must be conducted on
other hardware platforms such as ARM and AMD, with more baseline flags, such as -O3, -Os,
-Oz. Having 3 available platforms with 4 baselines results in 12 different configurations. Given
that we have more than 2500 results for a single platform and a single baseline, this would
result in more than 30k results which will provide a better view of the performance impact.

Next, we analyzed 19 flags in this study, however, there are still flags that we did not benchmark,
for example -ftrivial-auto-var-init which initializes automatic variables to 0. Compared to -
zero-uninit-loads which only replaces attempts to load from an uninitialized variable with 0,
we expect that the first flag will have a worse performance. Besides that, we only analyzed the
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performance of individual flags and the performance of combining all the flags. Further efforts
must be put into analyzing different groups of flags to understand how they affect the suite.

Our benchmark suite can also be improved. It currently focuses mostly on applications that have
tight processing loops. However, there are C/C++ applications that are not loop-intensive and
still put accent on performance. The benchmark suite must contain these kind of applications
as well in order to understand the UB impact on multiple application categories.

Finally, we only used LTO as a recovery mechanism for the lost performance, but we also
proposed theoretical recovery mechanisms such as the addition of run-time checks and improving
alias analysis results. Future work must focusd on implementing these theoretical results in
order to asses the amount of the recovered performance.
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