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Abstract—Traditional databases have been important for sup-
ply chain businesses, helping them store and manage data for
logistic operations. However, growing demands for transparency
and traceability, especially in food products, have exposed the
risk of data manipulation by dishonest participants in the supply
chain. Blockchain technology has the potential to solve these
issues by providing a decentralized system to store and share
product data, ensuring integrity without any single organization
having unchecked control.

This work explores the integration of traditional database
systems with blockchain technology, focusing on a supply chain
scenario, to achieve dependable food traceability data. The inte-
gration leverages specific design patterns to efficiently structure
and organize system implementation. To evaluate the effectiveness
of this integration, a food traceability application was developed
based on a real-world use case. The results show that integrating
databases with blockchain, using design patterns, can protect
data from tampering and make the overall system dependable.

Index Terms—Data Dependability, Blockchain, Database, De-
sign Patterns, Supply Chain, Traceability

I. INTRODUCTION

Databases have been important for supply chain businesses,
helping them store, manage, and retrieve large volumes of
data required for operation. However, today’s need for more
product transparency and security has shown the limitations
of using centralized databases [1].

Systems controlled by a single owner are vulnerable to
tampering and unauthorized changes, especially if the owner is
compromised. Blockchain technology addresses this by using
a decentralized, tamper-resistant design [2]. It distributes a
ledger across multiple nodes, owned by different organizations,
to eliminate single points of failure and ensure data integrity,
making it suitable for supply chains with multiple business
partners. In other words, it allows traceability data to become
dependable. Furthermore, the use of permissioned blockchains
(c.f. Section II-B) limits access to trusted participants only, bal-
ancing decentralization with control in collaborative settings.
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of Next Generation EU Program, and by the European Union’s Horizon 2020
research and innovation programme under grant agreement No 952226, project
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From a technical perspective, a blockchain can be perceived
as a type of distributed database that facilitates the secure and
decentralized storage of information. It provides a secure and
immutable way to store records, ensuring product transparency
throughout the supply chain phases. This immutability and
auditability, from origin to consumption, allow all stakehold-
ers to track the entire process. However, the performance
of blockchain has limitations [3]. Blockchains are not well
suited for storing large volumes of data, as every node must
hold a full copy of the ledger. Writes are slow because of
consensus mechanisms, and query capabilities are limited,
making complex data retrieval slow and inefficient compared
to traditional databases. These limitations make blockchain
less practical for applications requiring high data throughput
or frequent, complex queries.

The motivation of this work is to combine the strengths
of both technologies, demonstrated in a supply chain manage-
ment scenario: improving the security and transparency of data
through the use of blockchain, and allowing efficient access to
data through the use of databases. The integration is achieved
gradually, inside the system source code, through the use of
design patterns [4] that provide reusable solutions for recurring
tasks within the program. A test application was developed
for a real-world food supply chain system, showcasing the
practicality of these design patterns and their specific advan-
tages and disadvantages. The experimental results allow us to
discuss trade-offs, offering insights for system performance
and dependability that extend beyond the test example.

II. BACKGROUND

This Section describes key concepts and investigations
relevant for this work.

A. Supply Chain

The concept of supply chain refers to the network of orga-
nizations, individuals and resources involved in the upstream
and downstream movement of goods or services from their
site of origin to their point of consumption [5]. This process
encompasses all the steps needed to bring a product or service
from its producer to the ultimate consumer. A representation
of the supply chain is shown in Figure 1.

• Traceability: Points out the difficulty of tracking the
provenance of a certain product due to the fact that it goes

MP
Note
@InProceedings{Preto_2025_DepWeb3_BCDB,

author = {Louren\c{c}o Preto and Samih Eisa and Orlando Rem\'{e}dios and David R. Matos and Miguel L. Pardal},

booktitle = {The 1st International Workshop on Dependable and Secure Web3, Blockchain and Smart Contracts (DepWeb3)},

title = {{Dependable Food Traceability Data through Blockchain and Database Integration}},

year = {2025},

month = {April},

abstract = {

Traditional databases have been important for supply chain businesses, helping them store and manage data for logistic operations. 

However, growing demands for transparency and traceability, especially in food products, have exposed the risk of data manipulation by dishonest participants in the supply chain. 

Blockchain technology has the potential to solve these issues by providing a decentralized system to store and share product data, ensuring integrity without any single organization having unchecked control. 

This work explores the integration of traditional database systems with blockchain technology, focusing on a supply chain scenario, to achieve dependable food traceability data. 

The integration leverages specific design patterns to efficiently structure and organize system implementation. 

To evaluate the effectiveness of this integration, a food traceability application was developed based on a real-world use case. 

The results show that integrating databases with blockchain, using design patterns, can protect data from tampering and make the overall system dependable.

},

keywords={Data Dependability, Blockchain, Database, Design Patterns, Supply Chain, Traceability}

}



Fig. 1. Example of a food supply chain process.

through multiple organization borders and cross different
physical spaces before reaching the end customer;

• Transparency: Refers to the need of a stakeholder to track
a product. By using blockchain, it is possible for every
participant to monitor the location of a product at any
point in the supply chain, providing a complete audit log
of a product from its origin to consumption;

• Security: The supply chain is susceptible to the intro-
duction of counterfeit products due to the high number
of locations that a product goes through before reaching
its end point. Since each record is linked to the others
through hashes, altering a single transaction would re-
quire changing the entire chain;

• Trust between trading partners: It is hard for all the
partners to trust each other, or to fully trust in a central
authority. Blockchain offers a decentralized governance,
where it is decided in a consensus, if the information goes
to the blockchain;

• Compliance: Every stakeholder involved in the supply
chain must comply with certain standards involving the
safety and integrity of the products, otherwise their
reputation and success might suffer consequences. The
blockchain protects information from tampering, what
enables organizations to show that they comply with those
requirements.

B. Blockchain Technology

A blockchain is a digital ledger composed of sequen-
tial blocks linked through cryptographic hashes. Each block
contains a set of transactions with timestamps, and altering
a block’s data disrupts the entire chain, ensuring integrity
and security [6]. Blockchain is characterized by being dis-
tributed, decentralized, secure, and immutable. Its distributed
nature ensures that records are stored across multiple net-
work nodes. Decentralization allows collective management
by nodes, eliminating reliance on a single authority. Security
ensures data integrity and non-repudiation, while immutability
prevents changes to recorded data.

Blockchains are categorized as public (permissionless) or
private (permissioned). Public blockchains, like Bitcoin, allow
anyone to join the network, participate in transactions, and
access the ledger [7]. Private blockchains, such as Hyperledger
Fabric, restrict access to specific participants, often operating
within organizations.

Key blockchain platforms include Bitcoin, Ethereum, and
Hyperledger. Bitcoin serves as a public, decentralized network

for peer-to-peer cryptocurrency transactions [8]. Ethereum
supports decentralized applications and smart contracts, of-
fering a programmable environment for developers [9]. Hy-
perledger focuses on cross-industry collaboration with tools
tailored for integrating blockchain into existing systems [10].

Consensus algorithms ensure trust in blockchain networks
without a central authority. In Proof-of-Work (PoW), miners
solve cryptographic puzzles to validate transactions and earn
rewards. In Proof-of-Stake (PoS), validators are selected based
on staked cryptocurrency, encouraging honest behavior. Prac-
tical Byzantine Fault Tolerance (PBFT) achieves consensus
deterministically through structured rounds of agreement.

Smart contracts are self-executing scripts on blockchains,
automating agreements without intermediaries. They execute
predefined conditions, reducing errors and inefficiencies, and
must be deterministic to ensure consistency across decentral-
ized nodes [11].

C. Design Patterns

Design patterns act as templates for addressing specific
types of problems rather than offering fixed lines of code
or pre-made solutions. Furthermore, design patterns are as-
sociated with “forces”, which explain their effectiveness in
certain contexts. These forces represent the benefits of using
a particular pattern, such as adaptability, performance or
efficiency [12].

Design patterns can be separated into three main categories:
creational, structural and behavioral.

• Creational Patterns: focus on the instantiation of objects,
providing flexibility in object creation. For example, the
Singleton pattern ensures that only one instance of a class
exists to manage shared resources;

• Structural Patterns: organize classes and objects to form
larger and more complex systems, emphasizing how com-
ponents can be combined to create adaptable functionali-
ties. They help define relationships between components,
maintain architectural integrity, and support intricate user
interfaces;

• Behavioral Patterns: focus on the roles and interactions
of objects within a system. They define how objects
collaborate and communicate to perform their functions,
enhancing extensibility and adaptability by allowing dy-
namic behavior changes without modifying code.

III. BLOCKCHAIN DESIGN PATTERNS

This Section explores design patterns that have been
emerged for integrating the blockchain and traditional
databases, categorized by their features.

A. Data Management Patterns

Data management patterns in blockchain systems aim to
leverage the immutability and transparency of blockchains
while addressing limitations like high storage costs and la-
tency. A key approach is on-chain and off-chain data man-
agement, where critical data is stored on-chain, and large
or frequently accessed data resides off-chain in databases or



decentralized storage systems like IPFS. Recent work, such as
in [13], demonstrates how integrating NoSQL databases with
blockchain can enhance throughput and scalability. Similarly,
in [14] the authors explore combining SQL capabilities with
blockchain for analytical processing, making it suitable for
multi-party cooperation scenarios. These patterns highlight
the balance between decentralization and efficiency, critical
for applications like healthcare records and supply chain
management.

B. Smart Contract Design Patterns

Smart contract design patterns focus on creating scalable,
secure, and upgradeable contract systems. Patterns such as
smart contract factory simplify deploying multiple similar
contracts, while upgradeable contracts address immutability
issues by enabling updates via proxy mechanisms. Recent
innovations like in [15] introduce relational database princi-
ples into blockchain environments, facilitating contract-driven
database interactions. These patterns ensure the reliability and
adaptability of smart contracts in applications ranging from
token systems to decentralized finance (DeFi).

C. Identity and Access Management Patterns

Decentralized identity and access management patterns are
vital for ensuring secure and transparent user interactions in
blockchain systems. Decentralized Identifiers (DIDs) and mul-
tisignature (multisig) approaches are widely used to enhance
security and control. A survey on blockchain-database inte-
gration, in [16], emphasizes the growing need for blockchain-
based identity solutions to enhance trust and reduce reliance
on centralized systems. These patterns underpin applications
in user authentication, governance, and secure transaction
approvals.

D. Scalability and Performance Patterns

Scalability remains a critical challenge for blockchain sys-
tems. Patterns such as state channels and sidechains help
offload transaction processing from mainchains, improving
speed and reducing costs. Additionally, in [17] the authors in-
troduce sharding and off-chain mechanisms to enable scalable
blockchain databases. These patterns are essential for high-
performance applications in real-time systems like Internet of
Things (IoT) applications and payment networks.

E. Security and Trust Patterns

Security and trust patterns ensure the integrity and authen-
ticity of blockchain systems. Blockchain as a verification layer
and atomic swaps facilitate tamper-proof data verification and
trustless asset exchanges. In [15], the authors demonstrate
how combining blockchain and database technologies can
enhance data integrity and trustworthiness. These patterns
are foundational for applications like cross-chain trading and
secure financial systems.

F. Governance and Collaboration Patterns

Governance patterns like Decentralized Autonomous Orga-
nizations (DAOs) and consensus mechanisms enable trans-
parent and decentralized decision-making. A comprehensive
overview in [16] highlights how these patterns drive innovation
in decentralized governance systems. They are crucial for
applications like community-driven projects and distributed
resource management.

G. Integration and Interoperability Patterns

Integration patterns focus on seamless interaction between
blockchain and external systems. Oracles and database inte-
gration patterns are instrumental in connecting blockchains
with real-world data and external databases. In [14] the
authors highlight the potential of SQL-powered blockchains
for improving multi-party cooperation. These patterns enable
interoperability, enhancing blockchain’s usability in complex
ecosystems such as DeFi (Decentralized Finance), IoT, and
cross-chain applications.

IV. IMPLEMENTATION

We developed a real-world food supply chain application
showcasing the practicality and potential of design patterns.
Given the scenario, multiple organizations need to handle con-
fidential data. So, we selected a private blockchain technology,
Hyperledger Fabric, that offers more data control than public
blockchains.

The implementation requirements were primarily defined
to support a real-world food traceability project focused on
tracking cherries throughout their lifecycle. Also, the solution
integrates blockchain technology with the database model, to
test out the proposed patterns.

A. Use Case Scenario

A simulation scenario was developed to mimic the type of
information a supply chain business might want to protect on
a blockchain. In this case, location information that represents
a product’s location at a time. The information may include:

id: Unique identifier of the location point; ClaimID: Claim or
event associated with the product; ProverID: Entity or device
responsible for providing the claim; Location: Geographical
coordinates of the product’s location; Timestamp: Date and
time of when this location point data was captured. The
following are the objectives of the simulation scenario:

• Use hybrid storage pattern that uses both an off-chain
and an on-chain storage. The off-chain storage is used
to store large volumes of data that do not need the high
level of security provided by blockchain technology, such
as inventory records, images or large documentation. The
on-chain storage allows critical data, such as ownership
information, to be stored on the blockchain. This en-
sures that the important information is immutable and
transparent to all the stakeholders, providing integrity and
resistance to data tampering;

• Implement design pattern that uses blockchain technol-
ogy to guarantee the integrity and immutability of large



datasets that cannot be stored on-chain. Since some of
the information is kept off-chain, it is always susceptible
to attacks. Calculating the hash of that information and
storing it on-chain, provides data integrity even when
the participants do not trust each other. Any stakeholder
can verify the accuracy of the information by simply
generating the hash value of the data kept off-chain and
comparing it with the one stored on-chain;

• Adopt design pattern that focuses on ensuring non-
repudiation and trust among stakeholders in a blockchain
network. Each party signs the information they want to
put on-chain using their private key, and other participants
can verify the authenticity by checking the signature
with the public key of the signer. This method prevents
impersonation, as only the owner of the private key can
create that specific signature. Additionally, it ensures non-
repudiation, meaning the party that signed the data cannot
later deny having done so.

B. Solution Architecture

Users engage with the blockchain network through a
command-line interface (CLI), which simplifies the process
of reading and writing location data in both the blockchain
and off-chain storage. A high-level overview of the solution
architecture is depicted in Figure 2.

Fig. 2. High-level view of the solution architecture

C. Implemented Chaincode

The implemented chaincode includes all necessary op-
erations for storing and retrieving location points on the
blockchain, featuring two key functions: WriteLocationPoints
and ReadLocationPoints.

• WriteLocationPoints: This function records new location
points for a specific product. It accepts two parameters:
the product identifier and a string representing the signed
hash of the file containing the location points;

• ReadLocationPoints: This function retrieves the location
points associated with a specific product. It accepts the

product identifier as the only parameter, verifies its ex-
istence in the ledger, and retrieves the signed location
points linked to it.

D. Client Application

The client application uses the following command to
invoke the implemented chaincode.

• Write: allows users to store new location points infor-
mation in the MongoDB Atlas database. The process
involves reading the local file containing the location
points, connecting to the MongoDB instance, and insert-
ing the data;

• Read: enables users to retrieve and display location points
stored in the MongoDB Atlas database. The application
first connects to the MongoDB instance and reads the
location points data. Upon success, the JSON string
containing the location points is logged;

• ProtectedWrite: allows users to write location points to
both Hyperledger’s blockchain and the MongoDB Atlas
database. It connects to the blockchain network, retrieves
the smart contract instance for adding location points
data, reads the location, hashes the information, signs it
with the user’s private key, and writes it to the blockchain;

• ProtectedRead: enables users to read location points from
the blockchain and the off-chain. It uses a smart contract
to access the signed location points information stored on
the blockchain and retrieves the certificate used to verify
the signature. The signature of the location points data
is then verified using this certificate, and then the data is
compared to the one stored off-chain.

E. Data Schema

By utilizing the Electronic Product Code Information Ser-
vices (EPCIS), different partners can consistently exchange
information across systems, thereby providing a unified view
of the movement of physical objects throughout the supply
chain [18]. In this work, a simplified version of the EPCIS
model was employed, concentrating on essential data that
addressed immediate needs.

Each main event type in EPCIS encompasses fields repre-
senting five dimensions: 1) object involved in the event;2) date
and time at which the event occurred; 3) location where the
event took place; 4) business context of the event; 5) condition
of the object involved in the event.

An EPCIS contains a field called “events”. This is where
the records related to the completion of a certain stage in
the business process are stored. In the context of this project,
there can be three types of events: an ObjectEvent, a
TransformationEvent and an AggregationEvent.

• ObjectEvent Captures information about an event in-
volving one or more objects identified by EPC identifiers
or from the EPC class;

• TransformationEvent Captures information about
an event in which one or more physical or digital objects
identified by EPC identifiers or from the EPC class, are



fully or partially consumed as inputs, and a new object
is produced as output;

• AggregationEvent Describes an event where an
object has been aggregated with another. In this event,
the objects are grouped within a “container” entity that
identifies the aggregation itself.

V. EVALUATION

This Section presents the evaluation of the implementation.

A. Integrity Testing

The off-chain integrity test involves tampering with the
off-chain storage to determine if the system can detect the
alteration. The goal is to compare the hash of the off-chain data
with the corresponding hash that is stored in the blockchain.
If there is a mismatch, then the system will recognize that the
information was altered and cannot be trusted.

B. Performance Testing

The performance test evaluates the proposed solution based
on the system’s response time and latency. In ReadEvent
operation, it is evident that the operation mainly maintains
fast response times even as the number of products increases,
in the case when using the blockchain.

In a scenario where the database was populated with
100 different events, the results of the ReadEvent opera-
tion presents similar results to the one tested regarding the
blockchain performance.

In a hybrid scenario, storages were populated with 100
different events and the results of the ReadEvent operation
present much slower response times compared to the one
tested regarding the blockchain performance and the database
performance.

VI. CONCLUSION

Blockchain technology enhances supply chain management
by ensuring data immutability and transparency across all
stages. This transparency allows for the verification of a prod-
uct’s authenticity and integrity. By combining blockchain with
traditional databases, information can be strategically split
into on-chain and off-chain storage. This approach leverages
blockchain’s security benefits while optimizing storage space
by keeping larger datasets off-chain. Also, using query engines
improves efficiency. The end result is an overall system that
can store traceability data in a dependable way, achieving a
balance between robust security and practical performance.
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