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Abstract—We present Riim, a randomized asynchronous mul-
tivalued byzantine consensus algorithm designed for mobile
ad-hoc networks, operating under the message omission/loss
model of Santoro-Widmayer. Rim is optimal with respect to the
byzantine fault bound, and makes progress in rounds where the
number of message omissions is bounded, while always ensuring
safety. Through network simulations conducted in ns-3, Rim’s
performance is evaluated against Turquois and Ezhilchelvan et
al.’s multivalued consensus algorithm, demonstrating its ability to
achieve consensus in the presence of byzantine faults and message
loss. The results indicate that Riim can efficiently handle message
omissions and byzantine faults, maintaining reliable decision-
making processes, making it a suitable solution for consensus
in mobile ad-hoc networks.

Index Terms—Mobile Ad-Hoc Networks, MANET, Byzantine
Fault Tolerance, Consensus.

I. INTRODUCTION

Mobile Ad-Hoc Networks (MANET) have become inte-
gral to a varied array of applications in both military [16]
and civilian settings. Their flexibility, decentralization, dy-
namism, openness, and ease of deployment allow for inter-
esting new applications, which range from distributed peer-to-
peer file-sharing [6], audience participation in musical perfor-
mances [8], to emergency communication during blackouts
and disaster scenarios [3], [12]. These networks, however,
come with challenges in guaranteeing adversary-resilient and
reliable communication, given the exposed and unreliable
nature of the communication medium.

One of the cornerstone algorithms of distributed systems,
upon which many other algorithms and applications rely is
consensus. The consensus problem was first presented in the
work of Lamport et al. [7], and since then, several different al-
gorithms have been proposed [10], [17]. Nonetheless, many of
them are unfit for mobile ad-hoc networks. These algorithms
usually assume known bounds on message delivery times and
the existence of reliable bilateral communication links, which
are overly demanding assumptions in mobile networks [14],
they rely on leader election, or they do not have an adversarial
fault-model in mind. However, there are some consensus

Work supported by national funds through Fundagdo para a Ciéncia e a
Tecnologia, I.P. (FCT) under projects UID/50021/2025, UID/PRR/50021/2025,
and 2024.07494.JACDC (WELL), and, when eligible, co-funded by EU funds
under project/support UID/50008/2025 Instituto de Telecomunicagdes.

979-8-3315-7842-8/25/$31.00 ©2025 IEEE

DOI 10.1109/NCA67271.2025.00030
Authorized licensed use limited to: b-on: Universidade de Lisboa Reitoria. Downloaded on May 08,2026 at 15:20:57 UTC from IEEE Xplore. Restrictions apply.

Guilherme Ramos
Instituto de Telecomunicagoes
and Instituto Superior Técnico

Universidade de Lisboa
guilherme.ramos @tecnico.ulisboa.pt

115

David R. Matos
INESC-ID
Instituto Superior Técnico
Universidade de Lisboa
david.r.matos @tecnico.ulisboa.pt

algorithms explicitly designed for ad-hoc networks, such as
Turquois [9], and some consensus algorithms suited for ad-hoc
networks, such as Ben-Or’s 1983 consensus algorithm [2], and
Ezhilchelvan et al. 2001 multivalued-consensus algorithm [4],
whose broadcast based nature makes them suitable for these
networks. Of these candidates, however, none features, simul-
taneously, byzantine fault-tolerance, message loss tolerance,
multivalued proposals and asynchronicity.

In this paper, we introduce Rim, a novel byzantine fault-
tolerant multivalued asynchronous consensus algorithm specif-
ically designed for MANETS, by being tolerant to message
loss and not assuming any bounds on message delivery times.
Rim can be employed in various settings and applications
within mobile ad-hoc networks, such as file-sharing, instant
messaging, distributed computation, state-replication, database
management, and can also serve as the backbone for local peer-
to-peer, consistent, communication in a mobile network, with-
out relying on pre-existing infrastructure. Through simulations
conducted in the ns-3 network simulator, Rim demonstrates
stable performance across a variety of network sizes and adver-
sarial conditions. The algorithm consistently achieves consen-
sus within a small number of rounds in typical scenarios, even
in the presence of byzantine nodes and message omissions.
When compared to existing protocols such as Turquois and
Ezhilchelvan et al.’s multivalued consensus algorithm, Rim
shows comparable performance with Turquois, despite offering
stronger fault tolerance and operating in a more challenging
system model, and a better performance than Ezhilchelvan’s.
These results validate Rim’s practicality and effectiveness as
a reliable and efficient foundation for distributed coordination
in mobile ad-hoc networks.

We make the following key contributions: (i) Rim, a novel
multivalued byzantine consensus algorithm tailored for mobile
ad-hoc networks, capable of operating under the message
omission model of Santoro and Widmayer [15], by employing
a round-based, leaderless, and broadcast-oriented protocol
structure that tolerates message loss; and (ii) an evaluation
of Riim through simulations in ns-3, showing its performance
compared to existing consensus protocols under byzantine
conditions and message loss, and in scenarios with no faults.



II. SYSTEM MODEL AND ASSUMPTIONS

In this section, we present Rim’s system model, state our
assumptions, formally specify our problem definition, and
which properties a candidate solution needs to satisfy.

A. Problem Definition

Rim solves the multivalued byzantine consensus problem
in an asynchronous network. In this problem, a set of n
processes wishes to decide on a common value from a set
of proposed values, executing an agreed-upon algorithm to do
so. In contrast, some of those processes can be faulty and are
allowed to arbitrarily, and even maliciously, deviate from the
algorithm. A process that correctly follows the algorithm is
termed a correct process, otherwise it is called a byzantine
process.

Formally, an algorithm that solves the multivalued byzantine
consensus problem must satisfy the following properties (P1)
to (P3):

(P1) Validity: If all correct processes propose the same
value V, then any correct process that decides, decides
V.

(P2) Agreement: No two correct processes decide differing
values.

(P3) (Probabilistic) Termination: Each correct process even-
tually decides a value, with probability 1.

Property (P3) requires only termination with probability 1 to
account for non-deterministic algorithms'.

1) Terminology and Notation: In this paper, we adopt the
following notation: we denote the number of processes in the
system as 7, the maximum number of faulty processes as f,
and the process with identifier ¢ as p;. The phase of a process
p; is denoted as ¢;, its estimated value as v;, and any other
internal state variable of a process p; will have the process’s
identifier in subscript.

A quorum of processes is any set of processes of size
greater than "—;rf Any two quorums intersect in at least one
correct process, and in a quorum there is a majority of correct
processes. In this paper, we call a majority that which is most
frequent in a multiset.

We denote messages and their contents between angle
brackets, such as (i, ¢;, v;, status;). Some messages may carry
a tag to identify the type of message being received, such as
(DEC, *, ), which, in this case, identifies the message as a
decision message. Whenever a message contains an asterisk (x)
we mean that any value may be substituted for the asterisk.

B. System Model and Assumptions

We model the system as a set of n nodes, of which at
most f < % of those nodes can arbitrarily deviate from a
correct execution of the algorithm. As is fit for ad-hoc mobile
networks, the underlying communication in the network is
assumed to be asynchronous — without bounds on the delivery

of messages — and an arbitrary amount of message omissions

'For a probabilistic algorithm to terminate with probability 1, the probabil-
ity of termination must converge to 1 as the algorithm progresses.
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are allowed, with safety, but not termination, being assured.
To ensure termination (P3), the number of message omission
faults must be bounded, and, with a particular bound of up to
o< L%J (n —t— L%HJ) messages lost per round, where
t < f is the actual number of byzantine processes, termination
is guaranteed. We note that, even if the omissions in a round
are not bounded, the safety properties (P1) and (P2) are
always guaranteed. We also impose fairness on the omission
of decision messages — messages of the form (DEC, *, ) — so
that decision messages are eventually received by all correct
processes, if broadcast infinitely often.

Byzantine processes, or adversaries, are assumed to have
access to the internal state of every process, and are allowed
to drop, replay, alter, and delay any messages.

We assume that processes have access to a message au-
thentication scheme, be it via the existence of a public-key
infrastructure or some symmetrical cryptographic scheme, and
that cryptographic primitives cannot be broken by an adversary.
We make the additional assumption that all processes are able
to randomly choose an element from a finite set.

III. PROPOSED SOLUTION: RUM

Rlim is an asynchronous multivalued byzantine consensus
algorithm, i.e., it allows a set of processes to agree on a
value among those proposed by each process, even when some
of them can arbitrarily deviate from the algorithm’s correct
execution and there are no bounds on how long it takes for
messages to be delivered. Rim uses randomness to sidestep
the FLP impossibility result [5], by randomizing the proposal
values of processes, allowing for the system, at any time, to
randomly select a configuration favorable for termination. In
this section, we detail Rim’s design. Rim was designed with
a few key goals in mind:

1) Peer-to-peer: all nodes should behave equally, without a

leader;

2) Broadcast-based: all communication should occur via

broadcasting messages;

3) Asynchronicity: the algorithm should not assume any

bound on message delivery.

4) Loss-tolerance: the algorithm should tolerate message

loss.

5) Locality: the algorithm’s state transitions should only rely

on received messages and local randomness.

To reach these goals, we build Rim as a randomized
round-based broadcast consensus algorithm, which is leader-
less, omission-tolerant, and asynchronous, adding semantic
and authenticity validation procedures in order to curb the
power of byzantine processes.

A. Algorithm Description

A process p; correctly executing Rim periodically broad-
casts messages of the form (i, ¢;, v;, status;) and upon state
transitions. Each round in R@m consists of three sequential
phases, which are called CONVERGE, LOCK, and DECIDE (see
Fig. 1 for a flowchart of the state transitions between phases,
and Algorithm 1 for Rim’s pseudocode).
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In the CONVERGE phase (Line 26), processes broadcast
their decision estimates and select as their new estimates the
majority value from the messages they received. This phase
not only guarantees (P1) but also allows Riim to terminate
earlier in specific cases [11].

In the LOCK phase (Line 28), processes broadcast their
estimates again, hoping to find a quorum — a set of more
than "L messages — with the same value. If no such value is
found, then processes select a special value L that signals a
lack of preference, or failure to acquire an estimate. After the
LOCK phase, every process sets L as its estimate or the same
value v, a property which we denote as “quasi-agreement”.

In the DECIDE phase (Line 33), processes broadcast their
estimates to determine if a quorum of processes locked onto
the same value. If such a value was locked in the previous
phase, then it is decided either in that round’s DECIDE phase
or is carried over to the next round. If no value was locked,
then processes randomly select a new estimate and begin the
next round.

Converge

v; <— majority value

Y

No quorum of
msgs with value v.
If some message
has value v # L,
V; < V.
Else,

v; +— coin()

Lock

has value v,
Vi < U,
else v; «— L

llf quorum of msgs

If quorum of msgs has value v,
Vi <V

return v;

Fig. 1: Flowchart depiction of Riim’s pseudocode.

For ease of comprehension, we provide a message delivery
diagram of two consecutive rounds of Rim in Fig. 2. In
the first round (Fig. 2a), correct processes propose differing
values, and an adversary schedules the delivery of messages so
that the correct processes are prevented from deciding in that
round. However, some correct processes carry their proposal
to the DECIDE phase, and onto the next round. The remaining
correct processes will have to randomly select their new pro-
posal values among values in messages received in the LOCK
phase. In Fig. 2b, the remaining process randomly selects
its proposal value in accordance with the remaining correct
processes, resulting in an unanimous proposal round, where
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the correct processes can always decide despite byzantine
interference. For a complete description of Rim, we present
Rim’s pseudocode in Algorithm 1.

Algorithm 1: Rim: Multivalued Byzantine Consensus

Input: Initial arbitrary proposal value proposal;
Output: Decision value proposed by some process
1 ¢; < 1; v; < proposal;; V; 0
2 status; < undecided; terminated; < false
3 when m = (DEC, v, M) is received do // TERMINATION
if m is valid then

N e

V; U
status; < decided
terminated < true

8 when local clock tick A not terminated; do
9 | broadcast ({i,$;, v, status;))

10 when m = (j, ¢;,v;, status;) is received do
11 if not terminated; then
12 | Vi Viu{m:mis valid}
// TERMINATION
13 | if Jv: V = {(*,*,v,decided) € V;} A |V| > f then
14 Lterminated < true
15 | if terminated; then
16 V <« {(x, %, v;,decided) € V;}
17 broadcast ((DEC,v;,V))
18 | if 3(*, ¢, v, status) € V; : ¢ > ¢; then // FAST-FORWARD
19 i — &
20 =1 (mod 3) and |{(+,¢ — 1, L,+) € V;}| > °FL
then
21 | vi = coin({v: (x,¢—2,v,%) € V;})
22 else
23 | vi+w
24 | status; < status;
25 | if (%, ¢, %, %) € V5| > ";f then
26 if ; =1 (mod 3) then // CONVERGE
27 Lvi <— majority value v in messages with phase ¢ = ¢;
28 if ¢; =2 (mod 3) then // LOCK
29 if Jv : [{(*, ¢s, v, %) € V;|} > "TH then
30 ‘ Vi U
31 else
32 | vie L
33 if »; =0 (mod 3) then // DECIDE
34 if Jv: [{(*, ps, v, %) € Vi|} > nTﬂ‘ then
35 L status; < decided
36 if v : [{(*, ¢i,v, %) € V;|} > 1 then
37 | vi+wv
38 else
39 L'Uiecoin({v:(*,(i)ifl,v,*)GVi})
0 | | b dit+1

41 when status; = decided do
42 Ldecisioni — v;

Theorem 1. Riim satisfies the consensus properties, (P1)
to (P3), if the number of message omissions is bounded by
o< | (n—t-25L)).
Proof Sketch. Rim satisfies validity (P1), since if all correct
processes propose the same value V), then every quorum of
messages has majority V, so any estimates in the LOCK phase
must also be V, and so in the DECIDE phase, any process that
decides must decide V.

Agreement (P2) is ensured by the quasi-agreement property
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of the LOCK phase. In the DECIDE phase, after the LOCK
phase, processes either estimate the same value V or L. If a
process decides, in that DECIDE phase, it must decide V), and
so must any other process that decides in the same DECIDE
phase. Once a process has decided, any other process that
continues to the next round must decide V), due to the fact
that more than 2L correct processes begin the next round
with estimate V.

Termination (P3) is guaranteed if correct processes pro-
gressively increase their phase, and if they can all randomly
select the same value from the DECIDE phase to the CON-
VERGE phase. Due to quorum intersections, in the LOCK
phase, every correct processes receives a message common
to every other correct process, and so, every correct process
can select that common value on their coin. Eventually, by
randomness, there will be some round where all correct pro-
cesses will select that message’s common value on their coin
toss, and will then decide in the following round. Processes
can always attempt another coin toss if they can always
increase their phase. Processes can always increase their phase
if a quorum of correct processes can always communicate,
which is guaranteed if the number of message omissions is
o< L%J (n —t—
processes such that no quorum is formed, more message omis-
sions are required. Therefore, processes can always increase
their phase and eventually decide. O

L”T”J , since, to partition the correct

P p2 Pp3

Q@OQ
X7

(b) Unanimous values lead to
an immediate decision of the
initial value a.

(a) There is no decision, some val-
ues carry to the next round and one
is randomized.

Fig. 2: Message Delivery diagram of executions of Rim as
a function of the initial values of correct processes, with
byzantine interference. Correct processes are in blue, and
byzantine processes in red. Randomized values are marked
with a question mark (?).

B. Message Validation

To prevent byzantine processes from interfering with a cor-
rect execution of Riim, received messages must be validated.
There are two kinds of message validation: authenticity and
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integrity validation, and semantic validation. Authenticity and
integrity validation is straightforward, with correct processes
having access to cryptographic primitives and infrastructure
that allows them to check if a message was created by a
given process and has not been altered in transit. Semantic
validation, on the other hand, serves to restrict the damage
that byzantine processes can inflict, with correct processes
validating incoming messages to guarantee that they do not
conflict with a correct protocol execution or any previous valid
message. For example, a byzantine process p, might attempt to
broadcast a message of the form (b, 1, vy, decided) to mislead
correct processes into thinking that p;’s proposal value should
be decided, even if they should not. A correct process that
receives this message will perform semantic validation and
check that it is impossible for any process correctly executing
the algorithm to have decided in the first phase, and therefore
ignore the message. We present the semantic validation rules
in Algorithm 2.

Algorithm 2: Riim: Semantic Validation (process p;)
Input: Message m.
Output: Boolean value indicating the validity of the input message.
1 if m = (j, ¢;,v;, status;) then // Round Message
// PHASE

2 if not (qu;éland\(* v—1,*,*>e\/|>"+f> then

3 | return false

4 if ¢; =2 (mod 3) then // VALUE

5 if not IM C V¢J ! such that vj is a majority for M,
with |[M]| > ”*f then

6 | return falsc

7 if ; =0 (mod 3) then

8 if v; = L then

9 if not IM C Vf" 1 with two different valued
messages in M then

10 | return false

11 if v; # L then
12 if not [{(x,¢; —1,v;j,%) € V;}| > % then
13 | return false

14 if ; =1 (mod 3) and ¢; > 1 then

15 if not [{(x,¢; — 2,v;,%) € Vi}| > % and not
[{(*,¢; = 1,L,%) € Vi}| > “£L then

16 | return false

17 if status = decided then // STATUS

18 if ¢; < 3 then return false

19 if not |{(x, ¢,v;,*) € V; : highest received ¢ such that
¢ =0 (mod 3) }| > # then

20 | return false

21 if m = (DEC,v, M) then // Decision Message

22 M {m/ = (%, %,v;,decided) € M : m/ is valid }

23 if not |M’| > f then

24 | return false

25 return true

Semantic validation is a powerful mechanism to restrict
byzantine processes, but it does have its drawbacks. Each mes-
sage requires validation, which introduces overhead. Perhaps
more costly is the possible need for processes to broadcast
justification messages due to asynchronicity and message
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omissions. For a correct process p; to consider a message
m = (%, ¢, *,*) as valid, it must have received a quorum of
messages with phase ¢; — 1, except for ¢; = 1, which serves
as a justification for the phase of m. If, due to asynchronicity
and message delays, p; has not received such a quorum before
receiving m, it must reject m. Therefore, p; might have to
supply p; with the messages that led to p;’s state transition
from phase ¢; — 1 to phase ¢;, as justifications for its current
message. This introduces some additional overhead to the pro-
tocol. Notwithstanding, justifications are not always required,
if the messages needed to justify m have already been received.
The justifications of m might themselves require justification,
and so several justification messages might need to be sent, in
a cascading effect. It is thus fitting for p; to be optimistic, and
to only send justifications for a message m if p; rejects m, to
minimize the number of justifications being sent, in a typical
execution.

C. Broadcast Termination

For processes to stop broadcasting their internal state and
transitioning to subsequent phases, we introduce a mechanism
for correct processes to eventually stop broadcasting. Upon
knowing that a quorum of nodes have decided, a correct
process will “terminate”, and stop broadcasting messages in
rounds (Line 3). Instead, they will broadcast a decision mes-
sage, which contains proof that a correct process has decided a
given value, and for correctness, these decision messages must
eventually be received by all correct processes. Upon receiving
a decision message for a value v, a correct process will decide
v and terminate, also broadcasting a decision message for v,
or just echoing the one it received. In our implementation of
Rlim, the proof contained in a decision message for a value v
is a set of at least f + 1 messages with value v and a decided
status.

IV. EVALUATION

In this section, we go over our implementation and eval-
uation of Rim in the ns-3 network simulator [13], and we
compare it with our implementation of Turquois [9] and
Ezhilchelvan et al.’s algorithm [4], which was implemented
similarly and evaluated in ns-3, for fairness. The ns-3 network
simulator allowed us to evaluate these algorithms with large
numbers of processes — up to n = 300 — and with message
loss as would be expected in a real network. We note that
Ezhilchelvan et al’s algorithm was inefficient compared to
Riim and Turquois, given that even in the smallest test case
— with n = 7 processes — it would fail to terminate in under
60 minutes. The remaining algorithms used a timeout of 60
seconds. Therefore, we present only the results obtained in
testing Riim and Turquois.

A. Implementation Details

In every simulation of Rfim, the local clock period was
set to 15n milliseconds, where n is the number of processes
executing the Riim consensus, and every broadcast is delayed
by a random time below 1.1n milliseconds, which we refer
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to as the broadcast jitter. The broadcast jitter serves to pre-
vent network congestion and packet collisions by staggering
messages randomly, and the clock timer is adjusted linearly
to allow for all messages sent by processes to arrive within
a single clock period. We also apply linear clock periods and
broadcast jitters in the simulation for Turquois, where they are,
respectively, 80n milliseconds and n milliseconds. The authors
chose these values since they provided better performance for
each algorithm during the simulations. Every process in the
simulation randomly chooses its proposal value.

For Riim, each process chooses a random alphanumeric
string of length 32, which makes it unlikely that any two
processes have the same proposal. In this way, Rim is tested
in its worst-case configuration, in which all processes propose
distinct values, since equal proposals accelerate termination in
the CONVERGE phase. For Turquois, each process randomly
selects either 0 or 1 as its proposal, which results in many
processes (about half) having equal proposal values, which
gives Turquois an advantage to terminate sooner, compared to
Rim. In the simulations, nodes are arranged in a two meter
radius circle and are equipped with a transmission rate of 11
Mbps. All communication is performed via UDP broadcast
to the networks broadcast address. We also introduce in our
simulations a “simulated message loss” parameter, which is
the probability that a packet is dropped on arrival, after being
correctly received by a process. We did this to introduce some
message loss beyond the network simulation. We calculate the
effective message loss of a process p; as M where
B is the set of all messages broadcast by proceéses, and R;
is the set of all messages that p; received. which is always
greater than the simulated message loss, and takes into account
messages lost at the transport, network and physical layers. All
signatures are EC25519 signatures.

B. Experimental Results

In Fig. 3a, we present several violin plots that estimate the
distribution of the decision time of Rim with no byzantine
faults, as a function of the number of participating processes.
It is noteworthy that the estimated distributions appear to be
bimodal, across process groups. This happens in instances in
which sufficient messages are lost, due to message collisions
and network congestion, resulting in processes having to
trigger a clock tick after timing out. Interestingly, processes
seem to only timeout at most once when no faults are present,
with most executions finishing in one to three rounds. The
decision time also seems to grow linearly in the number of
processes, which is to be expected, since, in each round, 3
broadcasts are sent and 3n broadcasts are received, which
results in O(n) processing per round.

1) Byzantine Faults: In our simulation, we modeled byzan-
tine processes as processes that send arbitrary random values,
distinct from the proposals of correct processes, in their broad-
cast messages, and deployed the maximum amount of byzan-
tine processes, which is the fault threshold. This is a simple
model of byzantine behaviour, which can’t capture adversaries
which collude and specifically target correct processes based
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(b) Of the n processes, f = | 25*] are faulty.

Fig. 3: Violin plot of the average decision time of processes as a function of the number of processes n, in varying fault

scenarios.

Riim and Turquois: Decision time
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(a) Comparison between Rim and Turquois in scenarios
with no faults and with maximum faults (b = f =
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Number of processes n

(b) Comparison between Rim with no faults and Rim
with b= f, b= 0.75% x f, and b = 0.50% x f faults,
rounded down.

Fig. 4: Line plot of the average decision time of processes as a function of the number of processes n, in varying fault scenarios.

TABLE I: Average Decision Time (in ms) = 95% confidence intervals, for Riim and Turquois, with and without byzantine

processes.

Average Decision Time (ms)

n | Turquois | Turquois Byz (100%) | Rim | Rim Byz (50%) | Rom Byz (75%) | Ram Byz (100%)
4 48.2 £ 35.0 51.3 £ 34.7 30.3+24 29.0 £ 2.7 26.7+ 1.9 264+ 1.7

7 414+ 1.7 154.9 £97.2 48.2 + 3.5 43.3 £ 1.7 44.3 £ 2.0 45.7+£2.2

10 60.0 + 3.7 225.2 £ 92.3 66.9 + 4.5 65.0 + 3.6 63.5 £ 3.0 63.3 £ 0.8

19 108.3+ 1.4 230.3 + 58.6 116.8 £4.1 1164+ 1.1 116.2+ 1.2 160.0 £ 36.8
28 165.7+£ 7.9 391.6 + 115.7 214.6 +£ 18.5 203.1 £17.2 208.3 £17.1 278.2 £ 78.5
37 2155+ 7.6 415.1 + 8.6 265.4 + 22.2 260.7 £ 19.9 253.6 + 18.2 385.9 + 140.3
46 261.0 2.4 509.3 +13.1 326.8 +26.1 351.9 +30.3 367.9 + 31.8 832.4 + 369.9
55 319.0 £ 11.0 624.2 + 3.3 388.4 + 32.0 412.8 + 34.6 414.8 + 35.6 1253.4 4+ 558.2
64 364.6 + 2.2 7239+ 3.1 515.7 £ 43.5 473.1 +40.5 494.4 + 42.7 2072.9 £ 905.0
73 424.4 +15.0 817.9+14.9 539.5 + 44.6 522.4 +41.5 541.8 & 45.6 2740.5 + 1525.4
82 466.9 + 2.6 926.5 + 2.7 625.4 + 53.9 586.4 + 46.5 546.1 4+ 37.7 2818.7 £ 1382.7
91 520.0 2.5 1028.3 + 3.4 751.9 £ 61.7 703.6 £+ 60.8 700.1 4+ 59.8 4728.8 + 1851.0
100 | 620.9 +43.5 1132.1 +£ 3.2 697.5 + 55.4 768.9 £+ 65.6 765.5 + 65.2 2300.2 + 1080.6

on global knowledge of their internal state. However, it is
effective in demonstrating the semantic validation rules, and
how invalid messages make the system more vulnerable to
message loss.

In Fig. 3b, we can see that the introduction of faults has a
noticeable effect, with Rim being, at times, around 40 times
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slower than in the no-fault scenario of Fig. 3a. We attribute
this slower decision time to correct processes not receiving a
quorum of messages in a single clock period. This happens due
to message loss, which is more likely given correct processes
will need to receive every message from correct processes,
since byzantine messages will be declared invalid, and only
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Riim (Message Loss): Decision time
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(a) Average decision time of Ram processes with a
simulated loss rate of 0% and 20%.

Rium (Message Loss): Actual Loss Rate

| —— 0% Simulated Loss

20% Simulated Loss

4 10 16 22 28 34 40 46 52 58 64 T0 76 82 8 94 100
Number of processes n

(b) Effective loss rate with a simulated loss of 0% and
20%. The effective loss is grater than the simulated loss.

Fig. 5: Line plot of the average decision time and message loss rate of processes as a function of the number of processes n

and of the induced simulated loss rate.

correct processes can generate a quorum of valid messages.
The impact of byzantine faults, in typical network conditions,
can be reduced by decreasing the clock period and performing
congestion control.

We also ran Turquois in the same conditions as Riim, with
the timing parameters discussed in Section IV-A, to compare
the two algorithms, with and without byzantine faults. We
present our findings in Fig. 4a as a line plot, and in Table I
in tabular form. RGm’s decision latency, in the fully faulty
case, is significantly slower than the Turquois fully faulty
scenario. This was expected, given that Turquois handles only
binary input values, which makes convergence more likely, in
the CONVERGE phase, even with the presence of byzantine
faults. In fact, the latency gap between the byzantine and the
non-byzantine executions of Turquois is mainly attributed to
Turquois needing, on average, to receive more messages to
reach a quorum of valid messages, since some (around half)
of the messages from byzantine processes will be invalid.
We highlight that Rim achieves comparable performance to
Turquois, in the scenario with no byzantine faults.

We tested Rlim with varying amounts of faulty processes,
below the fault threshold. We found that, when the number of
byzantine processes does not exactly match the fault threshold
— i.e. the case with maximum faults — Rim has almost equal
latency as in the case with no faults. We tested Rim with
the additional cases of the number of byzantine processes b
being equal to 50% and 75% of the fault threshold, rounded
down, and present our findings in Fig. 4b and Table 1. We
conclude that, up to around 80% of the fault threshold, Rim
has performance as good as with no faults.

2) Message Loss: To test Rim’s resilience to message
loss, besides byzantine fault tolerance, we introduced some
simulated message loss into the simulations and measured
how the decision latency would be affected by an increase
in message loss. Rim was designed to tolerate message loss,
and, as we discussed in the proof of Theorem 1, can progress
when the message losses are bounded in a broadcast round.
We present our findings in Fig. 5. We highlight that the actual
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loss rate of messages increases with the simulated loss rate,
beyond that which would be expected from the simulated rate,
due to messages lost due to congestion. Lost messages lead
to clock timeouts, which lead to more messages broadcast,
along with their justifications, which leads to more message
loss. However, we see that Riim still functions under loss rates
of 50%-80%, even though decision latency is affected.

V. RELATED WORK

There is some work related to Riim, such as the Turquois [9],
Ben-Or’s [2], and Ezhilchelvan et al.’s [4] algorithms. These
algorithms are either binary consensus algorithms or not
byzantine fault tolerant. Riim differs from these algorithms by
implementing simultaneously multivalued consensus, byzan-
tine fault tolerance, and message loss tolerance.

Ben-Or’s (1983) binary consensus algorithm [2] circum-
vented the FLP impossibility result [5] in an asynchronous sys-
tem where processes may fail, by employing non-determinism.
Ben-Or’s algorithm works in rounds, where processes attempt
to converge on a majority of proposals to decide said majority.
If processes cannot converge on a value, then, in the following
round, the processes randomly choose a new binary proposal
value. This algorithm is conceptually simple. Nonetheless, it
took 15 years for its correctness to be proven by Aguilera
and Toueg [1]. Ben-Or’s algorithm lacks performance, having
an exponential complexity — O(2™), where n is the number of
processes — in the expected number of rounds until termination,
and its system model admits only crash-stop faults. While
theoretically interesting, due to operating asynchronously, Ben-
Or’s algorithm is unusable in a practical setting, due to its poor
performance.

Ezhilchelvan et al. (2001) proposed a Randomized
Multivalued Consensus Protocol [4], which functioned very
similarly to Ben-Or’s, but that extended it to the multivalued
case. The algorithm introduced an initial broadcast phase,
whereupon processes broadcast their initial proposal, and then
store the received proposals in a local array. Whenever a new
proposal value must be randomly selected, processes rely on
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their local array of proposal values and randomly choose from
this array a new proposal. In all other respects, Ezhilchelvan
et al.’s algorithm functioned like Ben-Or’s, but without strictly
broadcasting binary values, and can be seen as a generalization
of it. Like Ben-Or’s algorithm, this algorithm operates in
the crash-stop fault model, where processes can only fail by
crashing mid-execution.

Turquois (2010) [9] is a byzantine fault-tolerant binary
k-consensus algorithm, designed particularly for ad-hoc net-
works. Turquois operates in the message omission fault
model of Santoro and Widmayer, like Rim, and solves the
k-Consensus problem in asynchronous networks, via non-
determinism. This algorithm can be viewed as an extension
of Ben-Or’s algorithm to the byzantine fault model, inheriting
much of the same structure. When viewed this way, Turquois
presents a few improvements over Ben-Or’s algorithm: (i) a
new phase (CONVERGE) designed to expedite consensus [11];
(ii) an efficient hash-based symmetrical message authentica-
tion and integrity scheme; (iii) a semantic validation procedure
to curb byzantine processes’ ability to subvert the system.

Turquois is a flexible consensus algorithm, in the sense
that it can tolerate a higher number of message omissions by
reducing the required number of deciding processes. Formally,
Turquois guarantees k-consensus as long as, per round, at most
o < [21] (n — k —t) + k — 2 messages are omitted, where
n is the number of processes partaking in consensus, k is the
required number of correct deciding processes, and ¢ is the
actual number of faulty processes, with ¢ < f.

VI. CONCLUSION

In this paper, we presented Riim, a novel asynchronous
multivalued byzantine consensus algorithm operating in the
message omission fault model of Santoro and Widmayer, and
is specifically designed for use in wireless ad-hoc networks.
This algorithm, via randomization, circumvents both FLP
and Santoro and Widmayer’s impossibility results for asyn-
chronous networks, as long as message omissions are bounded
by 0 < L%J (n —t— L%J), where n is the number of
processes and f is the fault threshold. We simulated Rim in
ns-3 and established that it’s performance scales linearly in the
number of processes, with up to n = 100 nodes maintaining
sub-second decision latency. Decision latency is affected by
an increase in byzantine processes and message loss, but Rim,
nonetheless still terminated, during testing.

There is interesting further work to improving Rim. Since
Ram’s performance is mostly dictated by the parameters for
the clock timeout and how Ram handles message conges-
tion, some form of congestion detection control and adaptive
timeouts would be beneficial for practical implementations
of the algorithm. By decreasing the clock timeout, correct
processes retransmit lost messages faster, but they do so at
the risk of introducing more congestion in the network, which
can increase the number of lost messages. Error-correcting
codes can also be applied to reduce the loss rate. Rim is
most useful for applications in mobile ad-hoc networks, where
messages can be lost and agreement is required amongst
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devices, such as in messaging apps, information boards and
file sharing applications. The fault model in our simulations
is quite simple, and cannot capture the full spectrum of
attacks allowed by our system model. Further simulations,
with more intricate adversarial behaviour make for interesting
and important future work.
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