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Abstract
In recent years, Femtech has emerged as a growing market cate-
gory dedicated to women’s health technologies. Despite its rapid
expansion, this relatively new and largely unregulated sector has
experienced several concerning security breaches that compromise
user privacy and intimacy. To address this critical gap between
innovation and protection, we propose a novel blockchain-based
consent management framework specifically designed for Femtech
applications. Our solution leverages distributed ledger technology
and smart contracts to create a transparent, immutable system
where users can granularly control access to their sensitive health
data.

The proposed architecture implements a three-tier securitymodel
that ensures data are encrypted, fragmented, and accessible only
to authenticated parties with explicit user authorization. Through
extensive prototyping and security analysis, we demonstrate how
our framework achieves GDPR compliance. The system provides
comprehensive audit trails through tamper-proof access logs that
enable both users and regulatory authorities to verify compliance
with data legislation, creating accountability mechanisms previ-
ously unavailable in Femtech applications. This work contributes a
practical implementation path for enhancing privacy in women’s
health technologies while establishing a foundation for responsible
innovation in this sensitive domain.

CCS Concepts
• Security and privacy → Information accountability and
usage control; • Information systems → Data management
systems; Distributed storage; • Human-centered computing→
Human computer interaction (HCI).
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1 Introduction
In today’s data-driven society, a rising number of people are gain-
ing interest in the quantified self movement [24], a movement
focused on pursuing self-knowledge through numbers. Modern self-
tracking devices and applications allow users to record, measure,
and gain new information about their bodies. This technological
advancement is especially empowering to historically marginal-
ized groups in the health sector, such as women, since these tools
can generate insights into their stigmatized and under-researched
health issues [22, 42]. It serves as a means to validate and com-
municate health situations that have been traditionally invisible
or challenging to convey to healthcare providers [32]. This rise
of interest in self-tracking coincides with an increasing focus on
women’s health, a field that has traditionally lacked investment and
innovation. This intersection of health and technology has given
rise to a new category of business dedicated to women, commonly
referred to as Femtech [41].

The rapidly expanding and relatively unregulated Femtech mar-
ket, which reached a valuation of $40.2 billion in 2020 and is pro-
jected to exceed $75 billion by 2025 [1], has seen the emergence
of numerous companies addressing the diverse health needs of
women, with over 1300 Femtech companies classified across 10
subsectors, including Menstrual Health, Reproductive Health, Men-
tal Health, and Sexual Health [1]. This growth has been driven
by a demand to address the historically underserved and under-
represented segments of the population, with a focus on breaking
taboos surrounding sensitive topics. However, the industry faces
significant challenges, particularly regarding data privacy and se-
curity. For instance, in 2020, the period and fertility tracking app
Glow1 was investigated by Consumer Reports2, revealing several
security vulnerabilities that exposed users to risks from stalkers,
identity thieves, and online bullies [6, 14, 35]. The lack of specialized
regulatory authorities and the sensitive nature of the information
collected by Femtech companies further complicate efforts to ad-
dress these privacy concerns, highlighting the need for more robust
regulatory frameworks [34].

1https://glowing.com/
2https://www.consumerreports.org/
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There are still issues to be discussed regarding the privacy and
security practices of Femtech applications. Central to this discussion
is the question of data ownership and user agency: to what extent
are users able to control what is done to their intimate data, and how
can their privacy be guaranteed and actively monitored by them?
Additionally, is it possible to utilize women’s health data to bridge
the gender gap in healthcare while still safeguarding user privacy?
Regarding regulation, how can the Femtech industry be regulated
to safeguard user data, while also encouraging innovation and not
hindering new Femtech companies’ growth? Such questions must
be carefully considered and new solutions must be studied in order
to address these challenges.

This is where blockchain could emerge as a powerful tool to ad-
dress some of these questions. Over recent years, various solutions
leveraging blockchain technology have been proposed for consent
management [4, 13, 25]. The transparency provided by blockchain
solutions is one of the features that could be explored to enhance
the trust of users in using Femtech applications.

Our research raised the following research questions:

RQ1 How can the implementation of blockchain and smart con-
tracts in Femtech applications improve the autonomy and
control of users over their intimate data?

RQ2 Is it feasible to develop a secure Femtech application with
strong authenticity, integrity, and confidentiality features by
leveraging blockchain and smart contracts?

RQ3 Can the adoption of blockchain and smart contracts in Femtech
applications effectively address the privacy and security con-
cerns associated with women’s intimate data?

In light of these considerations, this paper presents PrivacHer,
a Femtech system that incorporates blockchain and smart con-
tracts3 to provide a transparent and empowering tool for users
to effectively monitor and control the use of their sensitive data.
PrivacHerenables users to easily request data deletion, view the
specific data stored about them, and update sharing and consent
preferences in a user-friendly manner. The privacy aspect is care-
fully considered, and the design of the application ensures the
implementation of robust confidentiality mechanisms. Additionally,
auditability is achieved through an immutable log of data access
that can be reviewed by regulatory authorities to ensure compliance
and accountability.

To demonstrate the application of PrivacHer, we focus on the
area of digital contraception and use the Natural Cycles app – a
fertility tracking app that helps users monitor their menstrual cycles
and predict ovulation using basal body temperature and cycle data
– as a case study to guide the development of the proposed solution.
By analyzing which data is collected from users and how they
can interact with their data and privacy settings, the goal is to
design a Femtech solution that enhances data control and privacy
for users in a similar context. Additionally, we propose mechanisms
for regulatory authorities to verify the service’s compliance with
data privacy regulations through transparent and auditable logs.

3self-executing programs that automatically enforce and execute agreements based on
predefined rules

2 Background
2.1 Femtech and the Challenge of Intimate Data
Femtech, a term coined by Ida Tin in 2016, refers to technology-
based products and services that address women’s health needs,
including menstruation, fertility, pregnancy, menopause, and sex-
ual health. These applications often rely on sensitive personal data,
sometimes categorized as intimate data, which includes physiolog-
ical, behavioral, and biometric information. The mishandling or
unauthorized sharing of such data poses significant privacy risks,
ranging from identity theft to workplace discrimination.

2.2 Consent and Data Sovereignty
In digital health contexts, consent refers to a user’s voluntary agree-
ment to allow processing of their personal data. Effective consent
must be informed, explicit, and revocable. Given that users often
have limited visibility into how their data is used and shared, mech-
anisms that allow dynamic, fine-grained control over consent are
essential for ensuring user autonomy and compliance with data
protection regulations like the GDPR (General Data Protection
Regulation) [10].

2.3 Blockchain: Definitions and Key Properties
Blockchain is a form of distributed ledger technology (DLT) that
maintains a secure, decentralized, and immutable record of transac-
tions. Unlike traditional databases controlled by a single authority,
blockchain networks consist of multiple nodes that collectively
validate and store data. The key properties of blockchain relevant
to our work include:

• Immutability: Once data is written to a blockchain, it can-
not be altered retroactively without consensus from the net-
work. This is crucial for maintaining tamper-proof audit logs
of consent and data access events.

• Transparency: Blockchain provides a publicly verifiable
history of transactions, which can be selectively exposed to
users or regulators to validate compliance.

• Decentralization: Control over data and transaction valida-
tion is distributed across the network, reducing dependency
on a single trusted authority.

• Auditability: The permanent and traceable nature of blockchain
records makes it ideal for verifying user consents and detect-
ing unauthorized data accesses.

• SmartContracts: Self-executing code stored on the blockchain
that enforces rules and automates processes. In our case,
smart contracts validate whether data access requests con-
form to stored user consents.

3 PrivacHer- A Consent-First Femtech Platform
PrivacHeris a consent-first femtech platform powered by smart son-
tracts. The proposed solution aims to address some of the problems
that Femtech applications are currently facing. The system aims to
give users control over their sensitive data, offering transparency
in data transactions, and enabling regulatory authorities to audit
third-party data accesses.
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3.1 Requirements
The system requirements are divided into two categories:

• Functional Requirements: The system must support ex-
plicit consent management, provide users with the ability
to update consent, maintain a permanent log of data access,
and validate consent before processing any user data.

• Security Requirements: The system must ensure authen-
tication, protect data integrity, maintain confidentiality, pro-
vide auditability, and secure communications. This ensures
that only authorized parties can access user data and that all
interactions with the system are secure and traceable.

3.2 Solution Overview

Figure 1: Solution Overview

The diagram in figure 1 shows an overview of the proposed
solution, which involves three primary interaction types: consent-
related actions, data consultations, and data operations. The process
is characterized by the following components:

• Femtech data: When the user uses the application, their
intimate data is securely transmitted to the system and subse-
quently stored within a cloud service provider. This ensures
that sensitive data is encrypted and protected during both
transfer and storage.

• Consent management: All consents related to the user’s
data are immutably recorded on a blockchain ledger. This
provides a secure and transparent mechanism for tracking
user permissions and data usage agreements.

• Data handling and audit trail: Every process involving
the user’s data is logged on the blockchain. This creates an
audit trail that can be reviewed by the user or regulatory
bodies to verify who accessed the data, for what purpose,
and when.

• Compliance validation via Smart Contracts: Smart con-
tracts are responsible for verifying compliance with the con-
sents on record. They check the validity of consents, such
as their expiration time or any recent updates made by the
user concerning their data.

Authentication & Authorization Service: Authenticates the
entity requesting access to the data and returns an access token if
the entity has authorization to access the requested data.

• Registration: Registers a new user into the system, defining
their role and the type of organization they belong to.

• Authentication: Authenticates users in the system by vali-
dating their credentials. Once validated, an access token is
generated to be used by users in their subsequent requests
to the system.

• Authorization: Verifies users’ roles through the access to-
ken issued in the authentication phase. There will be five
different roles in the system, each with different permissions
regarding data access: Femtech Service Providers, Regula-
tory Authorities, Healthcare Providers, Femtech Users, and
Researchers.

Data Management Service: Stores and sends user data ac-
cording to the permissions of the accessing party. Whenever an
authorized entity makes a request to this service and the service
returns the data, such access is recorded on the blockchain, along
with the reason for the data usage by the requesting entity.

• Set User Data: Stores user data. The data are stored in
a distributed storage solution hosted by a cloud provider.
A pointer is created and stored on the blockchain ledger,
referencing the data stored off-chain.

• Fetch User Data: Fetches user Femtech data that was stored
previously. Every time data is accessed, the system registers
the access in a blockchain ledger, thereby creating an access
log.

Consent Management Service: Handles users’ consent re-
quests and responses. It is responsible for recording on the blockchain
all information related to consent provided by users.

• Set User Consent: Stores user consent. The consent data
are stored on the blockchain ledger.

• Fetch User Consent: Fetches user consent information that
was stored previously.

• Update User Consent: Updates user consent information
that was stored previously.

• Fetch User Consent History: Fetches a history of user
consent versions.

• Validate Data Processing:Validates the entity’s permission
to access and perform the requested data processing. This
validation is done by a smart contract that verifies permission
through the stored consent information provided by the user.

The system architecture includes an API gateway that routes
user requests to the appropriate microservice. A message broker
(RabbitMQ) is used for inter-service communication, ensuring reli-
able message delivery even if a service is temporarily unavailable.
The backend interacts with both off-chain and on-chain storage,
with user data stored off-chain in an encrypted MongoDB database
and only references recorded on the blockchain. Figure 3 shows the
high-level architecture of the solution.

The frontend interface is designed to be user-friendly, incor-
porating visual privacy policies to simplify consent management.
The design is demonstrated with a real-world application (Natural
Cycles) to illustrate how the proposed model could be applied as
presented in Figure 4.
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Figure 2: Sequence diagram with the Register and set consent operations of PrivacHer.

Figure 3: Architecture Overview

Figure 4: Visual privacy example from the Natural Cycle app.

The system uses a consortium blockchain network for controlled,
secure access to sensitive Femtech data. Only authorized entities
can access the data, reducing the risk of breaches. Key information
recorded on the blockchain includes:

• Data access logs (specifying entity, date, and reasons for
access)

• Consent records (defining the user consent settings)
The blockchain component is built on the Hyperledger Fabric

framework, a permissioned ledger. The consortium consists of var-
ious organizations, including: the organization representing the
consent management system, Femtech service providers, regula-
tory authorities (such as CNPD and Infarmed), research institutes
and other third-party entities interested in the user data. The Hy-
perledger Service is implemented using the Hyperledger Fabric
SDK, which provides the necessary tools to connect to the Fabric
network, submit transactions, and query the ledger. It maintains
a wallet to store user identities and uses the Fabric Gateway to
establish a connection, retrieve contracts, and execute transactions.

The Hyperledger Service interacts with different channels and
contracts based on the requirements of each microservice:

• Registry Channel (registry contract): Manages user reg-
istration and identity operations, such as creating, deleting,
and querying user profiles.

• Consent Channel (consent contract): Handles consent
management, including storing, updating, and retrieving
user consent records.

• Data Channel (data contract):Manages user data opera-
tions, such as updating, retrieving, and deleting user infor-
mation. Additionally, it records data access logs, capturing
details about each access request, including the requesting
entity and the purpose of access.

The sequence diagrams in Figures 2 and 5 illustrate the interac-
tion flow between the system—ClientApp, API Gateway, Registry
Service, Consent Manager, and Data Service—during user registra-
tion, consent submission, and data retrieval. The process begins
when a user registers via the ClientApp, which sends a RegisterUser
request through the API Gateway to the Registry Service. Upon
successful user creation, the ClientApp sends a SetConsent request,
which triggers the creation of a consent record via the Consent Man-
ager, after authenticating the user. Once consent is recorded, the
user can request their data using GetUserData. This request is vali-
dated by the Consent Manager, which first authenticates the user

36



Trust Through Transparency: Blockchain for Consent and Accountability in Femtech Applications GoodIT ’25, September 03–05, 2025, Antwerp, Belgium

and verifies consent before fetching the data from the Data Service.
Each interaction ensures proper authentication and consent vali-
dation, reflecting the system’s emphasis on secure, consent-driven
data access.

4 Evaluation
This section presents the evaluation of the developed proof-of-
concept, focusing on functional and performance testing.

4.1 Functional Evaluation
Each system component was tested to ensure correct behavior both
independently and in communication with other services. Func-
tional tests covered user registration, consent management, data
submission, and data retrieval, ensuring each operation performed
as expected.

End-to-end workflow tests simulated real-world use cases, such
as a user registering, submitting data, updating consent prefer-
ences, and retrieving access logs. These tests validated the system’s
behavior in handling typical interactions between users, service
providers, and regulatory authorities.

4.2 Performance Evaluation
The system’s performance was tested using Locust, a load testing
tool, to simulate multiple users. The key performance metrics were
latency and throughput, measuring how the system responds under
increasing load. Figure 6 shows the performance charts of a test
that simulates users interacting with the system while performing
different operations.

The system handled the increasing load without failures but
experienced rising response times as the number of users grew.
Complex operations, such as data retrieval, exhibited the highest
latency due to interactions between multiple microservices, the
database, and the blockchain. The Get Data operation showed the
highest latency, peaking at 13,000 ms, which highlights areas for
optimization, particularly around blockchain and database perfor-
mance.

5 Related Work
5.1 Privacy and Security in the Femtech field
Privacy in Femtech services has been discussed in the literature [3,
9, 12, 27, 28, 36]. Regarding to privacy policies, both [3] and [36]
state that although all the reviewed apps collect personal and inti-
mate data, the privacy policy was not always available to the users.
Another concern is related to the complexity of the language used.
Shipp et al. [36] analyzed the language accessibility in the privacy
policies of 30 menstruapps 4. The researchers point out that many
of these policies adopted language that was misleading in some way,
while others were excessively lengthy, resulting in users remaining
uninformed.

In [27] the authors evaluated the privacy notices of 30 fertility
apps. Among the applications analyzed, over half adopted a “take it
or leave it” stance, an approach the authors consider inappropriate
as it does not provide users with a genuine choice. The authors also

4Menstruapps are mobile applications designed to help users monitor menstrual cycles,
track symptoms, and predict fertility windows.

highlight practices inconsistent with the General Data Protection
Regulation (GDPR), such as failing to present a clear option for re-
jection or highlighting the accept option over the reject alternative
and other options.

Turning to data-sharing practices, Alfawzan et al. [3] report that
87% of the apps reviewed in their research shared user data with
third parties, while in a distinct analysis [36], Ship et al. mention that
all analyzed apps in their study transmitted device data to Facebook
servers. Some apps even neglected to require explicit consent before
sharing user data or failed to provide any information about it in
their privacy policies.

In [28], the authors highlight real-world threats of data misuse,
including workplace monitoring. For example, the Ovia app, pro-
moted by employers for health tracking, shares intimate user data
with companies, potentially enabling discrimination and harass-
ment [7, 14].

The threats arising from the misuse and abuse of Femtech data
are amplified by the failure to recognize the sensitivity of such in-
formation. Many app developers do not recognize intimate data as
especially sensitive, only mentioning standard PII in their privacy
policies [36]. This oversight is also reflected in the law, as most
Femtech companies fail to be classified as HIPAA Covered Enti-
ties [34], and fertility-related data is not explicitly mentioned in the
ICO guidelines or in the GDPR [26]. Such facts create a gray area,
making it easier for Femtech companies to adopt less rigid attitudes
regarding the security and privacy of their users’ data [34].

Rosas [34] highlights how weak regulations allow companies to
neglect basic security measures like encryption. Supporting this,
Alfawzan et al. [3] found that over half of 23 analyzed apps failed to
explain data security practices, and all enabled behavioral tracking.
Notably, Flo once stated it could not “guarantee the security of the
application.” These cases underscore the urgent need for Femtech
to prioritize transparency and user data protection.

5.2 Consent Receipts
Data protection laws, such as the GDPR [10], emphasize not only
the importance of obtaining consent but also the necessity of being
able to prove it. According to Article 7, service providers must
be able to demonstrate that consent was obtained lawfully, freely,
and transparently [11]. Other regulatory authorities, such as the
UK’s ICO, advise controllers to record consent, “you must have an
effective audit trail of how and when consent was given, so you
can provide evidence if challenged”, and also to “keep a master
copy of the document or data capture form containing the consent
statement in use at that time” [16].

Some studies [19, 20, 29, 30, 38] propose the use of consent re-
ceipts—artifacts that record data transactions similarly to conven-
tional shopping receipts. These artifacts encourage accountability
and transparency in consent management, benefiting both organi-
zations and users.

Jesus et al. [20] analyze the feasibility of consent receipts, out-
lining their requirements, benefits, and real-world applications in
web interactions like cookie banners. They also address challenges
in IoT contexts lacking interfaces, using Alexa as an example of
consent via audio.
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Figure 5: Sequence diagram of the get data operation in PrivacHer.

Figure 6: Performance test with different operations

Amajor challenge in adopting consent receipts is the absence of a
standard. The Kantara Consent Receipt Specification [17] addresses
this by proposing an interoperable, human-readable, JSON-based
model. It includes links to privacy policies, details on data collec-
tion and use, and a unique ID to serve as a shared reference for
Controllers and Data Subjects.

Alongside the Kantara Initiative, ISO/IEC TS 27560:2023 [18]
provides guidance on consent records, including lifecycle manage-
ment and minimal metadata requirements. As consent receipts lack
strict legal definitions, the standard allows implementation flexi-
bility. Pandit et al. [30] explore how ISO 27560 can support GDPR
compliance through machine-readable consent records, promoting
adoption among stakeholders.

Styliari et al. [38] used an HCI approach to design a consent
receipt prototype through interviews and a participatory design
workshop. Their study highlights users’ desire for clearer data
practices and suggests that consent receipts can enhance user trust
and support GDPR compliance.

5.3 Personal Health Records
A Personal Health Record (PHR) is an electronic application that
allows individuals to manage and access their own personal health

data [39]. Unlike EHR, which are controlled and maintained by
institutions such as hospitals or clinics [44], PHR give individuals
more control over their own health data, placing the responsibility
for data management in the hands of users [39]. Recent works have
explored blockchain-based solutions for developing PHR [8, 23, 31,
40].

Leeming et al. [23] analyzed blockchain-based healthcare solu-
tions and identified key features that also inform our approach.
Health data is stored off-chain, with only metadata (e.g., ownership,
access) on-chain to reduce costs and support GDPR compliance.
Blockchain enables immutable audit trails, enhancing transparency
and accountability. Consent mechanisms are central, giving users
control over data access through smart contracts and identity man-
agement. For secondary uses—like research or marketing—consent
remains critical, with some systems exploring data monetization.
Blockchain also supports secure, interoperable telehealth solutions
beyond traditional EHRs.

Additionally to the aforementioned analysis, Leeming et al. [23]
also proposed a reference architecture for a blockchain-based PHR
solution, named Ledger of Me. This solution focuses on recording
blockchain meta-information about entities and their interactions.
Although the main goal of the system goes beyond consent and
data sharing, it also serves as a support platform for the users
within the healthcare system. Some of its features include triggering
medication reminders and registering medical prescriptions.

In a similar way, Thwin et al. [40] also propose a blockchain-
based system for PHR, that emphasizes privacy and tamper resis-
tance. The proposedmodel aims to ensure data integrity and privacy,
employing cryptographic techniques and proxy re-encryption for
secure data sharing and consent management. The system includes
a gateway server that maintains an access log, serving as an audit
mechanism.

With a different focus, Cernian et al. [8] developed PatientDat-
aChain, a patient-centered model focusing on integrating hetero-
geneous data sources. The system is built over ModexBCDB, a
technology that adds a blockchain layer to an existing database.
With this solution, it becomes easy to integrate PatientDataChain
with different medical databases and EHR.
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5.4 Consent Management
Consent is an essential instrument for individuals to exercise their
right to autonomy and control over their personal data. Accord-
ing to the GDPR [43], the prevailing data protection legislation
in Europe, companies are required to obtain consent for the use
and processing of data in an explicit and unambiguous way. Over
recent years, various solutions leveraging blockchain technology
have been proposed for consent management [13, 25]. Numerous
studies have emphasized the significance of transforming consent
from a one-time agreement into a dynamic process, enabling indi-
viduals to adjust their preferences over time [15, 21, 25, 37].

Genestier et al. [13] propose a blockchain-based consent manage-
ment system for eHealth, where patients control access to their data
via smart contracts. Consent is stored in a consortium blockchain
and verified by a dedicated server before data access. While offer-
ing auditability, the approach lacks details on data protection and
access control.

In contrast, the Dwarna project [25], tailored for the biobank-
ing sector in Malta, focuses on managing consent from research
participants for their biospecimen data in research contexts. All
stakeholders interact through a web portal supported by a Hyper-
ledger Composer blockchain framework. The authors reinforce
the importance of trust when dealing with sensitive information,
such as genomic data, highlighting fundamental properties like
accountability and transparency.

[5] presents a multi-blockchain-based model that emphasizes
user trust by enhancing transparency. The system relies on a per-
missioned blockchain, enabling data controllers to request access
to stored data. The data subjects, who own the data, retain the au-
thority to grant or deny access to their personal data. Unauthorized
attempts by third parties to access data without consent contribute
to a non-repudiation system.

Consentio [2] is a consent management system based on Hyper-
ledger Fabric. Data is stored off-chain, while the respective consent
to access it is persisted on-chain. Data management is handled
by third-party data stores, assumed to be trusted, while consent
management is dealt with by the proposed system. Data access is
recorded on the ledger, serving as an auditable trail.

ADvoCATE [33] is a cloud service platform that consists of three
main components: a consent management component, a consent
notary component, and an intelligence component. The consent
management component manages users’ consent regarding their
personal data, utilizing the privacy ontology proposed by to ensure
GDPR compliance.

6 Conclusion
This paper presented a Femtech consent management system lever-
aging blockchain and smart contracts to enhance user control, trans-
parency, and security in managing intimate data.

We revisit the research questions that guided our research:

RQ1 How can blockchain and smart contracts improve user con-
trol over intimate data?
Our solution ensures decentralization, preventing single-
entity control which empowers users to manage their data
compared to existing Femtech systems.

RQ2 Is it feasible to develop a secure Femtech appwith blockchain
and smart contracts?
A proof-of-concept demonstrated feasibility, with simple
authentication and blockchain ensuring data integrity and
confidentiality. Though sensitive data is stored off-chain, the
system needs optimization for scalability due to high latency
under heavy load.

RQ3 Can blockchain and smart contracts address privacy con-
cerns in Femtech?
Blockchain offers an immutable record of data interactions,
while smart contracts enforce user consent. These technolo-
gies address privacy and security concerns but require fur-
ther user testing to fully validate their effectiveness.

In conclusion, this work introduces a novel approach to securing
sensitive data in Femtech, using blockchain and smart contracts to
empower users and enhance privacy, security, and transparency
in digital health applications. Future improvements will focus on
performance and scalability.
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