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Can Confidential Computing unlock Federated Learning? Confidential Virtual Machines

Federated Learning requires strong privacy guarantees across all Confidential Virtual Machines (CVMs) offer low performance
participants. overhead, no application-level modifications, and no
memory limits.

Confidential Computing (CC) offers verifiable isolation through

trusted hardware (e.g., AMD Secure Processor). CVMs still face some challenges for general adoption: each
cloud provider offers different security guarantees,
This work improves the practicality and accessibility of deployment and attestation complexity is handled by the
Confidential Virtual Machines, enabling privacy-preserving user, and lack of cloud-agnostic tooling.

computation at scale.

Our solution: Evident

Offers a unified interface to create and
attest multi-cloud deployments with
Confidential Virtual Machines (CVMs).
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Ensures users understand the
security guarantees of each attested
deployment through transparent
communication, backed by verifiable
audit evidence.
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Designed to accommodate any use
case that may find value in using CVMs

as a security primitive, such as Federated v Trusted Workspace
Learning, generic Kubernetes cluster, and @ — @ Evident Server 2 (1)
more. A
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are reproduced and verified from
source code (when available).

Verifiability Status Quo and Prospects

Major cloud service providers (CSPs) have incomplete or
sub-optimal hypervisor configurations that limit trust in

CVM Configurations CVMs, and these settings cannot be modified by users.
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