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Abstract—Federated Learning traditionally relies on differ-
ential privacy or cryptographic techniques such as Secure
Aggregation and Homomorphic Encryption to protect data
during distributed training, but these approaches incur high
computational and communication costs. The emergence of
hardware-based Trusted Execution Environments, particu-
larly Confidential Virtual Machines (CVMs), offers a practical
alternative by enabling secure computation on untrusted
cloud infrastructures without algorithmic changes.

However, CVM deployments by cloud providers—Google
Cloud, Microsoft Azure, and AWS—remain opaque, inconsis-
tent, and difficult to reproduce. This paper analyzes their trust
models, attestation mechanisms, and deployment limitations,
and introduces Evident, a unified framework for transparent
CVM lifecycle management. Furthermore, it supports attested
interaction scenarios in which CVMs execute workloads
owned by third parties—such as confidential AI inference—
under cryptographically verifiable trust conditions.

Index Terms—Confidential Computing, Confidential Virtual
Machines, Remote Attestation, Cloud Security

I. Introduction

Cloud computing enables scalable, global services with
minimal upfront investment, but requires trusting third-
party Cloud Service Providers (CSPs) with sensitive data and
workloads, often without full visibility into their privileged
position. While encryption protects data at-rest and in-transit,
securing data in-use remains challenging [1].

Techniques to protect data in-use include algorithmic so-
lutions, such as Fully Homomorphic Encryption and Secure
Multi-Party Computation, which provide strong security but
incur high computational overhead [2]. An alternative so-
lution is to use hardware-based Trusted Execution Environ-
ments (TEEs), which process data in isolated, attested envi-
ronments. While algorithmic solutions minimize the Trusted
Computing Base (TCB), i.e., the set of components that must
be trusted for system security, TEEs trade off a larger TCB
for practical performance, enabling real-world workloads that
algorithmic approaches cannot efficiently support [3].
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Confidential Virtual Machines (CVMs) extend TEEs by
executing entire Virtual Machines in a trusted environ-
ment, allowing sensitive workloads—including confidential
AI inference and training—to run securely while ensuring
only authorized components access the data [4]. Despite
these advances, heterogeneity across CSP implementations
and limited verification mechanisms complicate secure and
reproducible deployment. This paper investigates the con-
fidential computing guarantees offered by major CSPs and
proposes mechanisms to make the secure use of CVMs more
transparent and accessible to end users.

The contributions of this paper are as follows:
1) A comparative analysis of the trust models employed

by three major cloud providers;
2) Methods to enhance trust in the deployment of work-

loads on Confidential Virtual Machines;
3) The design and implementation of a unified framework

for CVM lifecycle management.

II. Background and Related Work
Intel SGX is the first major implementation of hardware-

based TEEs [5], which allows the creation of isolated memory
regions within user-space processes, protecting code and data
from access or tampering by any surrounding software. To
mitigate the trust gap inherent in executing code on third-
party infrastructure, TEEs provide remote attestation, allow-
ing data owners to verify the state, contents, and integrity
of the TEE before provisioning sensitive data. While SGX
offers a small TCB, it imposes strict memory limits and
requires modifications at the application source level. These
limitations complicate development and restrict applicability.

To overcome these limitations, Intel TDX and AMD SEV-
SNP introduced CPUs capable of isolating and protecting
an entire Virtual Machine’s memory from the hypervisor.
VMs with hardware-backed confidentiality and integrity
guarantees—commonly called CVMs—prevent Cloud Service
Providers from accessing plaintext memory contents, extend-
ing SGX’s protection to the entire VM without requiring
application-level modifications [6]. CVMs can leverage the
available security features through, in the case of AMD,
a Secure Processor within the CPU (AMD-SP) to collect
a measurement of the VM firmware, which is responsible
for launching the VM image. Given that this measurement



TABLE I
Summary of possible trust models given the verifiability
levels on CVM deployments within CSPs and on-premises
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: L3—Binary Measurement Reproducibility
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is valid, then all subsequent VM execution is trusted, and,
hence, the VM can handle confidential data.

However, trusting the CVM requires correct hypervisor
configuration, which major CSPs lack, as shown in Table I.
Azure disallows freshness verification of AMD-SP attestation
reports, preventing any software verification. GCP only dis-
closes the binary of the VM firmware (not its source), while
a measurement can be reproduced, it lacks reliable detection
of malicious replacements of the following boot components.
AWS discloses the source for its VM firmware, but the
firmware does not reliably measure other boot components.
All three still require CSP trust.

To improve trust guarantees, SNPGuard [7], Decentriq’s
microCVMs [8], and e-vTPM [9], rely, respectively, on: in-
cluding measurements of upcoming boot components in the
VM’s firmware binary, effectively binding the integrity of
these components to the measurement collected by AMD-
SP, and the firmware refusing to boot if any boot component
presents a different measurement than expected; configuring
the hypervisor to allow AMD-SP to collect measurements
of components following the firmware; and deploying a
software-based TPM (vTPM) that leverages the AMD SEV-
SNP VM Privilege Level feature, which require management
from the hypervisor, but separates the vTPM from the influ-
ence of the CSP.

III. Evident design
Trust model inconsistencies and variability across CSPs are

significant barriers to adopting the security primitives that

AMD SEV-SNP offers. Although CSPs do not leverage the full
capabilities of AMD SEV-SNP with optimal system configu-
rations, CVMs still benefit users with strict security require-
ments, despite limited guarantees. The Evident framework
allows CVM deployments with usability comparable to reg-
ular VMs while automating remote attestation and making
the trust model fully transparent for each deployment.

An accompanying application, Evident-server, deploys
inside the CVM to bootstrap guest applications/models cor-
rectly and provide evidence for remote parties to establish
trust in the instance. Remote parties verify this evidence
through the Evident-client application. After successful at-
testation, Evident-client exposes an extensible interface en-
abling users to securely communicate, provision, or interact
with guest applications hosted in the CVM.

In Federated Learning, the Model Owner uses Evident-
client to remotely attest and provision the CVM with their
model, while the Data Owner uses Evident-client to verify
that only expected trusted components run on the CVM and
access sensitive data. The Model Owner follows an analogous
workflow to retrieve the updated model.

IV. Conclusions
This paper exposes the gap between AMD SEV-SNP’s

security promises and real-world CVM deployments in public
clouds. Despite offering hardware-backed protection, cur-
rent implementations by AWS, Azure, and GCP suffer from
opaque attestation, inconsistent trust models, and limited
transparency. We analyze these shortcomings and propose
a unified framework for secure CVM lifecycle management,
enabling practical confidential AI deployments on third-party
servers. Our transparency-driven approach aims to foster
broader CVM adoption and more trustworthy confidential
computing in Federated Learning.
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