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Abstract. This paper describes a hierarchical architecture of active policies that 

performs the management of a differentiated services (DiffServ) network. 

These policies monitor quality of service (QoS) parameters and dynamically 

optimize some aspects of the existing equipment and services to provide the 

best possible QoS to users. This helps the enforcement of a Service Level 

Agreement (SLA) between a provider and users. The results show that the use 

of active policies improves the service offered to users, by constantly adapting 

to the network state, and helping to fulfill SLAs with minimum costs to the ser-

vice provider. 

1   Introduction 

Quality of Service (QoS) is defined as the collective effect of service performance 

which determines the degree of satisfaction of a user of the service [1]. Quality is 

measured through parameters such as service availability, delay, jitter, throughput and 

packet loss ratio [2]. 

The importance of QoS is such that many service providers offer services with a 

specified level of quality as defined in a Service Level Agreement (SLA) with users 

[2][3]. 

An important problem is how to evaluate and assure the QoS specified in the SLA. 

The QoS objectives specified in a SLA are high-level policy goals, sometimes not 

using the same parameters that can be measured or controlled on the network. Thus a 

refinement process is necessary to relate the different abstraction levels. 

To address these problems, this paper introduces the concept of active policies [4] 

to help SLA fulfillment. Active policies are active objects which evaluate the QoS 

users are obtaining and dynamically optimize some aspects of the network operation 

at different abstraction levels, improving the QoS, whenever possible, up to the set 

goals.  

The active policies are used in a scenario of a differentiated services (DiffServ) 

network [5] and the QoS improvements analyzed.  

The paper is organized as follows. Section 2 describes the active policy model. 

Section 3 describes the scenario implemented, the active policies deployed and the 

simulation results. Section 4 compares our approach with related work. Finally, sec-

tion 5 draws the conclusions and points further research topics. 



2   Active Policies 

Active policies are organized in a hierarchy where each active policy operates at a 

certain abstraction level, specialized on managing a certain problem over a subpart of 

the network. This division allows decomposing the SLA management problem in 

several simpler problems. The overall architecture of the active policies cooperates to 

enforce the SLA. Each active policy does a certain effort and relies on the effort of 

other lower-level active policies to achieve a specified QoS objective.  

Figure 1 shows the internal modules of an active policy. Each active policy moni-

tors some parameters of the managed objects under its responsibility and calculates 

the corresponding QoS parameters. A reactive management module provides quick 

responses to urgent problems. A proactive management module acts based on the 

history of past QoS to fine tune the operation of the reactive module and ensure a 

more precise SLA enforcement. 
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Fig. 1. Active policies internal modules 

The active policies’ monitoring module is shown in figure 2. For the monitoring 

operation, the first step is to sample the system parameters required for determining 

the QoS. The data is read from the managed objects or from other lower level poli-

cies. Then, it is converted to the required format and pre-processed, for instance with 

some low-pass function to filter peaks. Finally, the QoS parameters are calculated. 

The reactive module, shown in figure 3, tries to fulfill an objective that is config-

ured. The reactive module has a set of acting rules that fire the execution of some 

actions or the generation of events according to the QoS measured. The limiters ver-

ify if the actions make sense, limiting the modifications to what is allowed. The ex-

ception generation block verifies if there is a QoS degradation or if it not possible to 

act to fulfill the objectives. The appropriate exception actions are taken. 

The proactive module, shown in figure 4, does planning tasks. Internally, it is simi-

lar to the reactive module, but acts according to the evolution of the observed QoS, 

instead of depending directly on the QoS. Additionally, the proactive module, instead 



of acting over the managed objects, can reconfigure the policies themselves. This 

feedback provides more precise QoS fulfillment. 
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Fig. 2. Active policies’ monitoring module 
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Fig. 3. Active policies’ reactive module 

Acting rules can have a set of thresholds, with or without hysteresis, count events, 

act based on time, use feedback control, or combinations of these. The rules may be 

used in different active policies, just by configuring the parameters they use and mod-

ify. 

Basically, active policies act over the network, when certain thresholds on the QoS 

are crossed, to avoid SLA violation. Naturally, policies have to start acting long be-

fore the QoS limits are crossed. The actions are usually stronger as the limits are 

approached. On the other hand, if the QoS is better than specified in the SLA, the 

reverse actions are possible to reduce the service provider costs, without SLA viola-



tion. For instance, an admission control system may admit some more flows, allowing 

the service provider to charge more. To ensure stability, the programmer has to know 

if a certain action contributes to improve or worsen the QoS and the actions in the 

direction of improving the QoS should be more intense than the actions in the direc-

tion of degrading the QoS. If the contribution of a certain action is unknown, a per-

turbation method [6] may be applied to determine the contribution. The idea in this 

method is to force explicit system perturbations and use a statistical model to estimate 

dependency strengths for each one. 
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Fig. 4. Active policies’ proactive module 

Examples of actions the active policies might perform are: modifying Random 

Early Detection (RED) parameters for increasing packet discard, especially for out-

of-profile packets; restricting the admission of new flows into the system; activating 

extra lines or increasing the bandwidth available for some paths; and selectively de-

grading the class of certain flows. 

The active policies architecture should be deployed using a management by dele-

gation technique [7], placing the active policies near the objects they manage. The 

delegation adds flexibility as it allows system modifications during operation. The 

higher level policies have a global vision of the network state, while the lower level 

policies are near the managed equipment, minimizing management and signaling 

traffic. This architecture adds flexibility, increases scalability and fault tolerance.  

3   System Architecture 

3.1   Active Policies Hierarchy 

A scenario of a DiffServ network was built. The service provider wants to offer some 

QoS to users. The DiffServ model allows offering scalable QoS differentiation by 



aggregating the traffic in three traffic classes: Expedited Forwarding (EF), Assured 

Forwarding (AF) and Best Effort (BE). Packets are classified and marked on entering 

the network, being forwarded to their destination according to the per-hop behavior 

of their class. The EF class emulates a virtual circuit. The AF class offers some guar-

antees and the BE provides no guarantees at all. 

Figure 5 shows the active policies deployed and how they are related to each other. 

The different levels in figure 5 correspond to different abstraction levels. The top-

level QoS requirements are refined through each abstraction level. For each abstrac-

tion level, QoS parameters that can be measured are identified, the corresponding 

QoS requirements are determined and actions adequate for that abstraction level are 

specified. The active policies cooperate with each other to fulfill the QoS objectives 

for each level and consequently, the top-level QoS objectives. 
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Fig. 5. Active policies used 

At the Equipment level, policies are local to each device. Policies at this level 

monitor the delay in each traffic class and dynamically adjust the weight of the differ-

ent classes and out-of-profile packet discard. In this way, the existing network re-



sources are divided through the traffic classes to ensure the QoS relations between 

classes, no matter the load of the classes. 

The Network level is sub-divided in two sub-levels to ease implementation and 

improve scalability. Sub-network level policies are responsible for a region, or a 

specific equipment. Network level policies are responsible for the entire network. 

Policies at this level perform measurement based admission control, select backup 

lines and dynamically adjust the bandwidth available for some paths. 

The Service level is the first that sees end-to-end QoS parameters. Policies at this 

level monitor end-to-end QoS and try to enforce end-to-end SLAs by adjusting pa-

rameters of lower level policies that do not have this end-to-end view. Examples are: 

increasing out-of-profile packet discard, reducing flow admissions, modifying the 

bandwidth for some paths. Policies also selectively degrade the traffic class of some 

flows when there is overload. 

A more detailed description of the operation and configuration of each active pol-

icy used is given in [4]. 

As is it difficult to specify the exact thresholds where the policies should operate, a 

planning policy, at business process level, makes long-term adjustments to ensure a 

more precise SLA fulfillment. 

3.2   SLA Management without Planning  

First, the results without the planning policy are presented and analyzed. The results 

with planning will be analyzed in the next subsection.  

The results presented were obtained with the NS2 network simulator [8], for a 

network with 15 core nodes. The simulations were made with the exact same traffic 

pattern in two different situations: without active policies and with the active policies 

operating. Several simulations were made with different random number seeds and 

the 95% confidence interval was plotted in all the graphs. 

Figure 6 shows the average end-to-end delays obtained with the following QoS ob-

jectives: SLA(delayEF) = 60 ms and SLA(delayAF) = 120 ms, and all policies operat-

ing, except the planning policy. These results show it is possible to enforce these 

SLAs with some error. The error from the EF SLA objective is about 24 to 32% 

without the policies and about 7 to 16% with the policies. The error from the AF SLA 

objective is about 12 to 26% without the policies and about 13 to 24% with the poli-

cies. Although the results are better with the active policies, they show it is difficult to 

set the exact policies operation points to have precise SLA enforcement.  

Figure 7 shows the average traffic load in each class for each border node (PoP, or 

Point of Presence), where traffic is generated. Without the active policies, a fixed 

worst case admission control is used. Under these conditions, the network is fully 

loaded with 15 users connected per node, starting to refuse new users above this limit. 

On the other hand, the active policies use a measurement based admission control that 

can allow more connections in the AF class. Indeed, as the traffic in many flows is 

bursty, the average load in the network is much lower than the worst case load for a 

given user connection pattern. Modifications in the bandwidth division for each class 

also allow a slight increase in the number of EF users. The decrease observed in the 

number of EF clients for a load of 20-50 connections, when the active policies are 



used, is due to the downgrade of the traffic class of some flows by the mapping man-

agement active policy, as the network load increases. The use of the active policy has 

the advantage that, instead of having an indiscriminate downgrade of the class of 

flows, only selected flows have their class downgraded according to the existing load. 

From the graph of the average BE clients, it can be seen that there are less BE users 

when the active policies are used. This is caused by less flows having their traffic 

class downgraded when the active policies are used and results in increased service 

availability and a profit increase for the service provider. 
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Fig. 6. Average delay per traffic class 

Figure 8 shows the average throughput for the AF traffic class. The throughput de-

creases when the active policies are used. There was no packet loss both for EF and 

in-profile AF traffic. This was one of the high-level QoS objectives for these classes. 

Having no packet loss for the AF class means that the decrease in AF throughput is 



caused by less out-of-profile traffic being transported. Since more flows are trans-

ported, and the throughput specified in the contract is assured, the service provider 

profit increases. 

Figure 9 shows the average jitter for the EF and AF classes. The active policies 

cause an increased jitter, as they reconfigure the network frequently. Each modifica-

tion in the network changes the load pattern and consequently changes the end to end 

delay, causing an increased jitter. This is especially true when the delay is below the 

limit imposed by the SLA and the bandwidth for a path is reduced, or the admission 

of additional users increases the traffic load. However, in the EF class, there is a re-

duction of the jitter for a certain load range, as some bursty flows have their traffic 

class downgraded to a lower priority class for these loads. Globally, the disadvantage 

of an increased jitter is compensated by the improvement in other QoS parameters.  
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Fig. 7. Average traffic per traffic class 
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Fig. 8. Average throughput for the AF traffic class 
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Fig. 9. Average jitter per traffic class 

3.3   Planning Policy 

The top level planning active policy adjusts the SLAs of the SLA management active 

policy to obtain better long-term results. 

Now, the previous delay objectives, as required in the SLA, are used to set the 

SLA(delayEF) and SLA(delayAF) to be used by the SLA management active policy. 

Both are modified by an integral feedback system as shown in figure 10. The integra-



tor gain is set to 0.25, for both classes, to make slight changes in the SLAs for each 

sampling period. The sampling period is large as compared to the network delays, but 

much smaller than the SLA verification period. The planning policy works at higher 

abstraction level than the other active policies, so its timescale of operation is much 

larger than the timescales of lower level policies. An anti-windup mechanism was 

added to the integrators to limit the SLA values to a range of 0.25 to 4 times the re-

quired SLA. 
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Fig. 10. SLA control system 

Figure 11 shows the average end-to-end delays obtained with all the active poli-

cies, including the planning policy, as compared with those without any policies. 

These graphics show that the static error from the SLA objective is greatly reduced by 

the planning policy to about 1 to 8% for the EF class and 1 to 6% for the AF class. 

Now the delays are about one order of magnitude nearer the specified value of 60 ms 

for the EF class, and 120 ms for AF. 

As for the other QoS parameters, such as the jitter, the throughput, the packet loss, 

the service availability (number of users accepted), there were no significant differ-

ences when the planning policy was used. 

The objectives of 60 ms for the delay in the EF class and 120 ms for the AF are 

achievable. Naturally, not all SLA objectives are possible to enforce. But even when 

it is not possible to enforce the objectives, the active policies still work properly and 

do their best to place the QoS as near as possible to the objectives. The system is 

stable even in traffic overload conditions. 

4   Related Work 

The works of [9][10] present policy hierarchies for distributed systems. However, 

these works do not integrate with service level management, nor refine the require-

ments through several policy abstraction levels that act over the network down to the 

equipment, nor allow easy policy reuse. The policies of [11] restrict the network be-

havior, instead of improving its operation as in the case of the active policies. The 

work in [12] focuses on the policy language and provides some examples of a differ-



entiated services network with SLAs. However, the system lacks an automatic tuning 

mechanism and does not cover end-to-end QoS. 
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Fig. 11. Average delay per traffic class 

The work in [13] presents an architecture for QoS management integrated with 

traffic engineering. Although there are some similar aspects to our work, the active 

policies hierarchy has the advantage of providing several complementary mechanisms 

to enforce QoS and a planning policy to improve accuracy. 

The work in [14] uses joint buffer management and scheduling to provide propor-

tional and absolute QoS guarantees. However, this work does not have several ab-

straction levels and does not cover end-to-end QoS. 



5   Conclusion 

It can be concluded that the QoS specified in SLAs can be provided within certain 

limits by using active policies that dynamically adjust network parameters to optimize 

network performance.  

The planning policy performs automatic threshold adjustments to provide a more 

precise fulfillment of QoS requirements, circumventing the difficulty in setting policy 

operating points. However, it is difficult to evaluate to which limits the SLAs can be 

assured. This is a difficult topic that may be addressed in future research. 

A set of acting rules can be used to build the majority of the active policies. The 

acting rules can be reused for different situations, just by changing the system vari-

ables they monitor, the system variables they control and the configuration parame-

ters of the rules. 

The active policies hierarchy provides several abstraction levels, with greater 

flexibility, autonomy, improved scalability and fault tolerance, as compared with non-

hierarchical alternatives. 

The architecture presented assumed a single service provider. The expansion for 

multiple service providers is a possible future research direction. The use of a price 

model [15] is a further possible future research direction. 
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