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The protection of critical socio-technical infrastructure is a popular research topic that gained particular interest
in the last decade. In the age of digitalization, the importance of cyber-threats increases since they can lead to
catastrophic consequences especially if combined with physical attacks. A prominent example of a critical socio-
technical infrastructure is an airport containing sensitive systems such as the airport operation center, the apron
control and the baggage handling system. In general today, airports are well protected against individual cyber-
threats and in some cases protected against certain physical attacks on individual systems. A remaining major issue
is the vulnerability to combined cyber-physical threats. In the ongoing EU-H2020 project SATIE (Security of Air
Transport Infrastructure of Europe), a security toolkit is being developed to face these threats in a coordinated and
effective way supported by a shared situational awareness system. The impact propagation simulation, being a part
of the project’s toolkit, simulates threats in an airport following a network approach to represent the system-of-
systems. In this work, we develop a model to represent not only technical components of airport systems but also
the social aspect through agent-based modeling (ABM). Performance measures are defined for technical as well as
social aspects of the infrastructure to quantitatively analyze the system’s resilience under the influence of specific
cyber-physical threats.
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1. Introduction and operate most airports (Choi and Hanaoka,
Airports play a key role in the transportation of 2017; Polater, 2018). - Airports Council Interna-
POrts piay a key P tional (ACI) reported that by 2040 global pas-

people and goods, as well as in regional, national sen : o
. - - gers will double to 20.9 billion, compared to
and international trade. They are a type of Critical 2017 (8.2 billion) (ACI Media Releases, 2018).

Infrastructure (CI), where federal oversight and S :
- . To handle this, airports must automate their pro-
control intersects with local governments that own - -
cesses and consequently also increase physical
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and cyber-security measures. Furthermore, air-
ports implement several types of security mea-
sures and technological solutions to deter, de-
tect and react to physical attacks, such as: (a)
fences/walls, (b) guards, (c) building control, (d)
intrusion detection and access control, (e) video
and audio surveillance systems and (f) Physical
Security Information Management (PSIM) sys-
tems. In addition, cyber-attacks are emerging,
especially with the increasing use of Information
Systems (IS), such as electronic tags for baggage
handling and tracking, remote check-in, smart
boarding gates, faster and more reliable security
screening technologies and biometric immigration
controls. The continuing advances in the infor-
mation and communication technologies (ICTs)
field, which can benefit the efficiency of the air-
port, are now also being used as cyber-attacks
like the attack to the flight information screens at
Bristol Airport in 2018 (Kanyi et al., 2016; Ley-
den, 2018). Therefore, it is integral for airports
to adopt additional cyber-security measures such
as: (a) data protection, (b) network monitoring, (c)
intrusion response systems, (d) endpoint monitor-
ing, (e) authentication and access control systems
and (f) software development based on privacy by
design techniques.

The realm of physical assets (like hangars, ter-
minals, baggage conveyors, etc.) is the core
business of transportation infrastructure and de-
livers a broad variety of services (e.g., baggage
and passenger screening to detect explosive de-
vices) to end-users that rely on the activities of
these services (e.g., passengers, airline compa-
nies) (Willemsen and Cadee, 2018). On the other
hand, the technological assets that comprise the
airport infrastructure (e.g. flight schedule infor-
mation, passenger passport information, baggage
destinations, etc.) give airport staff the technology
to effectively manage and supervise the physical
assets and to automate tasks in order to deliver
airport services (Sampigethaya and Poovendran,
2013; Falvo et al., 2015).

When any of the assets are threatened, pos-
sibly by a physical attack, a crisis management
plan should immediately be executed in order to
manage the problem and minimize the impact. A
crisis is defined as an abnormal and unstable con-
dition which threatens the organization’s strategic
objectives, reputation or viability. In this context,
crisis management has been defined as “the de-
veloped capability of an organization to prepare
for, anticipate, respond to and recover from crises
(BS 11200:2014, 2014). Stakeholder management
is considered a crucial factor in all phases of
crisis management as their actions can increase
public awareness, reduce crisis impact and en-
hance mitigation actions. To that end, mutual
aid agreements, clear communication pathways
and training of stakeholders should be in place
(Harriman et al., 2009). There should always be

a balance between increasing an airport’s capacity
and maintaining their ability to respond efficiently
and effectively (Kenar et al., 2007).

Any successful physical or cyber-incident that
causes loss of infrastructure, such as natural dis-
asters, terrorist acts, or chemical, biological or ra-
diological hazards could affect airports operation,
cause mass casualties, grave economic damage,
and attract significant public attention because of
the impact on the airport system. Now more than
ever, airports must be vigilant in establishing safe-
guards against physical and cyber-threats, which
is why it is imperative to have a solid understand-
ing of the risks and protections available.

Most airport services (e.g., baggage handling)
are typically implemented using industrial con-
trol system (ICS) security architecture (Stouffer
et al.,, 2011) where physical assets connected to
technological assets are separated into three layers
of protection (from the most to least critical): a
physical, a control and a supervisory layer.

The physical and control layers are the most
safety-critical layers, and contain all the neces-
sary mechanisms to implement airport services,
namely, control units. The latter are computing
devices which serve as interfaces between physi-
cal and digital assets of the airport infrastructure
and manipulate the physical assets to guarantee
airport services.

Given that, the connection between control
units and physical assets can have critical con-
sequences to the safety of airport infrastructure
(e.g. sabotaging baggage screening machines can
bypass bomb detection and successfully place a
bomb on an aircraft), attackers often target these
control units to hinder the safety and operations
of airports. Thus, it is common ICS procedure
(Stoufter et al., 2011) to place the IT devices com-
municating with these units, found in the control
layer, on a demilitarized zone (DMZ), and under
this DMZ, monitor and restrict network traffic
using intrusion detection systems and firewalls.

The supervisory layer is thus connected to this
DMZ and is mostly composed of IT devices that
supervise the work performed on the control layer
and triggers actions to assure the quality of air-
port services. Most cyber-attacks affecting ICS
normally access an IT device in the supervisory
layer and attempt to attack the other layers from
that device.

Research on how to increase security on cyber-
physical ICS systems is a growing trend. Par-
ticularly, current research on common threats to
ICS security has focused on increasing DMZ pro-
tection against cyber-physical attacks (Langner,
2011; Huang et al., 2018) which are capable of
infecting IT computers at the supervisory layer
with self-spreading malware. The latter dissem-
inates throughout the ICS network bypassing ICS
security mechanisms and performing malicious
operations over the physical assets. Proposals for
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novel detection schemes tackling such ICS attacks
implement anomaly-based IDS mechanisms with
new fingerprinting techniques (Chen et al., 2018;
Formby et al., 2016; Cheng et al., 2017), while
others have focused on estimating the level of
propagation an attack can cause to the organiza-
tion’s IT assets, and identifying which operational
objectives and goals (i.e. mission) were compro-
mised by an attack (Lima et al., 2014; Noel et al.,
2016; Willemsen and Cadee, 2018; Goodall et al.,
2009). Yet, estimating the impact propagation of
a cyber-attack throughout the airport services is
still an open problem. The increasing capacity of
computation and data storage in combination with
technological developments - such as machine-
learning methods, block-chain and agent-based
modeling (ABM) - create opportunities never be-
fore seen. Yet frameworks should foster the de-
velopment with guidelines and proactive measures
to address liability, safety, security and privacy of
these new technologies.

To this end, a multi-national project called
SATIE has been funded by the European Commis-
sion with the goal of assessing the most threaten-
ing risks in airports, creating a holistic plan to im-
prove cyber-physical security and implementing
an up-to-date airport security management cycle
that will cover security, safety, maintenance and
information sharing processes. Thus, an interop-
erable security toolkit will be developed to im-
prove cyber-physical correlations, forensics inves-
tigations and dynamic impact assessment at air-
ports. This toolkit will be based on a complete set
of semantic rules that will improve the interoper-
ability between existing systems and enhanced se-
curity solutions, in order to ensure more efficient
threat prevention, threat and anomaly detection,
incident response and impact mitigation, across
infrastructure systems, populations and the envi-
ronment. Moreover, the collaboration between
security practitioners and airport managers will
also be enhanced, enabling a more efficient crisis
resolution. Different threat scenarios combining
cyber- and physical threats against airports will be
defined and integrated in a simulation platform to
validate the efficiency of the toolkit. In addition
to simulations, different possible threat demon-
strations will be conducted at different airports in
distinct locations across Europe.

In this paper, the simulation of impact propa-
gation which is part of the SATIE toolkit is de-
scribed. It evaluates the impact of certain threats
on a system-of-systems and describes cascading
effects beyond the borders of single systems.
Here, an agent-based approach is employed to
simulate the impact of cyber-physical threats on
passengers in an example simulated airport which
will be integrated into the impact propagation tool
for SATIE. This paper is structured as follows:
In section 2 the approach is described about the
agent-based representation of airport passengers

and how this is embedded into the SATIE project.
Further, section 3 presents the application of our
approach to an example problem and the results
are visualized. Finally, in section 4 the findings
of this work are summarized and an outlook is
provided.

2. Approach

2.1. The SATIE toolkit

The SATIE toolkit aims to strengthen the protec-
tion against cyber-physical threats at airports. To
accomplish this, the SATIE project will improve
the state of the art by addressing pre-identified
conceptual, technical, economical and societal
limitations. The SATIE toolkit is composed of
several solutions that will be deployed in the criti-
cal areas of the airport, in order to prevent and de-
tect potential threats. For example, in the air traffic
control tower, voice communication and traffic
status will be monitored and correlated to decrease
the detection time of security threats and support
the decision about the mitigation procedures. Due
to the increasing amount of heterogeneous sys-
tems at the airport, combining internet-of-things
(IoT) devices and industrial control systems, a
module to ensure security of communications will
also be developed. The baggage handling system
will be used as an example application for this
module. However, it might be reused for other
assets in the airport. In the context of the baggage
handling system, a link between passenger and
baggage will be created, considering baggage as
an extension of the passenger’s identity. This way
it will be possible to identify unusual character-
istics of passengers’ data to highlight potential
cyber- and/or physical threats related to their bag-
gage or vice versa.

All information and alerts from the devices and
systems will be gathered by the correlation engine
(see Figure 1). It will be the central part of the
SATIE toolkit, which stores all the information
and processes it in real time. The processing phase
will allow the detection of inconsistent informa-
tion or even a combination of cyber- and physical
security events, that trigger real-time alerts which
are sent to the incident management portal.

An impact propagation simulation will con-
tribute to the information in the incident man-
agement portal. Relying on an interdependency
model between IT assets, airport information and
airport operations, it will provide impact assess-
ments and decision support for both the security
operation center (SOC) and airport operation cen-
ter (AOC). An investigation tool will also be a
source of information for the incident manage-
ment portal. It will unify the physical and cyber-
security investigations, by performing a deep anal-
ysis of activities and threats over a long time
frame. It will be very useful not only for complet-
ing and better predicting the real-time analysis of
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the correlation engine, but also for supporting the
fast recovery in case of an incident. It will analyze
additional security details, providing contextual
and semantic data, to identify causes for security
events and threats started by an alert, and will feed
the correlation engine with new and/or improved
rules.

Finally, the crisis alerting system will combine
the information from both the correlation engine
and the impact propagation simulation to under-
stand the security and safety status of airport sys-
tems. It will also be responsible for triggering
real-time notifications and alerts for all actors
involved at every level of coordination, in order
to improve the collaboration and coordination of
the security and safety responses. As already
mentioned, all systems described above will be
integrated in a simulation platform. Thus, using
specific threat scenarios that exploit target sys-
tems’ vulnerabilities, the effectiveness of preven-
tion, detection, and response of the SATIE toolkit
will be validated.

2.2. Simulation of impact propagation

The simulation of impact propagation for the an-
ticipated impact assessment in the SATIE toolkit
is based on a simulation tool named CaESAR
(Cascading Effects Simulation in urban Areas to
assess and increase Resilience). CaESAR is a
simulation tool for computing cascading effects
within critical infrastructure and especially across
infrastructure borders (i.e. in interdependent in-
frastructure systems) (Hiermaier et al., 2017). The
overall target of the CaESAR tool is to model im-
pact propagations in interdependent infrastructure
systems, to find weaknesses, to identify optimized
strategies to overcome the weaknesses and to in-
crease the resilience of those interdependencies.

In SATIE, CaESAR will be used to implement the
model of different assets (e.g. IT assets, physical
assets or humans), employing ABM. Based on this
model, CaESAR will simulate the propagation of
threats, evaluate the consequences on the airport
infrastructure and identify possibilities to increase
the resilience.

2.3. Agent-based modeling

ABM is a bottom-up modeling approach that
consists of agents such as individual objects or
groups, an infrastructure, and rules of interactions.
The latter are very important to guide the agents in
the infrastructure and in groups. Agents have spe-
cific properties that lead to individual behaviors
such as needs (to eat and drink), emotions, mem-
ories and relations to other agents (Helbing and
Balietti, 2011). To develop a simulation environ-
ment based on ABM, the programming language,
platform, boundary conditions, time discretization
and noise need to be defined. In the case that the
simulations should provide quantitative outputs,
validation of the ABM is crucial (Helbing and
Balietti, 2011).

ABM has been applied in various disciplines
such as archaeology (Guedes et al., 2016; Ro-
manowska et al., 2019), tumor research (Ozik
et al., 2019), train logistics (Othman et al., 2014),
air traffic management (Stroeve et al., 2013) and
evacuation in case of fire (Kasereka et al., 2018).
Even whole languages and platforms have been
developed to facilitate the application of ABM
to scientific questions (Kravari and Bassiliades,
2015; Wilensky and Rand, 2015). The appli-
cation of ABM to socio-technical systems such
as airports enables to reflect human behavior in
the infrastructure, to observe what happens under
specific conditions and to explore possible states
of the system (Van Dam et al., 2012).

In this work, we focus on the representation
of the interdependency between human individ-
uals in an airport environment and the technical
components of the infrastructure. This approach
helps to better understand the interrelations be-
tween human behavior and technical functionality
and to offer decision support in incident situa-
tions (Van Dam et al., 2012). An object-oriented
approach using the programming language C++,
enables the representation of the infrastructure and
the individual passengers as agents. Through the
simulation environment, incident scenarios can be
analyzed and impacts can be quantified.

3. Application

As already introduced in section 2.3, in this work
single passengers in an airport are simulated as
agents. The path of a passenger in the airport
is individual and passes Flight Information Dis-
play System (FIDS) monitors, check-in counters,
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Fig. 2. Airport layout for the scenario described in section
3.1. The layout is employed to simulate passenger flow in the
land-side and air-side airport areas.

security check points and gates. The passengers
choose their path based on their own decisions and
move with their individual velocity. The only rule
that is predefined is that once they enter the air-
side they cannot return to the land-side area of
the airport anymore. Besides that, the individual
situation of the passengers such as online check-
in and number of check-in bags influences their
path in the airport area. If and when they want
to get information from the FIDS (e.g. number of
check-in counter and gate corresponding to their
flight), the agents can decide on their own.

3.1. Airport use case

Here, passenger movement is simulated in a small
representative airport (see Figure 2). The airport
layout and passenger behavior are mainly devel-
oped with the expertise of Athens International
Airport (see Table 1).

Table 1. Data that has been developed with the expertise
of Athens International Airport to design the airport and
the simulation environment.

Number of flights per hour 5
Check-in treatment time 3-8 min
Number of passengers per hour 1875
Number of check-in counters 18

Time to walk from entrance to check-in 1-5 min
Time to walk from check-in to security 4-8 min
Time to walk from security to gate 5-20 min

To test and demonstrate the ABM approach, a
scenario has been developed based on scenarios
of the SATIE project. The FIDS is the target of a
cyber-attack, and as consequence, it displays the
wrong information. Instead of displaying correct
check-in desks and gates, every passenger in the
public area of the airport is directed only to a sin-

gle check-in counter. Some passengers go directly
to the designated check-in desk, while others do
not know where to go and search for help, and
finally, others do not care about FIDS information
and remain at security. This creates crowds in
the public area, which can be a potential target
for physical attacks (for example, a suitcase bomb
placed respectively).

Fig. 3. A screenshot of passenger movement in the airport
area during normal operation. Passengers (orange circles)
move in the airport from the entrance (dark blue lines) to

check-in (yellow), to security (blue) and to the gates (green)
getting information at FIDS monitors (red lines).

3.2. Results and visualization of the ABM
approach

The developed tool enables to simulate the pas-
senger flow in the airport area. Without any
disturbance, passengers walk from the entrance,
to check-in, to security and finally to their gate
(see Figure 3). They decide on their own when
they take a look at the FIDS to get information
about their flight. Note, that not all features of
the airport are implemented yet. In contrast, in
the case of a cyber-attack on the FIDS, all passen-
gers are directed to one single check-in counter
and it is assumed that all passengers follow the
request. The formation of the resulting crowd can
be represented by the simulation tool. Further, the
crowd formation simulation will be dependent on
the number of passengers land-side and the time it
takes to restore the FIDS after the attack.

To analyze the performance of the airport be-
fore and during the cyber-attack, the number of
passengers air-side and the estimated mean wait-
ing time at the security check-point has been cho-
sen as performance measures. These two mea-
sures are plotted as a function of time in Figure
4(a). In the beginning, from minute 1 to around
10, the airport opens its doors and passengers
begin to enter first the land-side and later the air-
side areas of the airport. From minute 10 to 40 a
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constant mean number of air-side passengers dur-
ing normal operation can be observed. In minute
40 the cyber-attack occurs and all FIDS moni-
tors direct the passengers to the specific check-in
counter. In minute 50 the FIDS is restored and
the passengers are distributed over all check-in
counters again.

The number of air-side passengers and the wait-
ing time at the security are correlated with a time
delay. After peaks in waiting time, a larger num-
ber of passengers moves into the air-side area (see
e.g. Figure 4(a) from minute 30 to 35). Further,
once the cyber-attack happens, people continue to
move to the air-side area. After around 5 minutes
the impact of the cyber-attack in the land-side area
also affects the passenger movement into the air-
side area. The number of air-side passengers and
the waiting time at security drops to a minimum
around minute 55 because most passengers are
crowded at the indicated check-in counter, which
slows the flow of passengers to security. Once the
passenger movement restores from minute 50 on,
the impact can be observed air-side around minute
55 when passengers arrive again in the air-side
area. The latter finding is further visualized with
slopes approximated by linear regression from
minute 40 to 55 and from minute 55 to 65. The
corresponding values can be found in Table 2.

Table 2.  Slope calculated for passengers arriving air-side for
both simulations with the FIDS being restored a) in minute 50
and b) in minute 60 corresponding to Figure 4.

Slope: minute 40-55 Slope: minute 55-65

-1.87
-1.91

0.85
-0.67

(a)
(b)

If the restoration takes longer, the impact of
the cyber-attack on performance functions in the
airport will increase. This is shown in Figure 4(b)
where the attack occurs again in minute 40 but
the restoration begins in minute 60. In this case,
the number of passengers arriving at the air-side
area decreases almost exponentially and reaches
a minimum at around minute 65. The slope of
passengers arriving at the air-side area is again
approximated by linear regression and the results
are presented in Table 2.

Comparing Figure 4(a) and (b), the slope of air-
side passengers from minute 40 to 55 is almost
the same which means that the initial impact of
the cyber-attack is similar. However, if a fast
recovery is possible and the FIDS is repaired after
minute 50, the slope becomes positive again and
the system is able to recover. If the recovery takes
only 10 minutes longer and the FIDS is operable
in minute 60, we observe a negative slope for
air-side passengers also from minute 55-65. The

performance does not yet recover and the number
of passengers air-side drops to four which is lower
than in the fast recovery case (see blue line in
Figure 4(b)).

Here, we mainly discuss the degradation of the
system’s performance due to the cyber-attack. The
recovery can be partially observed in Figure 4 but
the simulation tool is not yet able to represent
every detail of the recovery phase mainly because
the crowd that formed in front of the check-
in counter does not resolve anymore and also
blocks adjacent check-in counters which limits the
restoration capabilities. For this reason, the peak
in waiting time at security and the return to nor-
mal performance cannot be observed which would
be expected during and after the recovery phase.
Note, that the number of land-side passengers as
a function of time is not presented here because
they mainly accumulate in the land-side area es-
pecially when the cyber-attack happens. Further,
the passengers’ velocities and waiting times are
scaled to reduce computation time and might not
exactly reflect reality.

(a) The FIDS is restored in minute 50.
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(b) The FIDS is restored in minute 60.
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Fig. 4. Airport performance visualization during normal and
disturbed operation due to a cyber-attack on the FIDS (which
happens in minute 40). Estimated waiting time at the security
check-point (black line) and the number of air-side passengers
(gray line) are given as a function of time. Additionally two
dashed black lines show the time when the cyber-attack starts
and ends. Red lines indicate the slope of the degradation of
performance. In (b), the blue line represents the minimum
number of passengers air-side when the FIDS is restored in
minute 50.
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4. Conclusion

In this paper, the security situation of airports
in Europe is discussed and respective issues are
raised. The EU-H2020 project SATIE is presented
and how it addresses security issues in airports
such as the handling of combined cyber-physical
attacks. The SATIE toolkit addresses this through
a novel, multi-faceted approach to augment the
separation and security of the physical layer, con-
trol layer, and supervisory layer of the security
architecture found in airports. Video-captured
biometric credentials aid anomaly detection algo-
rithms which are fed information linking passen-
gers to their baggage. All of this information
is used in a model of the connections between
assets (both physical and informational), which
can quantitatively represent the propagation of
a negative impact through the airport infrastruc-
ture and demonstrate how performance measures
would be affected. The focus in this paper is on
the impact assessment simulation, using ABM to
model airport processes. The current focus is less
on technical components and more on passenger
movement and their interactions with technical
components such as the FIDS.

The agents in the simulation tool presented
here move individually based on their personal
situation such as whether they checked-in online,
how much baggage they have and their individual
velocity. However, some decisions are still guided
or simply made by random generators, which will
be improved by additional individual properties
such as needs and personal preferences. For
example, some passengers could be hungry and
buy some food in a shop, some passengers try to
avoid crowds or they have different comfort zones.
Further, a next step is to include different types of
people in the airport such as airport employees,
security staff or attackers additionally to the pas-
sengers.

The airport representation is simplistic and fur-
ther features will be introduced. Information
counters, shops, restaurants and waiting areas will
enable the agents to choose their paths in the
airport area based on their needs and personal sit-
uations. The airport layout and agent movements
need to be further validated with airport operators
and data.

Also the scenario needs to be further devel-
oped and validated. The reaction of passengers
and employees in the case of disturbed operation
needs to be well understood and represented in
the simulation. This will enable more advanced
and combined attack scenarios to be considered.
Still, as already mentioned in section 3.2, to study
more advanced attack scenarios and to analyze the
system’s resilience the recovery phase needs to be
studied in more detail.

Finally, the simulation tool that is presented
here is able to simulate individual passenger

movement in the airport in normal and disturbed
operations. The simulation results show a crowd
formation in the case of a cyber-attack on the
FIDS and performance functions represent the
impact of the attack on the airports functionality.
Further, inertial effects can be observed in the per-
formance measures as a function of time. It also
enables to analyze and compare quantitatively the
system’s degradation for different recovery situa-
tions. This simulation tool will contribute to the
SATIE project to better understand the impact of
combined cyber-physical attacks on airport infras-
tructure.

The SATIE toolkit offers a holistic, compre-
hensive approach to airport security, addressing
the unquestionable issue that physical attacks and
cyber-attacks are highly interconnected and often
permit one another to occur. Airports face a daily
challenge to ensure business continuity and pas-
senger safety and this innovative project improves
cyber-physical correlations, forensics investiga-
tions and dynamic impact assessments, resulting
in better threat prevention, detection, response and
mitigation.
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